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Disclaimer
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2.9.14. dncp_server_is unroutable (ID: 00800017) ...cevvuvveenieeeineeiiiereineeennnn. 91
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2.9.25. relayed_request (ID: 00800021) .......ueveeruneeiiiiieeiiine e 95
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2.9.29. relayed bootp_reply (ID: 00800029) .......cceuvvvvnieiiiieiiiieeiieeeieeeennn, 96
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2.10.22. request_for_non_bound_ip (ID: 00900018) ........c.veeenrevenerennnnnn. 101
2.10.13. declined_by_client (ID: 00900024) .........cccuurrmiiieeeeiieiiiiineeeeeene 102
2.10.14. request_for_ip _from bound client without_state (ID: 00900025) ... 102
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2.10.20. client_bound (ID: 00900019) ......uuuuiiieeerieiriiiineeeeeeeeenniin e e 104
2.10.21. client_renewed (ID: 00900020) ......ccevvneeeeneerieeeieeeieeeieeeaieeaens 104
2.10.22. got_inform_request (ID: 00900021) .........vveverunreeeeiiinaeeeiiineeeennnn 105
2.10.23. decline_for_ip_on_wrong_iface (ID: 00900022) ............cccuuveeeennnn. 105
2.10.24. decline for_non_offered ip (ID: 00900023) .........coevvneeenneeennnannn. 106
211 DYNROUTING ..ottt e e e e e eenaes 107
2.11.1. failed to_export_route to_ospf process failed to alloc (ID: 01100001)
........................................................................................................ 107
2.11.2. failed_to_add_route unable to_aloc (ID: 01100004) ..........cceeeeeeenn. 107
2.11.3. route_exported to_ospf_as (ID: 01100002) ..........eeeevvneeeerrnneeeennnn 107
2.11.4. route_unexported_from_ospf_as (ID: 01100003) ...........ccevvureeeennnn. 108
2.11.5. route_added (ID: 01100005) .....ccvvvrmniieeeiiieniiiineaeeeeeeeiiiie e e e 108
2.11.6. route_removed (ID: 01100006) ........ueeeeererrrmrnnnniaeeereeeniniiaeeeeeens 108
202 FRAG oot 110
2.12.1. fragact_contains frags (ID: 02000002) ..........cccuueeeeinnneeeeiinneeeennnn 110
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2.12.3. fail_out_of resources (ID: 02000004) ......cc.oeeeunieeinieeiiieiiiieeeieeenn. 110
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2.12.8. frag_offset_plus_length_not_in_range (ID: 02000014) .............c...... 113
2.12.9. bad ipdatalen (ID: 02000016) .......euuieeeeieeeiiiiiaaeeeeeeeeiiiie e 113
2.12.10. bad_ipdatalen (ID: 02000017) .....uuuuiieeeiiieiiiiinaeeeee e 113
2.12.11. overlapping_frag (ID: 02000018) ........ccevvneerinieiinieeiieeeiieraieennn, 114
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2.12.15. partial_overlap (ID: 02000022) ........cceevuueeeeminaeieiineeeeiineeeennnns 115
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2.12.27. drop_frag_failed_suspect_packet (ID: 02000026) ..........cccvuveeeennnn. 120
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203 GRE .. 122
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2.13.2. gre_bad flags (ID: 02200002) .........uveeeeruneeeeiiiiaeeeiiiaeeeeiineeeennnns 122
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2.14.3. should_have arrived_on_sync_iface (ID: 01200044) ...........cccunveeen. 125
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2.14.11. sync_packet_on_nonsync_iface (ID: 01200410) ...........cccevevevnnnnnn. 128
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2.15.7. gpio_alarm (ID: 0400004L) ......uveeeeunneeeeiiinaeeeiie e 136
2.15.8. gpio_normal (ID: 04000042) .......ccuuureeeemuniaeieiinaeeeiiee e e eeeninns 137
2.15.9. free_memory_warning_level (ID: 04000101) ........cccevuvvvevrnnneeennnnn. 137
2.15.10. free_memory_warning_level (ID: 04000102) .........cccuuveernneeennnennn. 137
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216, IDP . 139
2.16.1. invalid_url_format (ID: 01300009) .......cccuuieeerunaeieiinnaeeeiinneeeennnns 139
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2.16.11. virus_detected (ID: 01300008) ......uuieeeererrririnnniaeeereeenniiineaeeeeees 144
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207 IDPUPDATE .ot 146
2.17.1. idp_db_update failure (ID: 01400001) ........ccvvrvmreeemrineeeeiiineeeennnn 146
2.17.2. idp_detects invalid_system_time (ID: 01400005) .........c.cvvuuvereeenne. 146
2.17.3.idp_db_downloaded (ID: 01400002) .......cccvvrrrmmnrieeeerieeriiiineeaeeen 146
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2.17.5. idp_db_update_denied (ID: 01400004) .......oeevevuneeeeiineeeeiineeeennnn 147
2.17.6. downloading_new_database (ID: 01400007) ........ccevvvueeeernnneeennnnn 147
218 ITFACEMON ...ttt ettt e e e et e e e e e eaanae 148
2.18.1. ifacemon_status bad (ID: 03900003) ........cccvvvvmiiieeriieiiiiiinaeeeeene 148
2.18.2. ifacemon_status bad (ID: 03900004) ........cccvvrrmiiiieeerieeriiiiineeeeeeen 148
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2.18.3. ifacemon_status bad rereport (ID: 03900001) .......cccvvureveevvnnaeennnnn. 148
209 IGMP < 150
2.19.1. failed restarting_igmp_conn (ID: 04200006) .........cccccevevvvevennnnnnn. 150
2.19.2. invalid_query group address (ID: 04200008) ........cocevvvevenevennnnnnn. 150
2.19.3. invalid_size report_packet (ID: 04200014) ........cvvvveevnieieeinnneeeennnn. 150
2.19.4. invalid_dest_ip_address (ID: 04200003) ........ccuvueeeerrnneeeninnaeennnnn 151
2.19.5. invalid_destination_ethernet_address (ID: 04200004) ..........cccuneeeen. 151
2.19.6.invalid_size query_packet (ID: 04200007) .....evuvieeeererimiiinnneeeaenn 152
2.19.7. bad_Src (ID: 04200011) .....ceeeveeeriiiineee e e et 152
2.19.8. packet_includes aux_data (ID: 04200013) ........cocevvnveveneerinierennnnnn. 152
2.19.9. bad_grp (ID: 04200015) ....cccvvunieieiiieeieiine e 153
2.19.10. invalid_report_grp_record (ID: 04200016) .........ccevvvneveernnaeennnnn. 153
2.19.11. igmp_ruleset_rejects report (ID: 04200018) .......ovvvvvnneveevnnneeennnnn. 154
2.19.12. bad_inet (ID: 04200019) ......ccouvurrniiaeeeieeiiiii e 154
2.19.13. max_global _requests per_second_reached (ID: 04200020) ............ 154
2.19.14. max_if _requests per_second reached (ID: 04200021) .................. 155
2.19.15. querier_election_won (ID: 04200001) .......eevvvvnreeeeinnneeeiiinneeeennnn 155
2.19.16. querier_election_lost (ID: 04200002) ........eceevvnrieeemnnnaeeeiiinaeeennnn 155
2.19.17. igmp_query_dropped (ID: 04200009) ........ccevrvmreeeerineeeeiineeeennnn 156
2.19.18. igmp_query_received (ID: 04200010) .......cevvvmrieeeerieiiiiiinaeeeeene 156
2.19.19. igmp_report_received (ID: 04200012) .......cccevnvvvvnieiineeiiieeiieennn, 157
2.19.20. igmp_report_dropped (ID: 04200017) ...cevvneeeeneeeiieiiieeeiieeeeieeaen, 157
2.19.21. disallowed_igmp_version (ID: 04200022) ..........ccoeuvnveeeeinnneeennnnn 157
2.19.22. received_unknown_igmp_type (ID: 04200023) .........cvvveevvnneeeennnn. 158
2.19.23. older_querier_present (ID: 04200024) ........cccuvuieeeeiineeeiiineeeennnn 158
2.19.24. older_querier_gone (ID: 04200025) .......ccuueeeunieiinieeiiaaeiiieeeieeenn 159
2.20. IPPOOL ...ttt e e 160
2.20.1. no_offer_received (ID: 01900001) ......ccuueverneeeenieeinierieeeiineeeieennns 160
2.20.2. no_valid_dhcp_offer_received (ID: 01900002) ........ccvuvvvvevrnneeennnnn. 160
2.20.3. pool_reached_max_dhcp_clients (ID: 01900014) ........coeeeevvneeeennnn. 160
2.20.4. macrange_depleted (ID: 01900015) .....cevvvureeeernnnieieiineeeeiiieeeeeennn 161
2.20.5.too_many_dhcp_offers_received (ID: 01900003) .......c.coeevvrevennnnnn. 161
2.20.6. lease_disallowed by_lease filter (ID: 01900004) ........cccvvvvnnireeeenen. 161
2.20.7. lease disallowed_by server filter (ID: 01900005) .........cccvveveennnnnn. 162
2.20.8. lease_have bad dhcp_server (ID: 01900006) ........cccvvureeeeernneeeennnn. 162
2.20.9. lease_have bad netmask (ID: 01900007) ......cccuurvveereneeeeninneeeennnn 162
2.20.10. lease_have bad_offered_broadcast (ID: 01900008) ............cccunveeen. 163
2.20.11. lease_have_bad offered_ip (ID: 01900009) .........cceeverrrrrnnnrnnneaen. 163
2.20.12. lease_have bad_gateway ip (ID: 01900010) .......ccocvvvvevinnerennnnnnn. 163
2.20.13. lease ip _is already occupied (ID: 01900011) ........ccevvevvnnevennnnnnn. 164
2.20.14. lease _rejected_by server (ID: 01900012) ........uuvvvvevnnneieeiinneeennnnn. 164
2.20.15. ip_offer_already exist_in_the pool (ID: 01900013) ............ceeeevenn. 164
2.20.16. ip_fetched_pool (ID: 01900016) ......ooeeeeeeeeririiiaaeeeeeeeiiiiie e 165
2.20.17. ip_returned_to_pool (ID: 01900017) ....eveeneeenieeiiiaeiiaeeiiieeeieeeenn 165
221 IPSEC .ot 166
2.21.1. fatal_ipsec_event (ID: 01800100) ......cevvneveineeiieeeiieeeieeeieeeeieeaenn 166
2.21.2. maximum_allowed_tunnels limit_reached (ID: 01800900) .............. 166
2.21.3. commit_failed (ID: 01800200) .........uueeeerrnneeeeriieeeeiineeeeeiieeeeennnns 166
2.21.4.x509_init_failed (ID: 01800203) ......ieeeeeeeeeririnaiaaeeeeeeaiiiinaaeeaaenn 167
2.21.5. falled_to_configure_|Psec (ID: 01800210) ........uueeeeereeeriinnneaaeenn. 167
2.21.6. IPsec_init_failed (ID: 01800213) .....oveeeeeveeririinieeeereeeniiiine e 167
2.21.7. no_policymanager (ID: 01800316) ........oevvvneeeenieiiieeiieeriieraneennn, 167
2.21.8. faled_to_add_key provider (ID: 01800321) ........ccevvvnneveevnnneeennnnn. 168
2.21.9. faled_to_create authorization (ID: 01800327) ......cccvvuvevevnnneeennnnn. 168
2.21.10. Failed_to_create xauth _group (ID: 01800329) ..........vvvvvvvnneeennnnn. 168
2.21.11. SAs not_killed_for_remote_peer (ID: 01800901) ........ccevvnevennnnenn. 169
2.21.12. max_number_of _policy rules reached (ID: 01802110) ................. 169
2.21.13. outofmem_create_engine (ID: 01802901) .........cccovevvnvevinevennnnnnn. 169
2.21.14. init_rulelooklup_failed (ID: 01802903) ........ccvvuveeeirnieeeeiiineeeennnn, 169
2.21.15. init_rule_looklup_failed (ID: 01802904) ..........uvvveerrneeeiiiineeeennnn. 170
2.21.16. init_rule_looklup_failed (ID: 01802905) ........c.uvieeereneeeeninnaeeennnn. 170
2.21.17. init_mutexes_failed (ID: 01802906) .........ccvvvvmrireeerieiiiiiineaaeeenn 170
2.21.18. init_interface table failed (ID: 01802907) .......coceeeeveevriviinnnneeenen. 170
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2.21.19.init_flow_id_table failed (ID: 01802908) ..........cceeereeerrrrnninaaannnn. 171
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Preface

Audience

The target audience for this reference guide consists of:

» Adminigtrators that are responsible for configuring and managing the Clavister Security Gate-
way.

» Administrators that are responsible for troubleshooting the Clavister Security Gateway.

This guide assumes that the reader is familiar with the Clavister Security Gateway, and has the ne-
cessary basic knowledge in network security.

/

Notation
The following notation is used throughout this reference guide when specifying parameters to a log
message:
Angle Brackets <name> Used for specifying the name of a parameter to alog message.
Squar e Brackets[name] Used for specifying the name of a conditional parameter to alog

message.

Example 1. Parameters to a log message

Log Message New configuration activated by user <username>, and committed via <authsystem>

Parameters authsystem
username

Both the authsystem and the username parameters will be included.

Example 2. Conditional parameters to a log message

Log Message Administrative user <username> logged in via <authsystem>. Access level: <access_level>

Parameters authsystem
username
access_level
[userdb]
[server_ip]
[server_port]
[client_ip]
[client_port]

The authsystem, username and the access_level parameters will be included. The other parameters, userdb,
server_ip, server_port, client_ip and client_port may or may not be included, depending on the context of the log
message.
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Abbreviations Preface

Abbreviations

The following abbreviations are used throughout this reference guide:

Table 1. Abbreviations

Abbreviation Full name

ALG Application Layer Gateway

ARP Address Resol ution Protocol

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

ESP Encapsulating Security Payload

FTP File Transfer Protocol

HA High Availability

HTTP Hyper Text Transfer Protocol

ICMP Internet Control Message Protocol
IDS Intrusion Detection System

IP Internet Protocol

IPSec Internet Protocol Security

L2TP Layer 2 Tunneling Protocol

NAT Network Address Tranglation

OSPF Open Shortest Path First

PPP Point to Point Protocol

PPPOE Point to Point Protocol over Ethernet
RADIUS Remote Authentication Dial In User Service
SAT Static Address Tranglation

SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
SSL Secure Socket Layer

TCP Transport Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol

URL Uniform Resource L ocator

UTF Unicode Transformation Format
VLAN Virtual Local Area Network

VPN Virtual Private Network
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Chapter 1. Introduction

» Log Message Structure, page 1
» Context Parameters, page 3

* Statistics (usage), page 7

* Severity levels, page 8

This guide is a reference to all log messages generated by Clavister® CorePlus™. This guide is a
valuable source when managing and troubleshooting your system.

1.1. Log Message Structure

All log messages have a common design, with attributes like category, severity, recommended ac-
tions and so forth. These attributes enables you to easily filter the log messages, either within Clav-
ister® CorePlus™ prior to sending them to a log receiver, or as part of the analysis taking place
after logging and storing the messages on an external log server.

The following information about a specific log message is available:
Name The name of the log message, which is a short string, 1-6 words separ-

ated by _. Please note that the name cannot be used as a unique identi-
fication of the log message, as several log messages might share the

same name.
ID The ID is anumber which uniquely identifies the log message.
Note
In this guide, the Name and the ID of the log message
formthe title of the section describing the log message.
Category Log messages are grouped into categories, where each category maps

to a specific subsystem in Clavister® CorePlus™. For instance, the
IPSEC category includes some houndreds of 1og messages, all related
to IPSec VPN activities. Other examples of categories include ARP,
DHCP, IGMP and USERAUTH.

In this guide, categories are listed as sections in Chapter 2, Log Mes-
sage Reference.

Default Severity The default severity level for this log message. For a list of severity
levels, please see section Section 1.4, “ Severity levels'.

L og Message A brief explanation of the event that took place. This explanation often
features references to parameters, enclosed in angle brackets. Ex-
ample:

Administrative user <username> logged in via <authsystem>. Access
level: <access |evel>

Note
This string is only included in log messages sent to Clav-
ister Log Receivers.




1.1. Log Message Structure

Chapter 1. Introduction

Explanation

Gateway Action

Recommended Action

Revision

A detailed explanation of the event.

Note that this information is only featured in this reference guide, and
is never actually included in the log message.

A short string, 1-3 words separated by _, of what action the Clavister
Security Gateway will take. If the log message is purely informative,
thisisset to "None".

A detailed recommendation of what the administrator should do if this
log message is received. If the log message is purely informative, this
isset to "None".

Note that this information is only featured in this reference guide, and
is never actually included in the log message.

The current revision of the log message. Thisisincreased each time an
log message is changed between two releases.

Depending on the log message, the following information may also be included:

Parameters

Context Parameters

The name of the parameters that are included in this log message. If a
parameter is specified within square brackets (for example
[username]), then the parameter is optional and may or may not be in-
cluded in the log message.

The name of the context parameters that are included in this log mes-
sage. Please see Section 1.2, “ Context Parameters’ for a description of
al available context parameters.




1.2. Context Parameters Chapter 1. Introduction

1.2. Context Parameters

In many cases, information regarding a certain object is featured in the log message. This can bein-
formation about, for example, a connection. In this case, the log message should, besides al the nor-
mal log message attributes, also include information about which protocol is used, source and des-
tination | P addresses and ports (if applicable), and so on.

As the same information will be included in many log messages, these are referenced as a Context
Parameter. So whenever alog message includes information about a connection, it will feature the
CONN parameter in the Context Parameter list. This means that additional information about the
connection will aso be included in the log message.

Here follows a description of all available context parameters and an explanation to all the addition-
al parameters. The name of the additional parameters are specified in the Syslog format.

Note

The additional parameters are formatted differently in the EFWLog format, giving
them a more user friendly presentation.

ALG Module Name

An ALG is aways of a certain type, for example FTP, H323 or HTTP. This parameter specifies the
name of the ALG sub-module, in order to quickly distinguish which type of ALG thisis.

algmod The name of the ALG sub-module.

ALG Session ID

Each ALG session has its own session I1D, which uniquely identifies an ALG session. Thisis useful,
for example, when matching the opening of an ALG session with the closure of the same ALG ses-
sion.

algsesid The session ID of an ALG session.

Packet Buffer

Information about the packet buffer, which in turn contains a large number of additional objects.
Certain parameters may or may not be included, depending on the type of the packet buffer. For ex-
ample, the TCP flags are only included if the buffer contains a TCP protocol, and the ICM P-specific
parameters are only included if the buffer contains a | CMP protocol.

recvif The name of the receiving interface.

[hwsender] The sender hardware address. Valid if the protocol is ARP.

[hwdest] The destination hardware address. Valid if the protocol is ARP.

[arp] The ARP state. Valid if the protocol is ARP. Possible values: request|reply.
[srcip] The source IP Address. Valid if the protocol is not ARP.

[destip] The destination IP Address. Valid if the protocol is not ARP.

iphdrlen The IP header length.
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[fragoffs] Fragmentation offset. Valid if the |P packet is fragmented.
[fragid] Fragmentation ID. Valid if the IP packet is fragmented.
ipproto The IP Protocol.
ipdatalen The IP data length.
[srecport] The source port. Valid if the protocol is TCP or UDP.
[destport] The destination port. Valid if the protocol is TCP or UDP.
[tephdrlen] The TCP header length. Valid if the protocol is TCP.
[udptotlen] The total UDP datalength. Valid if the protocol is UDP.

[[tepflag]=1]

[icmptype]
[echoid]

[echoseq]

[unreach]

[redirect]

[icmpcode]

Connection

The specific TCP flag is set. Valid if the protocol is TCP. Possible values for
tepflag: syn, rst, ack, psh, fin, urg, ece, cwr and ns.

The ICMP sub-protocol name. Valid if the protocol is ICMP.
The ICMP echo ID. Valid if the protocol is ICMP and sub-protocoal is echo.

The ICMP echo sequence number. Valid if the protocol is ICMP and sub-
protocol is echo.

The ICMP destination unreachable code. Valid if the protocol is ICMP and sub-
protocol is destination unreachable.

The ICMP redirect code. Valid if the protocol is ICMP and sub-protocol is redir-
ect.

The ICMP sub-protocol code. Valid if the protocol is ICMP and sub-protocol is
not echo, destination unreachable or redirect.

Additional information about a connection. Certain parameters may or may not be included, depend-
ing on the type and status of the connection. For example, the number of bytes sent by the originator
and terminator isonly included if the connection is closed.

conn
connipproto
connrecvif
connsrcip
[connsrcport]
[connsrcidt]
conndestif
conndestip
[conndestport]
[conndestidt]

[origsent]

The status of the connection. Possible values. open, close, closing and unknown.
The IP protocol used in this connection.

The name of the receive interface.

The source IP address.

The source port. Valid if the protocol is TCP or UDP.

The source ID. Valid if the protocol isnot TCP or UDP.

The name of the destination interface.

The destination | P address.

The destination port. Valid if the protocol is TCP or UDP.

The destination ID. Valid if the protocol isnot TCP or UDP.

The number of bytes sent by the originator in this connection. Valid if the con-
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nection is closing or closed.
[connsrcip] The number of bytes sent by the terminator in this connection. Valid if the con-
nection is closing or closed.
Deep Inspection
Specifies the name and a description of the signature that triggered this event.
Note
For Deep Inspection log messages an additional log receiver, an SVMTP log receiver,
can be configured. This information is only sent to log receives of that kind, and not
included in the Syslog or EFWLog format
Dropped Fragments

Specifies detailed information about dropped fragments in a packet.

Note
Thisinformation is only sent in the EFWLog for mat

Rule Name

Specifies the name of the rule that was used when this event was triggered.

rule The name of therule.

Rule Information

Additional information about the rule that was used when this event was triggered. Certain paramet-
ers may or may not be included, depending on the type of the rule. For example, the name of an au-
thenticated user is only included if this rule contains network objects that has user authentication in-
formation in them.

rule The name of therule.
[satsrerule] The name of the SAT sourcerule. Valid if therule action is SAT.
[satdestrule] The name of the SAT destination rule. Valid if the rule action is SAT.

[srcusername] The name of the authenticated user in the source network object. Valid if the
source network object has user authentication information.

[destusername]  The name of the authenticated user in the destination network object. Valid if the
destination network object has user authentication information.

User Authentication

Additional information about a user authentication event.

authrule The name of the user authentication rule.
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authagent The name of the user authentication agent.

authevent The user authentication event that occurred. Possible values: login, logout,
timedout, disallowed_login, accounting and unknown.

username The name of the user that triggered this event.

srcip The source IP address of the user that triggered this event.

OSPF

Additional information about OSPF.

logsection The OSPF section Possible values: packet, hello, ddesc, exchange, Isa, spf, route
and unknown.
loglevel Thelog level value.

OSPF LSA

Additional information about OSPF LSA.

Isatype The LSA type Possible values: Router, network, IP summary, ASBR summary
and ASexternal.

Isaid The LSA identifier.

[saadvrtr The originating router for the LSA.

Dynamic Route

Additional information about events regarding a dynamic route.

event The dynamic routing event that occurred. Possible values. add, remove, modify,
export, unexport and unknown.
from Originating router process.
to Destination router process.
Route

Additional information about aroute.

route Route network.

routeiface Route destination interface.
routegw Route gateway.
routemetric Route metric (cost).
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1.3. Statistics (usage)

The Clavister Security Gateway periodically sends information about open connections and network
load to itslog recipients. Thisis sent once every hour per default.

The category for these log messages is USAGE, the severity level is NOTICE, and the log message
string is usage. The log message looks like thisin Syslog format:

conns Number of active connections.

if<number>  Theinterface name, where number isincremented for each interface.

ip<number>  The P address of the interface, where number isincremented for each interface.
tp<number>  Throughput of the interface (in Mbps - megabits per second), where number isin-

cremented for each interface.

The EFWL og format includes more detailed information. The following statistics about connections
isavailablein the EFWLog format:

e Connections opened/closed.

*  Maximum/minimum number of connections.

* Current number of active connections.

The following statistics is available per interface:

» Bitsin/out per second.
e Packetsin/out per second.

» Packets dropped per second.

Note
This log messages can hot be customized.
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1.4. Severity levels

An event has a default severity level, based on how serious the event is. The following eight severity
levels are available, as defined by the Syslog protocol:

0 Emergency Emergency conditions, which most likely led to the system being unusable.

1Alert Alert conditions, which affected the functionality of the unit. Needs atten-
tion immediately.

2 Critical Critical conditions, which affected the functionality of the unit. Action
should be taken as soon as possible.

3Error Error conditions, which probably affected the functionality of the unit.

4 Warning Warning conditions, which could affect the functionality of the unit.

5 Notice Normal, but significant, conditions.

6 Informational Informational conditions.

7 Debug Debug level events.

Note

The Administrator can change the severity level of a specific event if the default level
is either too high or too low.
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Chapter 2. Log Message Reference

* ALG, page 11

* ARP, page 60

» AV SE, page 66

« AVUPDATE, page 69

« BLACKLIST, page 71

« BUFFERS, page 74

* CONN, page 75

* DHCP, page 81

« DHCPRELAY, page 87
« DHCPSERVER, page 98
« DYNROUTING, page 107
* FRAG, page 110

* GRE, page 122

* HA, page 125

* HWM, page 134

* |IDP, page 139

« IDPUPDATE, page 146
« IFACEMON, page 148
* IGMP, page 150

« IPPOOL, page 160

* IPSEC, page 166

« IP_ERROR, page 225

* IP_FLAG, page 227

* IP_OPT, page 229

* IP_PROTO, page 236

* L2TP, page 246

* NETCON, page 253

» OSPF, page 265

 PPP, page 289

* PPTP, page 297

« REASSEMBLY, page 307
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2.1. ALG

Chapter 2. Log Message Reference

* RFO, page 311

* RULE, page 317

* SESMGR, page 322

* SLB, page 329

* SNMP, page 330

* SYSTEM, page 331

* TCP_FLAG, page 340
* TCP_OPT, page 345

« TIMESYNC, page 351

« TRANSPARENCY, page 353

« USERAUTH, page 357

The log messages presented here are sorted by their category, then their severity level, and finally by

their ID number.

2.1. ALG

These log messages refer to the ALG (Eventsfrom Application Layer Gateways) category.

2.1.1. virus_found (ID: 00200114)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

ALERT

HTTPALG: Virus found in file <filename>. Virus name
<virusname>. Signature:<virussig>. Advisory ID: <advisoryid>.

Received data infected with virus. As there is a virus, the data is dis-
carded.

block

Research the source of this, and try to find out why the server is send-
ing infected data.

1

filename
virusname
virussig
advisoryid

ALG Module Name
ALG Session ID

2.1.2. virus_found (ID: 00200165)

11



2.1.3. virus_found (ID: 00200173)

2.1.3.

2.1.4.

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

ALERT

SMTPALG: Virus found in file <filename>. Virus Name
<virusname>.Signature:<virussig>. Advisory 1D: <advisoryid>.

Received data infected with virus. As there is a virus in content, the
datais discarded.

block

Research the source of this, and try to find out why the server is send-
ing infected data.

1
virusname
virussig
advisoryid
filename

ALG Module Name
ALG Session ID

virus_found (ID: 00200173)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

ALERT

SMTPALG: Virus found in file <filename>. Virus Name:
<virusname>.Signature:<virussig>. Advisory ID: <advisoryid>.

Received data infected with virus. As antivirus is enabled in audit
mode, datais allowed.

alow

Enable antivirusin PROTECT mode to drop the data.
1

virusname

virussig

advisoryid

filename

ALG Module Name
ALG Session ID

virus_found_in_audit_mode (ID: 00200200)

Default Severity

Log Message

Explanation

ALERT

HTTPALG: Virus found in files <filename>. Virus Name
<virusname>. Signature:<virussig>. Advisory |D: <advisoryid>.

Received data infected with virus. As antivirus is enabled in audit
mode, data is allowed.

12



2.1.5. virus_found (ID: 00200259)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

alow

Enable antivirusin PROTECT mode to block the data.
1

virusname

virussig

advisoryid

filename

ALG Module Name
ALG Session ID

2.1.5. virus_found (ID: 00200259)

ALERT

FTPALG: Virus found in file <filename>. Virus Name: <virusname>.
Signature:<virussig>. Advisory ID: <advisoryid>.

Received data infected with virus. As there is a virus in content, the
datais discarded.

file_discarded_control_and data channel _closed

Research the source of this, and try to find out why the server is send-
ing virus.

1

filename
virusname
virussig
advisoryid

ALG Module Name
ALG Session ID

2.1.6. virus_found_in_audit_mode (ID: 00200272)

ALERT

FTPALG: Virus found in file <filename>. Virus Name: <virusname>.
Signature:<virussig>. Advisory I1D: <advisoryid>.

Received data infected with virus. As virus is scanned in AUDIT
mode, the datais allowed.

virus_data allowed_in_audit_mode

Change the antivirus setting to PROTECT if the virus should be
blocked.

1

filename

13



2.1.7.illeg
00200216)

2.1.7.

2.1.8.

al_ip_address (ID: Chapter 2. Log Message Reference
virusname
virussig
advisoryid

Context Parameters ALG Module Name
ALG Session ID

illegal ip_address (ID: 00200216)

Default Severity CRITICAL

L og Message FTPALG: lllegal PORT command from <peer>, bad IP address
<ipdaddr>. String=<string>. Rejecting command

Explanation Anillega "PORT" command was received from the client. It requests
that the server should connect to another IP that it's own. Thisisnot a-
lowed, and the command will be rejected.

Gateway Action rejecting_command

Recommended Action The FTP client could be compromised, and should not be trusted.
Revision 1

Parameters peer
ipdaddr
string

Context Parameters ALG Module Name
ALG Session ID
Connection

illegal _port_number (ID: 00200217)

Default Severity CRITICAL

L og Message FTPALG: lllega PORT command from <peer>, port <port> not al-
lowed. String=<string>. Rejecting command

Explanation Anillegal "PORT" command was received from the client. It requests
that the server should connect to a port which is out of range. Thisis
not allowed, and the command will be rejected.

Gateway Action rejecting_command

Recommended Action The FTP client could be compromised, and should not be trusted.
Revision 1

Parameters peer
port
string

Context Parameters ALG Module Name
ALG Session ID
Connection

14



2.1.9. bad_port (ID: 00200233)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

2.1.10. bad _ip (ID

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

2.1.9. bad_port (ID: 00200233)

CRITICAL

FTPALG: Bad port <port> from <peer>, should be within the range
(<range>). String=<string>. Closing connection.

Anillega "PORT" command was received from the server. It requests
that the client should connect to a port which is out of range. Thisis
not allowed, and the connection will be closed.

close
The FTP server could be compromised, and should not be trusted.
1

peer
port

range
string

ALG Module Name
ALG Session ID
Connection

: 00200234)

CRITICAL

FTPALG: Invaid IP <ipdaddr>, Server IP is <ipdaddr server>.
String=<string>. Closing connection.

The FTP Server requests that the client should connect to another IP
that it's own. Thisis not allowed, and the connection will be closed.

close
The FTP server could be compromised, and should not be trusted.
1

peer
ipdaddr
ipdaddr_server
string

ALG Module Name
ALG Session ID
Connection

2.1.11. max_line _length_exceeded (ID: 00200003)

ERROR

15



2.1.12. invalid_url_format (ID:

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Maximum line length <max> exceeded, got <len> characters. Closing
connection

The maximum length of an entered line was exceeded, and the connec-
tion will be closed.

close
If the maximum line length is configued too low, increaseit.
1

len
max

ALG Module Name
ALG Session ID

2.1.12. invalid_url_format (ID: 00200101)

ERROR

HTTPALG: Failed to parse the URL requested by the client: <reason>.
ALG name: <algname>.

The unit failed parsing the requested URL. The reason for this is pro-
blaby because the requested URL has an invalid format, or it contains
invalid UTF8 formatted characters.

close

Make sure that the requested URL is formatted correctly.

1

reason
algname

ALG Module Name
ALG Session ID

2.1.13. compressed_data_received (ID: 00200109)

ERROR

HTTPALG: Compressed data was received from the server, although
uncompressed was requested. Closing connection. ALG name:
<algname>.

The unit requested that no compressed data should be used, but the
server ignored this and sent compressed data anyway. As content pro-
cessing will not work if the data is compressed, the connection will be
closed.

close

Research the source of this, and try to find out why the server is send-

16



2.1.14. failure_connect_http_server Chapter 2. Log Message Reference

(ID: 00200112)

Revision
Parameters

Context Parameters

ing compressed data.
1
algname

ALG Module Name
ALG Session ID

2.1.14. failure_connect_http_server (ID: 00200112)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

ERROR

HTTPALG: Failed to connect to the HTTP Server. Closing connec-
tion. ALG name: <algname>.

The unit failed to connect to the HTTP Server, resulting in that the
AL G session could not be successfully opened.

close

Verify that thereis alistening HTTP Server on the specified address.
1

agname

ALG Module Name
ALG Session ID

2.1.15. failed_connect_smtp_server (ID: 00200153)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

SMTPALG: Failed to connect to the SMTP Server. Closing the con-
nection.

The unit failed to connect to the SMTP Server, resulting in that the
AL G session could not be successfully opened.

close
Verify that thereis alistening SMTP Server on the specified address.
1

ALG Module Name
ALG Session ID

2.1.16. failed_to_check response code values (ID:

00200155)

Default Severity

ERROR

17



2.1.17. base64_decode_failed (ID:

00200164)

Chapter 2. Log Message Reference

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

SMTPALG: Could not pass response code properly!

The SMTPALG Failed to parse the SM TP response code.
alow

Check for appropriate response codes.

1

ALG Module Name

2.1.17. base64 _decode failed (ID: 00200164)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

SMTPALG: Base 64 decode failed. Attachment blocked

The data sent to Base64 decoding failed. This can occur if the email
sender sends incorrect formatted data. The attachment has been
blocked.

block_data

Research how the sender is encoding the data.

1

ALG Module Name
ALG Session ID

2.1.18. illegal _data_direction (ID: 00200202)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

ERROR

FTPALG: TCP data from <peer> not allowed in this direction. Closing
connection

TCP Data was sent in an invalid direction, and the connection will be
closed.

close

None.

1

peer

ALG Module Name
ALG Session ID

Rule Information
Connection

2.1.19. failed _to_create connectionl (ID: 00200218)
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2.1.20. failed_to_create_connection2
(ID: 00200235)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

ERROR

FTPALG: Failed to create connection(1). Connection: <connection>.
String=<string>

An error occured when creating a data connection from the server to
client. This could possibly be aresult of lack of memory.

None
None.

1

peer
connection
string

ALG Module Name
ALG Session ID
Connection

2.1.20. failed_to_create_connection2 (ID: 00200235)

ERROR

FTPALG: Failed to create connection(2) Peer=<peer> Connec-
tion=<connection>. String=<string>.

An error occured when creating a data connection from the client to
server. This could possibly be aresult of lack of memory.

None
None.

1

peer
connection
string

ALG Module Name
ALG Session ID
Connection

2.1.21. failed _to_create server_data connection (ID:
00200236)

ERROR

FTPALG: Failed to create server data connection. Peer=<peer> Con-
nection=<connection>
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2.1.22. failed_to_register_rawconn Chapter 2. Log Message Reference
(ID: 00200238)

Explanation An error occured when creating server data connection.
Gateway Action None
Recommended Action None.
Revision 1
Parameters peer
connection
Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.22. failed _to_register_rawconn (ID: 00200238)

Default Severity ERROR

L og Message FTPALG: Interna Error - failed to register eventhandler. Closing con-
nection

Explanation An interna error occured when registering an eventhandler, and the

connection will be closed.
Gateway Action close
Recommended Action Contact the support.
Revision 1

Context Parameters ALG Module Name

2.1.23. failed_to_merge _conns (ID: 00200239)

Default Severity ERROR
L og Message FTPALG: Interna Error - failed to merge conns. Closing connection
Explanation An internal error occured when two connections were being merged

into one, and the connection will be closed.
Gateway Action close
Recommended Action Contact the support.
Revision 1

Context Parameters ALG Module Name

2.1.24. failed_create_new_session (ID: 00200242)

Default Severity ERROR
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2.1.25. failure_connect_ftp_server (ID:

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

FTPALG: Failed to create new FTPALG session (out of memory)

An attempt to create a new FTPALG session failed, because the unit is
out of memory.

close

Decrease the maximum allowed FTPALG sessions, or try to free some
of the RAM used.

1

ALG Module Name

2.1.25. failure_connect_ftp_server (ID: 00200243)

ERROR
FTPALG: Failed to connect to the FTP Server. Closing connection

The unit failed to connect to the FTP Server, resulting in that the ALG
session could not be successfully opened.

close
Verify that thereis alistening FTP Server on the specified address.
1

ALG Module Name
ALG Session ID

2.1.26. avse_scan_fail (ID: 00200257)

ERROR
FTPALG: AntiVirus Scan Engine Failed

The data sent to AV SE for scanning failed. Fail Mode is set to block
and the data will be discarded.

data blocked control_and data channel _closed

Edit the scan exclude list or change the Faile Mode setting to pass this
file.

1
filename

ALG Module Name
ALG Session ID

2.1.27. avse_scan_failed (ID: 00200258)
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2.1.28. avse_decompression_failed
(ID: 00200264)

Chapter 2. Log Message Reference

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR
FTPALG: Antivirus scan engine failed

The data sent to AV SE for scanning failed. Fail Mode is set to allow
and data will be forwarded.

alow_data without_scan

Change fail mode setting to block if this file should not be allowed.
1

filename

ALG Module Name
ALG Session ID

2.1.28. avse_decompression_failed (ID: 00200264)

ERROR

FTPALG: Failed to decompress data

The data sent to deflate module failed. The datawill be discarded.
data blocked and control_data channel _closed

None.

1

filename

ALG Module Name
ALG Session ID

2.1.29. failure_connect_h323 server (ID: 00200316)

ERROR
H323ALG: Failed to connect to the H.323 Server. Closing connection

The unit failed to connect to the H.323 Server, resulting in that the
ALG session could not open successfully.

close
Verify that thereis alistening H.323 Server on the specified address.
1

ALG Module Name
ALG Session ID
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2.1.30. invalid_client_http_header_rec
eived (ID: 00200100)

Chapter 2. Log Message Reference

2.1.30. invalid_client_http_header_received (ID:
00200100)

Default Severity

Log Message

Explanation
Gateway Action

Recommended Action

Revision
Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action

Recommended Action

Revision
Parameters

Context Parameters

Default Severity

Log Message

Explanation

WARNING

HTTPALG: Invalid HTTP header was received from the client. Clos-
ing Connection. ALG name: <algname>.

Aninvalid HTTP header was received from the client.
close

Research the source of this and try to find out why the client is sending
an invalid header.

1
agname

ALG Module Name
ALG Session ID

2.1.31. unknown_client_data received (ID: 00200105)

WARNING

HTTPALG: Invalid client request - unexpected data received after the
the client request header. Closing connection. ALG name: <algname>.

Data was received after the client request header, although the header
specified that no such data should be sent.

closing_connecion

Research the source of this, and try to find out why the client is send-
ing an invalid request.

1
agname

ALG Module Name
ALG Session ID

2.1.32. suspicious_data received (ID: 00200106)

WARNING

HTTPALG: Too much suspicious data has been received from the
server. Closing the connection. ALG name: <algname>.

The unit is configured to do content blocking, but the data from the
server contains too much suspicious data. The unit can not properly
determin if thisdataisavalid or if it should be blocked.

23



2.1.33. invalid_chunked_encoding (ID:

00200107)

Chapter 2. Log Message Reference

Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

closing_connecion

Research the source of this, and try to find out why the server is send-
ing such large amounts of suspicious data.

1
agname

ALG Module Name
ALG Session ID

2.1.33. invalid_chunked_encoding (ID: 00200107)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

WARNING

HTTPALG: The server sent invalid chunked encoding. Closing con-
nection. ALG name: <algname>.

The data received from the server was sent in chunked mode, but it
was not properly formatted.

closing_connecion

Research the source of this, and try to find out why the server is send-
ing invalid formatted chunked data.

1
agname

ALG Module Name
ALG Session ID

2.1.34. invalid_server_http_header_received (ID:
00200108)

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

WARNING

HTTPALG: An invaid HTTP header was received from the server.
Closing connection. ALG name: <algname>.

Aninvalid HTTP header was received from the server.
closing_connecion

Research the source of this and try to find out why the server is send-
ing an invalid header.

1
agname

ALG Module Name
ALG Session ID
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2.1.35. max_http_sessions_reached Chapter 2. Log Message Reference

(ID: 00200110)

2.1.35. max_http_sessions_reached (ID: 00200110)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

HTTPALG: Maximum number of HTTP sessions (<max_sessions>)
for service reached. Closing connection

The maximum number of concurrent HTTP sessions has been reached
for this service. No more sessions can be opened before old sessions
have been released.

close

If the maximum number of HTTP sessionsistoo low, increase it.

1

max_sessions

ALG Module Name

2.1.36. failed _create_new_session (ID: 00200111)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
HTTPALG: Failed to create new HTTPAL G session (out of memory)

An attempt to create anew HTTPALG session failed, because the unit
isout of memory.

close

Decrease the maximum allowed HTTPALG sessions, or try to free
some of the RAM used.

1

ALG Module Name

2.1.37. content_filtering_disabled (ID: 00200115)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

HTTPALG: Web Content Filtering disabled

Web Content Filtering has been disabled due to license restriction.
none

Extend valid time for Content Filtering.

1

ALG Module Name
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2.1.38. max_download_size reached Chapter 2. Log Message Reference

(ID: 00200116)

2.1.38. max_download_size reached (ID: 00200116)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

HTTPALG: The file: <filename> received from server exceeds max-
imum allowed download size(<max_download size>). Closing con-
nection

The data received from the server exceeds the maximun allowed
download file size, the data is discarded and connection will be closed.

close
If the configurable maximum download size istoo low, increaseit.
1

filename
max_download_size

ALG Module Name
ALG Session ID

2.1.39. block_listed_file (ID: 00200117)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

HTTPALG: Requested file:<filename> is blocked as this file is identi-
fied as type <filetype>, whichisin block list.

Therequested fileisin the block list. It isnot allowed.
block

Do not block thefile, if it isto be alowed.

1

filename
filetype

ALG Module Name
ALG Session ID

2.1.40. restricted_site_notice (ID: 00200132)

Default Severity

Log Message

Explanation

WARNING

HTTPALG: User requests the forbidden URL <url>, eventhough Re-
stricted Site Notice was applied. Host requesting URL: <host>. ALG
name: <algname>.

The URL has been requested and the categories are forbidden. Restric-
ted Site Notice was applied.
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2.1.41. url_reclassification_request
(ID: 00200133)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

alow

Disable the RESTRICTED_SITE_NOTICE mode of parameter CAT-
EGORIES for thisALG.

1

url
host
algname

ALG Module Name
ALG Session ID

2.1.41. url_reclassification_request (ID: 00200133)

WARNING

HTTPALG: Reclassification request for URL <url>. Host requesting
the URL reclassification: <host>. New Category <newcat>. ALG
name: <algname>.

The user has requested a category reclassification for the URL.
alow

Disable the ALLOW_RECLASSIFICATION mode of parameter
CATEGORIESfor thisALG.

1

url

host
newcat
agname

ALG Module Name
ALG Session ID

2.1.42. max_smtp_sessions_reached (ID: 00200150)

WARNING

SMTPALG: Maximum number of SMTP sessions (<max_sessions>)
for service reached. Closing connection

The maximum number of concurrent SMTP sessions has been reached
for this service. No more sessions can be opened before old sessions
have been released.

close

If the maximum number of SMTP sessionsistoo low, increaseit.

1

max_sessions
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2.1.43. maximum_email_per_minute_r Chapter 2. Log Message Reference

eached (ID: 00200151)

Context Parameters

ALG Module Name

2.1.43. maximum_email_per_minute_reached (ID:

00200151)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

SMTPALG: Maximum number of email per host per minute is
reached.

Host is trying to send Email per minute more than the configured. So
SMTPALG regjecting the connection!!.

session_rejected
Host should send number of Email per minute less than the configured.
1

ALG Module Name

2.1.44. failed _create_new_session (ID: 00200152)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
SMTPALG: Failed to create new SMTPALG session (out of memory)

An attempt to create anew SMTPALG session failed, because the unit
isout of memory.

close

Decrease the maximum allowed SMTPALG sessions, or try to free
some of the RAM used.

1

ALG Module Name

2.1.45. sender_email_id _is_in_blocklist (ID: 00200158)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING
SMTPALG: Sender Emailldisin Black List

Since "MAIL FROM:" Email Id isin Black List, SMTP ALG rejected
the Client request.

reject
Send Email only if Email Idisnot in Black List!.
1
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2.1.46. recipient_email_id_in_blocklist Chapter 2. Log Message Reference

(ID: 00200159)

Context Parameters

ALG Module Name

2.1.46. recipient_email_id_in_blocklist (ID: 00200159)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
SMTPALG: Recipient email id isin Black List

Since "RCPT TO:" email id isin Black List, SMTP ALG rejected the
client request.

reject
Email can be forwarded only to the Non-Black List users.
1

ALG Module Name

2.1.47. some_recipient_email_ids_are _in_blocklist (ID:

00200160)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
SMTPALG: Some recipients email id arein Black List

Since some "RCPT TO:" Email ids are in Black List, SMTP ALG has
blocked mail to those recipients.

reject
Emails can be forwarded only to the Non-Black List users.
1

ALG Module Name

2.1.48. content_type_mismatch (ID: 00200167)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING

SMTPALG: Content type mismatch found for the file <filename>. It is
identified as type <filetype> file

Received type of data in the packet and its actual type do not match.
Asthere is amismatch, the datawill be discarded.

drop
Content type should be matched.
1
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2.1.49. content_type_mismatch_mime Chapter 2. Log Message Reference

check_disabled (ID: 00200171)

Parameters

Context Parameters

filename
filetype

ALG Module Name

2.1.49. content_type _mismatch_mimecheck disabled

(ID: 00200171)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Parameters

Context Parameters

WARNING

SMTPALG: Content type mismatch found for the file <filename>. It is
identified as type <filetype> file

Received type of data in the packet and its actual type do not match.
As there is a mismatch and mime type check is disabled, the data will
be alowed.

alow

Content type should be matched.

1

filename
filetype

ALG Module Name

2.1.50. all _recipient_email _ids_are _in_blocklist (ID:

00200172)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
SMTPALG: All recipients email idsarein Black List

Since "RCPT TO:" email ids are in Black List, SMTP ALG rejected
the client request.

reject
Email can be forwarded only to the Non-Black List users.
1

ALG Module Name

2.1.51. failed_to_allocate_memory (ID: 00200175)

Default Severity

L og Message

WARNING

SMTPALG: Failed to allocate memory (out of memory)
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2.1.52. illegal_chars (ID: 00200210)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision
Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision
Parameters

Context Parameters

An attempt to allocate memory is failed, because the unit is out of
memory.

close
Try to free some of the RAM used.
1

ALG Module Name
ALG Session ID

2.1.52. illegal _chars (ID: 00200210)

WARNING

FTPALG: 8 bit charactersin control channel from <peer> not allowed.
Closing connection

8 bit characters were discovered in the control channel. Thisis not al-
lowed according to the FTPALG configuration, and the connection
will be closed.

close

If 8 bit characters should be allowed, modify the FTPALG configura-
tion.

1
peer

ALG Module Name
ALG Session ID
Connection

2.1.53. control_chars (ID: 00200211)

WARNING

FTPALG: Unexpected telnet control chars in control channel from
<peer>. Closing connection

Unexpected telnet control characters were discovered in the control
channel. This is not allowed according to the FTPALG configuration,
and the connection will be closed.

close

If unknown commands should be allowed, modify the FTPALG con-
figuration.

1
peer

ALG Module Name
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2.1.54. illegal_command (ID:
00200212)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

ALG Session ID
Connection

2.1.54. illegal_ command (ID: 00200212)

WARNING

FTPALG: Failed to parse command from <peer> as a FTP command.
String=<string>. Closing connection

An invalid command was received on the control channel. Thisis not
alowed, and the connection will be closed.

close

If unknown commands should be alowed, modify the FTPALG con-
figuration.

1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.55. illegal_ command (ID: 00200213)

WARNING

FTPALG: Failed to parse command from <peer> as a FTP command.
String=<string>. Rejecting command

An invalid command was received on the control channel. This is al-
lowed, but the command will be rejected asiit is not understood.

rejecting_command

If unknown commands should not be allowed, modify the FTPALG
configuration.

1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.56. port_command_disabled (ID: 00200214)
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2.1.57. illegal_command (ID:
00200215)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision
Parameters

Context Parameters

WARNING

FTPALG: PORT command not allowed from <peer>. Rejecting com-
mand

The client tried to issue a "PORT" command, which is not valid since
the client is not allowed to do active FTP. The command will be rejec-
ted.

rejecting_command

If the client should be allowed to do active FTP, modify the FTPALG
configuration.

1
peer

ALG Module Name
ALG Session ID
Connection

2.1.57. illegal _ command (ID: 00200215)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

FTPALG: Faled to parse PORT parameters from <peer>.
String=<string>. Closing connection

Invalid parameters to the "PORT" command were received. The con-
nection will be closed.

close
None.
1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.58. illegal command (ID: 00200219)

Default Severity
L og Message

Explanation

Gateway Action

WARNING

FTPALG: SITE EXEC from <peer> not allowed, rejecting command
The client tried to issue a"SITE EXEC" command, which is not valid
since the client is not allowed to do this. The command will be rejec-
ted.

rejecting_command

33



2.1.59. illegal_directionl (ID:

Chapter 2. Log Message Reference

Recommended Action

Revision
Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

If the client should be alowed to do issue "SITE EXEC" commands,
modify the FTPALG configuration.

1
peer
ALG Module Name

ALG Session ID
Connection

2.1.59. illegal_directionl (ID: 00200220)

WARNING

FTPALG: lllega direction for command(l), peer=<peer>. Closing
connection.

A command was sent in an invalid direction, and the connection will
be closed.

close

None.

1

peer

ALG Module Name

ALG Session ID
Connection

2.1.60. illegal _direction2 (ID: 00200221)

WARNING

FTPALG: lllegal direction for command(2), peer=<peer>. Closing
connection.

A command was sent in an invalid direction, and the connection will
be closed.

close

None.

1

peer

ALG Module Name

ALG Session ID
Connection




2.1.62. illegal_option (ID: 00200223)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

2.1.61. illegal_option (ID: 00200222)

WARNING

FTPALG: Invalid OPTS argument from <peer>. String=<string>. Re-
jecting command.

Aninvalid OPTS argument was received. The argument does not start
with an alphabetic letter, and the command will be rejected.

rejecting_command
None.
1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.62. illegal_option (ID: 00200223)

WARNING

FTPALG: Disallowed OPTS argument from <peer>. String:<string>.
Rejecting command.

A disalowed OPTS argument was received, and the command will be
rejected.

rejecting_command
None.
1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.63. unknown_option (ID: 00200224)

WARNING

FTPALG: Unknown OPTS argument from <peer>. String=<string>.
Rejecting command.

An unknown OPTS argument was received, and the command will be
rejected.
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2.1.64. illegal_command (ID:
00200225)

Chapter 2. Log Message Reference

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

rejecting_command

If unknown commands should be alowed, modify the FTPALG con-
figuration.

1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.64. illegal command (ID: 00200225)

WARNING

FTPALG: lllega command from <peer>. String=<string>. Rejecting
command.

Anillegal command was received, and the command will be rejected.
rejecting_command

None.

1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.65. unknown_command (ID: 00200226)

WARNING

FTPALG: Unknown command from <peer>. String=<string>. Reject-
ing command.

An unknown command was received, and the command will be rejec-
ted.

rejecting_command

If unknown commands should be allowed, modify the FTPALG con-
figuration.

1

peer
string

ALG Module Name
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2.1.66. illegal_reply (ID: 00200228)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

ALG Session ID
Connection

2.1.66. illegal_reply (ID: 00200228)

WARNING

FTPALG: Illegal numerical reply
String=<string>. Closing connection.

(<reply>) from <peer>.

An illegal numerical reply was received from server, and the connec-
tion will be closed.

close

None.

1

peer

reply
string

ALG Module Name
ALG Session ID
Connection

2.1.67. illegal _reply (ID: 00200230)

WARNING

FTPALG: Illlegad multiline response (<reply>) from <peer>.
String=<string>. Closing connection.

An illegal multiline response was received from server, and the con-
nection will be closed.

close
None.
1
peer
reply
string

ALG Module Name
ALG Session ID
Connection

2.1.68. illegal _reply (ID: 00200231)
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2.1.69. illegal_reply (ID: 00200232)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

WARNING

FTPALG: Unsolicted 227 (passive mode) response from <peer>.
String=<string>. Closing connection.

Anillegal response was received from the server, and the connection is
closed.

close
None.
1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.69. illegal_reply (ID: 00200232)

WARNING

FTPALG: Reply 229 (extended passive mode) from <peer> is not a-
lowed. String=<string>. Closing connection.

Anillegal response was received from the server, and the connection is
closed.

close
None.
1

peer
string

ALG Module Name
ALG Session ID
Connection

2.1.70. failed _to_send_port (ID: 00200237)

WARNING
FTPALG: Failed to send port. Peer=<peer>

An error occured when trying to send the "PORT" command to the
server.

None

None.
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2.1.71. max_ftp_sessions_reached Chapter 2. Log Message Reference
(ID: 00200241)

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.71. max_ftp_sessions_reached (ID: 00200241)

Default Severity WARNING

L og Message FTPALG: Maximum number of FTP sessions (<max_sessions>) for
service reached. Closing connection

Explanation The maximum number of concurrent FTP sessions has been reached
for this service. No more sessions can be opened before old sessions
have been released.

Gateway Action close

Recommended Action If the maximum number of FTP sessionsistoo low, increase it.

Revision 1

Parameters max_sessions

Context Parameters ALG Module Name

2.1.72. block_resumed_compressed file transfer (ID:
00200252)

Default Severity WARNING

L og Message FTPALG: The file <filename> (File type: <filetype> ) cannot be sent
to antivirus scan engine.

Explanation The data cannot be sent to AV SE for scanning since file transfer be-
gins from within the middle of the file. The scanning process will fail
for compressed files.

Gateway Action data blocked control_and data channel_closed

Recommended Action Change fail mode setting to allow, if resumed file transfers of com-
pressed files should be allowed.

Revision 1

Parameters filename
filetype

Context Parameters ALG Module Name
ALG Session ID
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2.1.74. resumed_compressed_file_tra Chapter 2. Log Message Reference

nsfer (ID: 00200254)

2.1.73. block_listed_file (ID: 00200253)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

WARNING

FTPALG: Requested file <filename> (File type: <filetype>) is blocked
The requested file has been blocked since it isin the BLOCK list.
file_blocked_control_and_data channel_closed

If thisfile should be allowed, update the ALLOW/BLOCK list.

1

filename
filetype

ALG Module Name
ALG Session ID

2.1.74. resumed_compressed file_transfer (ID:
00200254)

WARNING
FTPALG: Data not sent to antivirus scan engine

The data sent to AV SE for scanning Failed. As AV SE failed,but fail
modeis allowed, the datawill be alowed.

alow_data without virus scan

Update FAIL_MODE_BEHAVIOR, to block.
1

filename

ALG Module Name
ALG Session ID

2.1.75. illegal_command (ID: 00200267)

WARNING
FTPALG: REST from <peer> not alowed, rejecting command

The client tried to issue a "REST" command, which is not valid since
the client is not allowed to do this. The command will be rejected.

rejecting_command

If the client should be allowed to do issue "REST" commands, modify
the FTPALG configuration.
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2.1.76. unknown_state (ID: 00200300)

Chapter 2. Log Message Reference

Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

1

filename
peer

ALG Module Name
ALG Session ID
Connection

2.1.76. unknown_state (ID: 00200300)

WARNING
H323ALG: H.225 parser isin unknown state

The H.225 parser failed to parse the H.225 message. The ALG session
will be closed.

None
None.
1

peer
state

ALG Module Name
ALG Session ID
Connection

2.1.77. invalid_message (ID: 00200301)

WARNING
H323ALG: Aninvalid message was received from peer

An invalid message was received from the peer. The ALG session will
be closed.

None

None.

1

peer

message

state

ALG Module Name

ALG Session ID
Connection

2.1.78. decode_failed (ID: 00200302)

41



2.1.79. encode_failed (ID: 00200303)

Chapter 2. Log Message Reference

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

WARNING
H323ALG: Decoding of message from peer failed. Closing session

The H.225 parser failed to decode the H.225 message. The ALG ses-
sion will be closed.

close
None.
1

peer
message_type

ALG Module Name
ALG Session ID
Connection

2.1.79. encode_failed (ID: 00200303)

WARNING
H323ALG: Encoding of message from peer failed. Closing session

The ASN.1 encoder failed to encode the message. The ALG session
will be closed.

close
None.
1

peer
message_type

ALG Module Name
ALG Session ID
Connection

2.1.80. encode_failed (ID: 00200304)

WARNING

H323ALG: Failed before encoding message from peer. Closing ses-
sion

The ASN.1 encoder failed to allocate memory used for encoding of the
message. The ALG session will be closed.

close

None.
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2.1.81. encode_failed (ID: 00200305)

Chapter 2. Log Message Reference

Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

1
peer
message_type

ALG Module Name
ALG Session ID
Connection

2.1.81. encode_failed (ID: 00200305)

WARNING
H323ALG: Failed after encoding message from peer. Closing session

The ASN.1 encoder failed to encode the message properly. The ALG
session will be closed.

close
None.
1

peer
message_type

ALG Module Name
ALG Session ID
Connection

2.1.82. decode failed (ID: 00200306)

WARNING

H323ALG: Failed before encoding H.245 message. Closing connec-
tion

The H.245 encoder failed to allocate memory used for encoding of the
message. The ALG session will be closed.

close

None.

1

peer

ALG Module Name

ALG Session ID
Connection

2.1.83. encode_failed (ID: 00200307)
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2.1.84. max_tcp_data_connections_ex
ceeded (ID: 00200308)

Chapter 2. Log Message Reference

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action

WARNING
H323ALG: Failed after encoding H.245 message. Closing connection

The H.245 encoder failed to encode the message. The ALG session
will be closed.

close

None.

1

peer

ALG Module Name

ALG Session ID
Connection

2.1.84. max_tcp_data _connections_exceeded (ID:
00200308)

WARNING
H323ALG: Maximum number of TCP data channels exceeded

The maximum number of concurrent TCP data channels has been
reached for this session.

None

If the maximum number of TCP data channels per session is too low,
increaseit.

1
max_channels

ALG Module Name
ALG Session ID
Connection

2.1.85. max_connections_per_call exceeded (ID:
00200309)

WARNING
H323ALG: No more connections allowed for this call

The maximum number of concurrent logical channels (calls) has been
reached for this session.

None




2.1.86. ignoring_channel (ID:

Chapter 2. Log Message Reference

Recommended Action

Revision
Parameters

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

If the maximum number of concurrent logical channels (calls) per ses-
sion istoo low, increaseit.

1
max_connections

ALG Module Name
ALG Session ID
Connection

2.1.86. ignoring_channel (ID: 00200310)

WARNING
H323ALG: Ignoring mediaChannel info in openL ogical Channel

Media channel information in the openL ogical Channel message is not
handled.

None

None.

1

peer

ALG Module Name

ALG Session ID
Connection

2.1.87.com_mode_response_message not_translated
(ID: 00200311)

WARNING

H323ALG: CommunicationModeResponse not trand ated.

The H.245 Communication Mode Response message is not trand ated.
None

None.

2

peer

ALG Module Name

ALG Session ID
Connection

2.1.88. max_h323 session_reached (ID: 00200312)
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2.1.89. failed_create_new_session (ID: Chapter 2. Log Message Reference

00200313)
Default Severity WARNING
L og Message H323ALG: Maximum number of H.323 sessions (<max_sessions>)
for service reached. Closing connection.
Explanation The maximum number of concurrent H.323 sessions has been reached

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

for this service. No more sessions can be opened before old sessions
have been released.

close

If the maximum number of H.323 session istoo low, increaseit.
1

maXx_Sessions

ALG Module Name

2.1.89. failed _create_new_session (ID: 00200313)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

H323ALG: Failed to create new H.323 session (out of memory)

Could not create a new H.323 session due to lack of memory. No more
sessions can be created unless the system increases the amount of free
memory.

close

None.

1

ALG Module Name

2.1.90. max_h323 gk sessions_reached (ID:

00200314)

Default Severity

L og Message
Explanation

Gateway Action

Recommended Action

Revision

WARNING

H323ALG: Maximum number of H.323 gatekeeper sessions for ser-
vice reached

The maximum number of concurrent H.323 gatekeeper sessions has
been reached for this service. Connection will be closed.

close

If the maximum number of concurrent H.323 gatekeeper sessions is
too low, increaseiit.

1
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2.1.91. failed_create_new_session (ID: Chapter 2. Log Message Reference

00200315)

Parameters

Context Parameters

max_Ssessions

ALG Module Name

2.1.91. failed _create_new_session (ID: 00200315)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

H323ALG: Failed to create new gatekeeper session (out of memory)
Could not create a new H.323 gatekeeper session due to lack of
memory. No more sessions can be created unless the system increases
the amount of free memory.

close

None.

1

ALG Module Name

2.1.92. com_mode_command_message_not_translate

d (ID: 00200317)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

H323ALG: CommunicationM odeCommand not transl ated.

The H.245 Communication Mode Command message is hot trand ated.
None

None.

1

peer

ALG Module Name

ALG Session ID
Connection

2.1.93. mismatched content type data received (ID:

00200113)

Default Severity

L og Message

NOTICE

HTTPALG: Content type mismatch found for the file <filename>
which has content-type header <contenttype>. It is identified as type
<filetype> file
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2.1.94. allow_data_without_scan (ID:

Chapter 2. Log Message Reference

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Received type of data in the packet and its actual type do not match.
Asthere isamismatch, the datawill be discarded.

close

Research the source of this, and try to find out why the server is send-
ing wrong data type.

1

filename
filetype
contenttype

ALG Module Name
ALG Session ID

2.1.94. allow_data_without_scan (ID: 00200118)

NOTICE

HTTPALG:Not scanning the file: <filename> and thisfile isidentified
astype <filetype>, which isin exclude scan list.

The file will not be scanned for virus as per configuration Allowing
data without any scanning.

dlow _data
Update the Dont scan list, if it should be scanned.
1

filename
filetype

ALG Module Name
ALG Session ID

2.1.95. virus_scan_failure (ID: 00200120)

NOTICE
HTTPALG: Virus scanning failed for the file: <filename>

Virus scanning failed for the specified file. The file will be blocked,
since fail modeis set to deny.

block data
None.

1

filename

ALG Module Name
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2.1.96. virus_scan_failure (ID:

Chapter 2. Log Message Reference

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

ALG Session ID

2.1.96. virus_scan_failure (ID: 00200121)

NOTICE
HTTPALG: Virus scanning failed for file: <filename>.

The data sent for virus scanning failed. Even though virus scanning
failed, the data will be allowed due to fail mode setting.

allow_without_scan
None.

1

filename

ALG Module Name
ALG Session ID

2.1.97. out_of _memory (ID: 00200122)

NOTICE
HTTPALG: Failed to allocate memory

Allocation of Memory Failed. As memory allocaton failed, Virus scan-
ning could not be done and the data will be denied.

close
Try to free up unwanted memory.
1

ALG Module Name
ALG Session ID

2.1.98. decompression_failed (ID: 00200123)

NOTICE
HTTPALG: Failed to decompress the file: <filename>.

Decompression of the file failed. As decompression failed, virus scan-
ning could not be done. Data is allowed due to fail mode setting.

alow
Research the source of failure in decompression module.

1
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2.1.99. decompression_failed (ID:
00200124)

Chapter 2. Log Message Reference

Parameters

Context Parameters

filename

ALG Module Name
ALG Session ID

2.1.99. decompression_failed (ID: 00200124)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

2.1.100. request_url

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
HTTPALG: Failed to decompress the file: <filename>.

Decompression of the compressed data failed. As decompression
failed, virus scanning could not be done and the data will be denied
due to fail mode setting.

block_data
None.

1

filename

ALG Module Name
ALG Session ID

(ID: 00200125)

NOTICE

HTTPALG: Requesting URL <url>. Categories: <categories>. Host
requesting URL: <host>. Audit: <audit>. Override: <override>. ALG
name: <algname>.

The URL has been requested.
alow

None.

1

url
categories
host

audit
override
agname

ALG Module Name
ALG Session ID

2.1.101. request_url (ID: 00200126)
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2.1.102. out_of_memory (ID:
00200127)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

HTTPALG: Requesting URL <url>. Categories: <categories>. Host
requesting URL: <host>. Audit: <audit>. Override: <override>. ALG
name: <algname>.

The URL has been requested.
block

None.

1

url
categories
host

audit
override
algname

ALG Module Name
ALG Session ID

2.1.102. out_of _memory (ID: 00200127)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
HTTPALG: Failed to allocate memory.

Allocation of Memory Failed. As memory allocaton failed, Virus scan-
ning could not be done but the data will be allowed.

alow
Try to free up unwanted memory.
1

ALG Module Name
ALG Session ID

2.1.103. decompression_fail (ID: 00200154)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

SMTPALG: Decompression failed for the file: <filename>.

The data sent to deflate module Failed. the datawill be discarded.
block_data

Research the source of failurein deflate module.

1

filename
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(ID: 00200157)

Context Parameters

ALG Module Name
ALG Session ID

2.1.104. sender_email_id_mismatched (ID: 00200157)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
SMTPALG: Sender Emailld is Mismatched!

Since "MAIL FROM:" Email Id and "From:" header are not same. So
we are freeing the session and closing the connection.

reject
Send Email only if both "MAIL FROM:" and "From:" are same.
1

ALG Module Name

2.1.105. allow_data without_scan (ID: 00200161)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

SMTPALG:Not scanning the file: <filename> and thisfileisidentified
astype <filetype>, which isin exclude scan list.

The file will not be scanned for virus as per configuration Allowing
data without any scanning.

dlow_data
Update the antivirus_scan_exclude list, if it should be scanned.
1

filename
filetype

ALG Module Name
ALG Session ID

2.1.106. virus_scan_failure (ID: 00200162)

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action

NOTICE
SMTPALG: Antivirus scan engine failed for the file: <filename>.

The data sent to AV SE for scanning Failed. As AV SE failed , the data
will be discarded.

block data

Research the source of failurein AV SE module.
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2.1.107. virus_scan_failure (ID:

00200163)

Chapter 2. Log Message Reference

Revision 1

Parameters filename

Context Parameters ALG Module Name
ALG Session ID

2.1.107. virus_scan_failure (ID: 00200163)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
SMTPALG: Antivirus scan engine failed for the file: <filename>.

The data sent to AV SE for scanning Failed. As AV SE failed,but fail
mode is allowed, the data will be allowed.

alow_without_scan

Research the source of failure in AV SE module.
1

filename

ALG Module Name
ALG Session ID

2.1.108. file_block_listed (ID: 00200166)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

SMTPALG: Requested file:<filename> is blocked as this file is identi-
fied astype <filetype>, which isin block list.

Thefile will be blocked as per configuration.
block_data

Update the alow filelist, if it should be allowed.
1

filename
filetype

ALG Module Name
ALG Session ID

2.1.109. decompression_fail (ID: 00200168)

Default Severity

L og Message

NOTICE

SMTPALG: Decompression failed for the file: <filename>.

53



2.1.110. out_of_memory (ID:
00200169)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

The data sent to deflate module Failed. But fail mode is allowed,the
datawill be allowed.

alow_without_scan

Research the source of failure in deflate module.
1

filename

ALG Module Name
ALG Session ID

2.1.110. out_of _memory (ID: 00200169)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
SMTPALG: Failed to allocate memory for the file: <filename>

Allocation of Memory Failed. As memory allocaton failed, Virus scan-
ning could not be done and the data will be blocked.

block_data

Try to free up unwanted memory.
1

filename

ALG Module Name
ALG Session ID

2.1.111. out_of _memory (ID: 00200170)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
SMTPALG: Failed to allocate memory for the file: <filename>.

Allocation of Memory Failed. As memory allocaton failed, but Fail
mode behaviour allows the data.

alow_without_scan

Try to free up unwanted memory.
1

filename

ALG Module Name
ALG Session ID

2.1.112. mismatched_content_type _data received (ID:
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2.1.113. failed_to_send_command (ID:

00200251)

00200

Chapter 2. Log Message Reference

Default Severity NOTICE
L og Message FTPALG: Content type mismatch found
Explanation The filetype of the file does not match the actual content type. Asthere

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

is a content type mismatch, the data will be discarded.
data discarded control_and data channel _closed

Research the source of this, and try to find out why the peer is sending
wrong Content type.

1

filename
filetype

ALG Module Name
ALG Session ID

2.1.113. failed_to_send _command (ID: 00200251)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE

FTPALG:Failed to send the command.

The command sent by the AL G to the server could not be sent.
none

None.

1

ALG Module Name

2.1.114. failed_to_send _response_code (ID: 00200255)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE

FTPALG:Failed to send the response code.

The FTP ALG could not send the correct response code to the client.
none

None.

1

ALG Module Name
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(ID: 00200262)

2.1.115. file_is_in_virus_scan_exclude_list (ID:

00200256)

Default Severity

L og Message
Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

NOTICE

FTPALG: File <filename> not scanned. Identified filetype: <filetype>.
File typeispresent in virus scan exclude list

The file will not be scanned for virus as per configuration Allowing
data without any virus scanning.

alow_data without_scan

Update the ANTIVIRUS SCAN_EXCLUDE ligt, if the file type
should be scanned.

1

filename
filetype

ALG Module Name
ALG Session ID

2.1.116. avse_decompression_failed (ID: 00200262)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
FTPALG: Failed to decompress data

The data sent to the deflate module failed. Fail Mode is set to alow
and data will be forwarded.

dlow_data

Change Fail Mode setting to block if thisfile should not be allowed.
1

filename

ALG Module Name
ALG Session ID

2.1.117. avse _out_of memory (ID: 00200266)

Default Severity
L og Message

Explanation

Gateway Action

NOTICE
FTPALG: Failed to alocate memory

Memory allocation failed. Fail Mode is set to deny and data will be
blocked.

data blocked and_control_data channel _closed
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2.1.118. avse_out_of_memory (ID:
00200268)

Chapter 2. Log Message Reference

Recommended Action
Revision
Parameters

Context Parameters

Try to free up some memory.
1
filename

ALG Module Name
ALG Session ID

2.1.118. avse out_of memory (ID: 00200268)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
FTPALG: Failed to alocate memory

The data sent to deflate module failed. Fail Mode is set to allow and
datawill be forwarded.

data_blocked control_and data channel _closed
Try to free up unwanted memory.
1

filename
filetype

ALG Module Name
ALG Session ID

2.1.119. alg_session_open (ID: 00200001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

INFORMATIONAL

ALG session opened

A new AL G session has been opened.
None

None.

1

ALG Module Name

ALG Session ID
Connection

2.1.120. alg_session_closed (ID: 00200002)

Default Severity

L og Message

INFORMATIONAL

ALG session closed
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2.1.121. hybrid_data (ID: 00200205) Chapter 2. Log Message Reference

Explanation An ALG session has been closed.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters ALG Module Name
ALG Session ID

2.1.121. hybrid_data (ID: 00200205)

Default Severity INFORMATIONAL
L og Message FTPALG: Hybrid data channel closed
Explanation A hybrid data channel was closed.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.1.122. hybrid_data (ID: 00200206)

Default Severity INFORMATIONAL
L og Message FTPALG: Hybrid connection made
Explanation A hybrid connection was successfully created.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.1.123. hybrid_data (ID: 00200209)

Default Severity INFORMATIONAL
L og Message FTPALG: Hybrid data channel closed
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2.1.123. hybrid_data (ID: 00200209)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

A hybrid data channel was closed.

None
None.
1

ALG Module Name
ALG Session ID
Rule Information
Connection
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2.2. ARP

Chapter 2. Log Message Reference

2.2. ARP

These log messages refer to the ARP (ARP events) category.

2.2.1. invalid_arp_sender_ip_address (ID: 00300049)

2.2.2.

2.2.3.

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Failed to verify ARP sender IP address. Dropping

The ARP sender |P address could not be verfied according to the "ac-
cess' section, and the packet is dropped.

drop

If all ARP sender |P addresses should be accepted without validation,
modify the configuration.

1

Rule Name
Packet Buffer

arp_response_broadcast_drop (ID: 00300052)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
ARP response is a broadcast address. Dropping

The ARP response has a sender address which is a broadcast address.
Dropping packet.

drop
If thisis not the desired behaviour, modify the configuration.
1

Rule Name
Packet Buffer

arp_collides_with_static (ID: 00300054)

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

WARNING
Known entry is <knowntype> <knownip>=<knownhw>. Dropping

The hardware sender address does not match the static entry in the
ARPtable. Static ARP changes are not allowed. Dropping packet.

drop

If thisis not the desired behaviour, modify the configuration.
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2.2.4. already_exists (ID: 00300001) Chapter 2. Log Message Reference

2.2.4.

2.2.5.

2.2.6.

Revision

Parameters

Context Parameters

1

reason
knowntype
knownip
knownhw

Rule Name
Packet Buffer

already_exists (ID: 00300001)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

no_sender_ip

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

no_sender_ip

Default Severity
L og Message
Explanation

Gateway Action

NOTICE
An entry for this IP address already exists

The entry was not added as a previous entry for this | P address already
existsin the ARP table.

drop
None.
1

Rule Name
Packet Buffer

(ID: 00300002)

NOTICE

ARP query sender IPis0.0.0.0

The source IP-address of an ARP query is0.0.0.0. Allowing.
alow

If thisis not the desired behaviour, modify the configuration.
1

Rule Name
Packet Buffer

(ID: 00300003)

NOTICE
ARP query sender IPis0.0.0.0. Dropping
The source IP-address of an ARP query is 0.0.0.0. Dropping packet.

drop
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2.2.7. arp_response_broadcast (ID:
00300004)

2.2.7.

2.2.8.

2.2.9.

Chapter 2. Log Message Reference

Recommended Action
Revision

Context Parameters

If thisis not the desired behaviour, modify the configuration.
1

Rule Name
Packet Buffer

arp_response_broadcast (ID: 00300004)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
ARP response is a broadcast address

The ARP response has a sender address which is a broadcast address.
Allowing.

alow
If thisis not the desired behaviour, modify the configuration.
1

Rule Name
Packet Buffer

arp_response_multicast (ID: 00300005)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

mismatching

Default Severity
L og Message

Explanation

Gateway Action

NOTICE

ARP response is a multicast address

The ARP response has a sender address which is a multicast address.
This might be the case if there are load balancing network equipment
in the network. Allowing.

alow

If thisis not the desired behaviour, modify the configuration.

1

Rule Name
Packet Buffer

hwaddrs (ID: 00300006)

NOTICE
ARP hw sender does not match Ethernet hw sender

The hardware sender address specified in the ARP data does not match
the Ethernet hardware sender address. Allowing.

alow
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2.2.10. mismatching_hwaddrs_drop Chapter 2. Log Message Reference

(ID: 00300007)

Recommended Action
Revision

Context Parameters

If thisis not the desired behaviour, modify the configuration.
1

Rule Name
Packet Buffer

2.2.10. mismatching_hwaddrs_drop (ID: 00300007)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
ARP hw sender does not match Ethernet hw sender. Dropping

The hardware sender address specified in the ARP data does not match
the Ethernet hardware sender address. Dropping packet.

drop
If thisis not the desired behaviour, modify the configuration.
1

Rule Name
Packet Buffer

2.2.11. hwaddr_change (ID: 00300008)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

<knownip> has a different address <newhw> compared to the known
hardware address <knownhw>. Allow packet for further processing.

A known dynamic ARP entry has a different hardware address than the
onein the ARP packet. Allowing packet for further processing.

alow_processing

If thisis not the desired behaviour, modify the configuration.
1

knownip

knownhw

newhw

Rule Name
Packet Buffer

2.2.12. arp_access_allowed_expect (ID: 00300050)

Default Severity

L og Message

NOTICE

Allowed by expect rule in access section
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2.2.13. impossible_hw_address (ID: Chapter 2. Log Message Reference

00300051)

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

The ARP sender |P address is verified by an expect rule in the access
section.

access alow
None.
1

Rule Name
Packet Buffer

2.2.13. impossible _hw_address (ID: 00300051)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE

Impossible hardware address 0000:0000:0000 in ARP response. Drop-
ping

The ARP response has sender hardware address 0000:0000:0000,
which isillegal. Dropping packet.

drop
Verify that no fault network equipment exists.
1

Rule Name
Packet Buffer

2.2.14. arp_response_multicast_drop (ID: 00300053)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE

ARP response is amulticast address. Dropping

The ARP response has a sender address which is a multicast address.
This might be the case if there are load balancing network equipment
in the network. Dropping packet.

drop

If thisis not the desired behaviour, modify the configuration.

1

Rule Name
Packet Buffer

2.2.15. hwaddr_change_drop (ID: 00300055)

Default Severity

NOTICE




2.2.15. hwaddr_change_drop (ID:

00300055)

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

<knownip> has a different address <newhw> compared to the known
hardware address <knownhw>. Dropping packet.

A known dynamic ARP entry has a different hardware address than the
one in the ARP packet. Dropping packet.

drop

If thisis not the desired behaviour, modify the configuration.
1

knownip

knownhw

newhw

Rule Name
Packet Buffer
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2.3. AVSE Chapter 2. Log Message Reference

2.3. AVSE

These log messages refer to the AV SE (Events from Anti Virus Scan Engine) category.

2.3.1. failed_to_allocate_memory (ID: 05100304)

Default Severity ERROR

L og Message AVSE: Memory usage for virus scanning subsystem is exceeding the
limit(out of memory)

Explanation An attempt to allocate memory failed, because the subsystem is ex-
ceeding the allocated memory limit.

Gateway Action close

Recommended Action Try to free some of the memory used.

Revision 1

2.3.2. no_signatures (ID: 05100306)

Default Severity ERROR

L og Message AV SE: Virus scanning aborted. No virus signatures present.

Explanation Antivirus scanning is aborted since there is no local antivirus signature
database.

Gateway Action av_scanning_aborted

Recommended Action Connect your gateway to the Internet and download the antivirus data-
base or configure automatic updates of antivirus.

Revision 1

Context Parameters ALG Session ID

2.3.3. general_engine_error (ID: 05100307)

Default Severity ERROR

L og Message AV SE: Virus scanning aborted. General error occured during initializ-
ation.

Explanation Antivirus scanning is aborted since the scan engine returned a general
error during initialization.

Gateway Action av_scanning_aborted

Recommended Action Try to restart the unit in order to solve thisissue.

Revision 1
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2.3.4. failed_to_decompress_gz (ID:
05100302)

Chapter 2. Log Message Reference

Context Parameters

ALG Session ID

2.3.4. failed_to_decompress_gz (ID: 05100302)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

AV SE: Failed to decompress GZ compressed stream

An attempt to decompress GZ compressed stream failed.
close

None.

1

2.3.5. failed_to_allocate_memory (ID: 05100303)

2.3.6.

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING

AVSE: Memory usage for virus scanning subsystem is exceeding the
limit(out of memory)

An attempt to alocate memory failed, because the subsystem is ex-
ceeding the allocated memory limit.

close
Try to free some of the memory used.

1

no_valid_license (ID: 05100305)

Default Severity
Log Message
Explanation
Gateway Action

Recommended Action

Revision

Context Parameters

WARNING

AV SE: Virus scanning aborted. No valid license present.

Antivirus scanning is aborted since thereis no valid license present.
av_scanning_aborted

If antivirus scanning is wanted, you must get a valid license with anti-
virus capabilities. Antivirus scanning can be turned off in order to
avoid future postings of thislog message.

1

ALG Session ID

2.3.7. failed_to_decompress_zip (ID: 05100308)
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2.3.7. failed_to_decompress_zip (ID:

05100308)

Chapter 2. Log Message Reference

Default Severity WARNING
L og Message AV SE: Failed to decompress ZIP compressed stream
Explanation An attempt to decompress ZIP compressed stream failed.

Gateway Action
Recommended Action

Revision

close
None.

1
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2.4. AVUPDATE

2.4.1.

2.4.2.

2.4.3.

These log messages refer to the AVUPDATE (Antivirus Signatur e update) category.

av_db_update failure (ID: 05000001)

Default Severity ALERT

L og Message Update of the Antivirus database failed, because of <reason>

Explanation The unit tried to update the Antivirus database, but failed. The reason
for thisis specified in the "reason" parameter.

Gateway Action None

Recommended Action None.

Revision 1

Parameters reason

av_detects_invalid_system_time (ID: 05000005)

Default Severity ERROR

L og Message System clock is not properly set. Invalid date (<date>) in antivirus sig-
nature file. Antivirus Disabled

Explanation The system clock is not up to date. The system clock must be set cor-
rectly in order to use the antivirus features. Antivirus features remains
disabled until clock is correct and a manual antivirus update has been

performed.

Gateway Action antivirus_disabled

Recommended Action Check and set the system time correct and perform a manual antivirus
update.

Revision 1

Parameters date

av_db_downloaded (ID: 05000002)

Default Severity NOTICE
L og Message New Antivirus database downloaded
Explanation An updated version of the Antivirus database has been downloaded,

which will now be used.

Gateway Action using_new_db
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2.4.4. av_db_already_up_to_date (ID:
05000003)

2.4.4.

2.4.5.

2.4.6.

Chapter 2. Log Message Reference

Recommended Action

Revision

None.

1

av_db_already up_to_date (ID: 05000003)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE
Antivirus database is up-to-date

The current Antivirus database is up-to-date, and does not need to be
updated.

None
None.

1

av_db_update _denied (ID: 05000004)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

downloading__

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE
Antivirus database could not be updated, as no valid subscription exist

The current license does not allow the Antivirus database to be up-
dated.

None
Check the system's time and/or purchase a subscription.

1

new_database (ID: 05000007)

NOTICE
Downloading new antivirus database

A new antivirus database is availible. The database is being down-
loaded.

downloading_new_database
None.

1

70
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2.5. BLACKLIST

These log messages refer to the BLACKLIST (Blacklist events) category.

2.5.1. failed_to_write list_of blocked hosts to_media
(ID: 04600001)

Default Severity CRITICAL

L og Message Failed to write list of blocked hosts to media

Explanation Failed to write list of blocked hosts to media. The media might be cor-
rupted.

Gateway Action none

Recommended Action Verify that the mediaisintact.

Revision 1

2.5.2. unable_to_allocate static_entry (ID: 04600002)

Default Severity WARNING

L og Message Unable to allocate static entry for <host>

Explanation Unable to allocate static entry. Unit islow on memory.
Gateway Action no_block

Recommended Action Review the configuration in order to free more RAM.
Revision 1

Parameters host

2.5.3. unable_to_allocate host_entry (ID: 04600003)

Default Severity WARNING

L og Message Unable to allocate dynamic entry for <host>

Explanation Unable to allocate dynamic entry. Unit islow on memory.
Gateway Action no_block

Recommended Action Review the configuration in order to free more RAM.
Revision 1

Parameters host
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2.5.5. packet_blacklisted (ID:

04600005)

Chapter 2. Log Message Reference

2.5.4. connection_blacklisted (ID: 04600004)

2.5.5.

2.5.6.

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Found <blacklisted host> in blacklist. Triggered rule <rule>, descrip-
tion: <description>. Protocol: <proto>, |P: <ip>, Port: <port>.

A blacklist entry was added which matched the IP address of this con-
nection. Thusit was closed accordingly.

close

Investigate threshold or IntrusionDetection rules that could have
triggered dynamic blacklisting.

1

blacklisted _host
rule

description

ip

proto

port

packet blacklisted (ID: 04600005)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Found <blacklisted_host> in blacklist. Triggered rule <rule>, descrip-
tion: <description>. Protocol: <proto>, |P: <ip>, Port: <port>.

A blacklist entry was added which matched the IP address of this
packet. Thus it was dropped accordingly.

drop

Investigate threshold or IntrusionDetection rules that could have
triggered dynamic blacklisting.

1

blacklisted_host
rule

description

ip

proto

port

packet blacklisted (ID: 04600006)

Default Severity

Log Message

NOTICE

Found source in blacklist. Triggered rule <rule>, description:
<description>. Protocol: <proto>, IP: <ip>, Port: <port>.
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2.5.6. packet_blacklisted (ID:
04600006)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Parameters

A blacklist entry was added which matched the IP address of this
packet. Thus it was dropped accordingly.

drop

Investigate threshold or IntrusionDetection rules that could have
triggered dynamic blacklisting.

1

rule
description
proto

ip

port
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2.6. BUFFERS

These log messages refer to the BUFFERS (Eventsregarding buffer usage) category.

2.6.1. buffers_flooded (ID: 00500001)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

The buffers were flooded for <duration> seconds. Current usage is
<buf_usage> percent

The unit was temporarily out of buffers for a period of time. This
could be aresult of aperiod of heavy network traffic load.

None
If thisis areoccuring event, try increasing the number of buffers.
1

duration
buf usage
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2.7. CONN

2.7.1.

2.7.2.

2.7.3.

These log messages refer to the CONN (State engine events, e.g. open/close connections) cat-
egory.

connection_table_full (ID: 00600003)

Default Severity WARNING
L og Message Closing (replacing) this connection; connection table full
Explanation The connection table is currently full, and the unit needs to open a new

connection. This specific connection is closed, and replaced with the
new connection.

Gateway Action replacing_conn

Recommended Action None.

Revision 1

Context Parameters Rule Name
Connection

out_of _connections (ID: 00600010)

Default Severity WARNING

L og Message Out of connections. Rejecting connection attempt

Explanation The connection table is currently full, and this new connection attempt
will be rejected.

Gateway Action reject

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

out_of connections (ID: 00600011)

Default Severity WARNING

L og Message Out of connections. Dropping connection attempt

Explanation The connection table is currently full, and this new connection attempt
will be dropped.

Gateway Action drop
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2.7.4.no_new_conn_for_this_packet

(ID: 00600012)

2.7.4.

2.7.5.

Chapter 2. Log Message Reference

Recommended Action
Revision

Context Parameters

None.
1

Rule Name
Packet Buffer

no_new_conn_for_this_packet (ID: 00600012)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

State inspector would not open a new connection for this TCP packet,
rejecting

State inspector would not open a new connection for this TCP packet
since the combination of TCP flags is wrong. Only packets with the
SYN TCP-flag set as the only TCP flag are alowed to open a new
TCP connection.

reject

None.

1

protocol

Rule Name
Packet Buffer

no_new_conn_for_this_packet (ID: 00600013)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

State ingpector would not open a new connection for this ICMP pack-
et, dropping packet

State inspector would not open a new connection for this ICMP packet
sinceit is not an ICMP Echo Request. Only Echo Requests are allowed
to open anew ICMP connection.

drop

None.

1

protocol

Rule Name
Packet Buffer

2.7.6. no_return_route (ID: 00600014)
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2.7.7. reverse_connect_attempt (ID:

00600015)

2.7.7.

2.7.8.

Chapter 2. Log Message Reference

Default Severity WARNING

L og Message Failed to open a new connection since a return route to the sender ad-
dress cant be found. Dropping packet

Explanation There was no return route found to the sender address of the packet.

Gateway Action
Recommended Action
Revision

Context Parameters

Therefore, a new connection could not be opened and the packet is
dropped.

reject
None.

1

Rule Name

Connection
Packet Buffer

reverse_connect_attempt (ID: 00600015)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Disallowed reverse connect attempt from peer. Dropping

State inspector does not alow this packet in reverse direction on the
aready opened connection. This type of packet is only allowed to be
sent by the originator of a connection. Dropping the packet.

drop

None.

1

Rule Name

Connection
Packet Buffer

port_ O _illegal (ID: 00600020)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
TCP/UDP destination port or TCP source port was set to 0. Dropping

The TCP/UDP destination or TCP source port was set to 0, which is
not allowed. Dropping packet.

drop
None.
1

Rule Name
Packet Buffer
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2.7.9. udp_src_port_0_illegal (ID:
00600021)

Chapter 2. Log Message Reference

2.7.9. udp_src_port_0 illegal (ID: 00600021)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
UDP source port is set to 0. Dropping

The UDP source port was set to 0. This can be used by UDP streams
not expecting return traffic. Dropping packet.

drop
If the packet is wanted, change the UDP source port O setting.
1

Rule Name
Packet Buffer

2.7.10. udp_src_port_0O forwarded (ID: 00600022)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
UDP source port is set to 0. Forwards packet

The UDP source port was set to 0. This can be used by UDP streams
not expecting return traffic. Forwarding packet.

none
None.
1

Rule Name
Packet Buffer

2.7.11. conn_open (ID: 00600001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

INFORMATIONAL
Connection opened

A connection has been opened.
None

None.

1

Rule Information

Connection
Packet Buffer
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2.7.13. active_data (ID: 00600100)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

2.7.12. conn_close (ID: 00600002)

INFORMATIONAL
Connection closed

A connection has been closed.
close

None.

1

Rule Information
Connection

2.7.13. active_data (ID: 00600100)

INFORMATIONAL

FTPALG: Incoming active data channel

An active data channel connection has been established.
None

None.

1

ALG Module Name

ALG Session ID

Rule Information
Connection

2.7.14. passive _data (ID: 00600101)

INFORMATIONAL

FTPALG: Incoming passive data channel

A passive data channel connection has been established.
None

None.

1

ALG Module Name

ALG Session ID

Rule Information
Connection
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2.7.15. active_data (ID: 00600102) Chapter 2. Log Message Reference

2.7.15. active_data (ID: 00600102)

Default Severity INFORMATIONAL
L og Message FTPALG: Active data channel closed
Explanation An active data channel was closed.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.7.16. passive _data (ID: 00600103)

Default Severity INFORMATIONAL
L og Message FTPALG: Passive data channel closed
Explanation A passive data channel was closed.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection
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2.8. DHCP
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2.8. DHCP

These log messages refer to the DHCP (DHCP client events) category.

2.8.1. lease_changed (ID: 00700002)

2.8.2.

2.8.3.

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

invalid_lease

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

WARNING

Some vital parameter(s) in the lease on interface <iface> have
changed, restarting DHCP-process

The DHCP server have updated some information considered vital.
Thiswill result in the DHCP process being restarted.

restart
None.
1
iface

Packet Buffer

time (ID: 00700007)

WARNING

Interface <iface> received a lease with a leasetime (<lease time>)
which is lower then the minimum allowed (<minimum_lease _time>)

An interface received a lease with a leasetime which is lower then the
configured minimum.

drop

Check the DHCP server configuration or adjust the minimum lease-
time limit.

1

iface
lease_time
minimum_|ease time

Packet Buffer

invalid_server_id (ID: 00700008)

Default Severity

L og Message

WARNING

Interface <iface> received a lease with an invalid server ID
(<server_id>)
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2.8.4. invalid_netmask (ID: 00700009)

2.8.4.

2.8.5.

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

An interface received alease with an invalid server |D parameter.
drop

Check DHCP server configuration.

1

iface
server_id

Packet Buffer

invalid_netmask (ID: 00700009)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Interface <iface> received a lease with an invalid netmask
(<netmask>)

An interface received alease with an invalid netmask.
drop

Check DHCP server configuration.

1

iface
netmask

Packet Buffer

invalid_broadcast (ID: 00700010)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Interface <iface> received a lease with an invalid broadcast address
(<broadcast>)

Aninterface received alease with an invalid broadcast address.
drop

Check DHCP server configuration.

1

iface
broadcast

Packet Buffer

2.8.6. invalid_offered _ip (ID: 00700011)
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2.8.7. invalid_gateway (ID: 00700012) Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Interface <iface> received a lease with an invalid offered IP
(<offered_ip>)

An interface received alease with an invalid offered | P address.
drop

Check DHCP server configuration.

1

iface
offered_ip

Packet Buffer

2.8.7. invalid_gateway (ID: 00700012)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Interface <iface> received a lease with an invalid gateway
(<gateway>)

An interface received alease with an invalid gateway address.
drop

Check DHCP server configuration.

1

iface
gateway

Packet Buffer

2.8.8. offered _broadcast_equals_gateway (ID:

00700013)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Interface <iface> received a lease where the offered broadcast equals
the offered gateway

An interface received a lease where the offered broadcast address is
equal with the offered gateway address.

drop
Check DHCP server configuration.
1

iface
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2.8.9. ip_collision (ID: 00700014) Chapter 2. Log Message Reference

Context Parameters Packet Buffer

2.8.9. ip_collision (ID: 00700014)

Default Severity WARNING

Log Message Interface <iface> received alease which if used will cause an IP colli-
sion (DHCP IP: <dhcp_ ip> collides with configured route:
<configured_route>)

Explanation An interface received a lease which if used will cause an IP collision
with a configured route.
Gateway Action drop
Recommended Action Check DHCP server configuration and the SG interface configuration.
Revision 1
Parameters iface
dhep_ip

configured_route

Context Parameters Packet Buffer

2.8.10. route_collision (ID: 00700015)

Default Severity WARNING

L og Message Interface <iface> received a lease which if used will cause a route col-
lision (DHCP route: <dhcp_route> collides with configured route
<configured_route>)

Explanation An interface received a lease which if used will cause aroute collision
with a configured route.
Gateway Action drop
Recommended Action Check DHCP server configuration and SG interface configuration.
Revision 1
Parameters iface
dhcp_route

configured_route

Context Parameters Packet Buffer

2.8.11. offered _ip_occupied (ID: 00700001)

Default Severity NOTICE

L og Message Interface <iface> received a lease with an offered |P that appear to be
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2.8.12. lease_acquired (ID: 00700003)
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Explanation
Gateway Action

Recommended Action

Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

occupied (<ipdaddr>)
Received a DHCP lease which appears to be in use by someone else.
restart

Check network for statically configured hosts or incorrectly proxy
ARPed routes.

1

iface
ipdaddr

2.8.12. lease_acquired (ID: 00700003)

NOTICE

Interface <iface> have successfully acquired alease
An interface have successfully acquired alease.
None

None.

1

iface

ip

netmask

bcast

gw

Packet Buffer

2.8.13. renewed _lease (ID: 00700004)

NOTICE

Interface <iface> have renewed its lease. The new lease is valid for
<valid_seconds> seconds

An interface have successfully renewed its lease.
None

None.

1

iface
valid_seconds

Packet Buffer
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2.8.14. lease_expired (ID: 00700005) Chapter 2. Log Message Reference

2.8.14. lease_expired (ID: 00700005)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
Interface <iface> lease expired

A lease have expired and the ip data for this interface are no longer
valid.

restart
Check connection and DHCP server reachability.
1

iface
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2.9. DHCPRELAY
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2.9. DHCPRELAY

These log messages refer to the DHCPRELAY (DHCP relayer events) category.

2.9.1. unable_to_add_relay route_since out_of _memo

ry (ID: 00800011)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

Internal Error: Out of memory: Can't add DHCP relay route. Dropping
Unable to add DHCP relay route since out of memory.

drop

Check firewall memory consumption.

1

Rule Name

2.9.2. unable_to_save dhcp_relay_list (ID: 00800001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

Unable to auto save the DHCP relay list to disk
Unable to autosave the DHCP relay list to disk.
None

Check disk usage and health.

1

2.9.3. incorrect_bootp_dhcp_cookie (ID: 00800004)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Incorrect BOOTP/DHCP cookie. Dropping

Received a packet with an incorrect BOOTP/DHCP cookie.
drop

Investigate what client implementation is being used.

1

Packet Buffer
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2.9.5. hop_limit_exceeded (ID:
00800007)

Chapter 2. Log Message Reference

2.9.4. maximum_ppm_for_relayer_reached (ID:

00800005)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

The maximum packets-per-minute limit have been reached. Requests
will be denied for aperiod of time

The maximum DHCP packets-per-minute limit for the relayer have
been reached.

None
Verify packets-per-minute limit.
1

Packet Buffer

2.9.5. hop_limit_exceeded (ID: 00800007)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Hop limit exceeded. Dropping

The maxmimum hop limit for the DHCP packet have been reached.
None

Verify maximum-hop-limit setting.

1

Packet Buffer

2.9.6. client_release (ID: 00800008)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Client <client_ip> requested release. Relay canceled
A client requested that lease should be canceled.

relay canceled

None.

1

client_ip

Packet Buffer
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2.9.8. maximum_dhcp_client_relay_ro Chapter 2. Log Message Reference
utes_reached (ID: 00800010)

2.9.7. got_reply without_transaction_state (ID:
00800009)

Default Severity WARNING

L og Message Got server reply without transaction state for client <client_hw>.
Dropping

Explanation Received a server reply without a matching transaction state.

Gateway Action drop

Recommended Action Check the network environment for errors.

Revision 1

Parameters client_hw

Context Parameters Packet Buffer

2.9.8. maximum_dhcp_client_relay routes reached
(ID: 00800010)

Default Severity WARNING

L og M essage The limit for DHCP relay routes have been reached. Dropping
Explanation The DHCP relay routes limit have been reached.

Gateway Action drop

Recommended Action Verify max-relay-routes-limit.

Revision 1

Context Parameters Rule Name

2.9.9. ignored_relay_request (ID: 00800012)

Default Severity WARNING
L og Message Request ignored according to the ruleset
Explanation A DHCP relay request was ignored according to the rules.
Gateway Action ignore
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer
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2.9.10. no_message_type (ID:
00800013)

Chapter 2. Log Message Reference

2.9.10. no_message_type (ID: 00800013)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

No message type. Dropping

Received DHCP packet without the required message type parameter.
drop

Investigate what client implementation is being used.

1

Rule Name
Packet Buffer

2.9.11. bad_inform_pkt_with_mismatching_source ip_
and_client_ip (ID: 00800014)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

INFORM packet did not pass through a relayer but the packet source
ip and the client ip doesnt match. Dropping

Received non relayed INFORM DHCP packet with illegally mis-
matching source and client IP.

drop
Investigate what client implementation is being used.
1

Rule Name
Packet Buffer

2.9.12. received _relayed inform_packet without clien

t_ip (ID: 00800015)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING
INFORM packet passed arelayer but the client ip isnt set. Dropping

Received relayed INFORM DHCP packet with illegally missing client
IP.

drop
Investigate what client implementation is being used.
1
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2.9.13. maximum_current_dhcp_relay Chapter 2. Log Message Reference

s_for_iface (ID: 00800016)

Context Parameters

Rule Name
Packet Buffer

2.9.13. maximum_current_dhcp_relays_for_iface (ID:

00800016)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The maximum number <max_relays> of current DHCP relays for this
interface have been reached. Dropping

The maximum number of DHCP relayed through a specified interface
have been reached.

drop

Verify max-relay-per-interface setting.
1

max_relays

Rule Name
Packet Buffer

2.9.14. dhcp_server_is_unroutable (ID: 00800017)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

BOOTP/DHCP-server at <dest_ip> is unroutable. Dropping
Unable to find route to specified DHCP server.

drop

Update routing table with aroute to the DHCP server.

1

dest ip

Rule Name
Packet Buffer

2.9.15. unable to_get free_transaction_state (ID:

00800018)

Default Severity
L og Message

Explanation

WARNING
Unable to get free transaction state for client <client_hw>. Dropping

Unable to get afree transaction state to handle client request.
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2.9.16. invalid_gateway (ID: 00800019) Chapter 2. Log Message Reference

Gateway Action drop
Recommended Action Verify max-transaction-count setting.
Revision 1
Parameters client_hw
Context Parameters Rule Name
Packet Buffer

2.9.16. invalid_gateway (ID: 00800019)

Default Severity WARNING
L og Message Received request with invalid gateway (<gateway_ip>). Dropping
Explanation Received DHCP request with an invalid gateway.
Gateway Action drop
Recommended Action Investigate what client implementation is being used.
Revision 1
Parameters gateway_ip
Context Parameters Rule Name
Packet Buffer

2.9.17. got_reply_on_a non_security _equivalent_interf
ace (ID: 00800022)

Default Severity WARNING

L og Message Received reply for client <client_hw> on a non security equivalent in-
terface. Dropping

Explanation Received areply for a client on a non security equivalent interface.

Gateway Action drop

Recommended Action Verify security-equival ent-interface setting.

Revision 1

Parameters client_hw

Context Parameters Rule Name
Packet Buffer

2.9.18. assigned _ip_not_allowed (ID: 00800023)
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2.9.19. illegal_client_ip_assignment
(ID: 00800024)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING

DHCP/BOOTP-Server <server_ip> gave out an |P <ip> which isn't ac-
cepted. Dropping

Received a lease with an IP which is not accepted according to the
rules.

drop

Verify allowed-lease-addresses setting.
1

iface

server_ip

ip

Rule Name

Packet Buffer

2.9.19. illegal_client_ip_assignment (ID: 00800024)

WARNING

DHCP/BOOTP-Server <server_ip> tried to assign a client with an il-
legal 1P <ip>. Dropping

Received alease with an illega client assignment IP.
drop

Check DHCP server configuration.

1

server_ip

ip

Rule Name
Packet Buffer

2.9.20. ambiguous_host_route (ID: 00800025)

WARNING

A host route for <dest_ip> already exists which points to another inter-
face. Dropping

An ambiguous host route indicating another interface was detected try-
ing to setup a dynamic hostroute for a client.

drop
Review previous configured host route for client.

1
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2.9.21. dhcp_relay_list_saved (ID: Chapter 2. Log Message Reference
00800002)

Parameters dest ip
Context Parameters Rule Name
Packet Buffer

2.9.21. dhcp_relay list_saved (ID: 00800002)

Default Severity NOTICE

L og Message DHCP relay list was successfully auto saved to disk
Explanation The DHCP relay list was successfully written to disk.
Gateway Action None

Recommended Action None.

Revision 1

2.9.22. dhcp_pkt _too_small (ID: 00800003)

Default Severity NOTICE

L og Message Received DHCP packet which is smaller then the minimum allowed
300 bytes.

Explanation Received a DHCP packet which is smaller then the minimum allowed
300 bytes.

Gateway Action drop

Recommended Action Investigate what client implementation is being used.

Revision 1

Context Parameters Packet Buffer

2.9.23. relayer_resuming (ID: 00800006)

Default Severity NOTICE

L og Message The relayer is now resuming, <packets dropped> packets were
dropped while the relayer was inactive

Explanation The relayer is now resuming its duties since being temporary halted by
the packets-per-minute limit.

Gateway Action None

Recommended Action None.

Revision 1

Parameters packets dropped
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2.9.24. relayed_request (ID: 00800020) Chapter 2. Log Message Reference

Context Parameters Packet Buffer

2.9.24. relayed_request (ID: 00800020)

Default Severity NOTICE
L og Message Relayed DHCP-request <type> from client <client_hw> to <dest_ip>
Explanation Relayed a DHCP request.
Gateway Action None
Recommended Action None.
Revision 1
Parameters type
client_hw
dest ip
Context Parameters Rule Name
Packet Buffer

2.9.25. relayed_request (ID: 00800021)

Default Severity NOTICE
L og Message Relayed BOOTP-request from client <client_hw> to <dest_ip>
Explanation Relayed a BOOTP request.
Gateway Action None
Recommended Action None.
Revision 1
Parameters client_hw
dest ip
Context Parameters Rule Name
Packet Buffer

2.9.26. relayed _dhcp_reply (ID: 00800026)

Default Severity NOTICE

L og Message Relayed DHCP-reply <type> to client <client_hw>
Explanation Relayed DHCP reply to client.

Gateway Action None

Recommended Action None.
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2.9.27. relayed_bootp_reply (ID: Chapter 2. Log Message Reference
00800027)

Revision 1

Parameters type
client_hw

Context Parameters Rule Name
Packet Buffer

2.9.27. relayed _bootp_reply (ID: 00800027)

Default Severity NOTICE
L og M essage Relayed BOOTP-reply to client <client_hw>
Explanation Relayed BOOTP reply to client.
Gateway Action None
Recommended Action None.
Revision 1
Parameters client_hw
Context Parameters Rule Name
Packet Buffer

2.9.28. relayed _dhcp_reply (ID: 00800028)

Default Severity NOTICE
L og Message Relayed DHCP-reply <type> to gateway <gateway_ip>
Explanation Relayed DHCP reply to a gateway.
Gateway Action None
Recommended Action None.
Revision 1
Parameters type _
gateway_1p
Context Parameters Rule Name
Packet Buffer

2.9.29. relayed _bootp_reply (ID: 00800029)

Default Severity NOTICE
L og Message Relayed BOOTP-reply to gateway <gateway_ip>
Explanation Relayed BOOTP reply to a gateway.
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2.9.29. relayed_bootp_reply (ID: Chapter 2. Log Message Reference
00800029)

Gateway Action None
Recommended Action None.
Revision 1
Parameters gateway _ip
Context Parameters Rule Name
Packet Buffer
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2.10. DHCPSERVER
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2.10. DHCPSERVER

These log messages refer to the DHCPSERVER (DHCP server events) category.

2.10.1. unable to_send_response (ID: 00900001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

Failed to get buffer for sending. Unable to reply
Unable to get a buffer for sending.

None

Check buffer consumption.

1

2.10.2. option_section_is_too_big_unable to_reply

(ID: 00900002)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

The option section istoo big, unable to reply. Dropping
Unable to send reply since the DHCP option section istoo big.
drop

Reduce the number of used DHCP options.

1

2.10.3. unable to_save lease_db (ID: 00900003)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

Unable to auto save the lease database to disk

Some sort of error occurred saving the lease database to disk.
None

Make sure that there is sufficient diskspace available.

1

2.10.4. dhcp_packet_too_small (ID: 00900005)
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2.10.5. request_for_ip_from_non_bou
nd_client_without_state (ID:

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Received DHCP packet which is smaller then the minimum allowed
300 bytes. Dropping

Received a DHCP packet which is smaller then the minimum allowed
300 bytes.

drop
Investigate what client implementation is being used.
1

Packet Buffer

2.10.5. request_for_ip_from_non_bound client_withou
t state (ID: 00900006)

WARNING

Received a request from client(not in bound) <client> for IP
<client_ip> without state. Rejecting

Received arequest from anon bound client without state.
reject

None.

1

client
client_ip

Packet Buffer

2.10.6. request_for_ip_from_bound_client_without_sta
te (ID: 00900007)

WARNING

Received a request from client(in bound) <client> for IP <client_ip>
without state. Rejecting

Received arequest from a bound client without state.
reject

None.

1

client
client_ip
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00900006)

Context Parameters

Packet Buffer

2.10.7. request_for_ip_from_non_bound_client_withou
t state (ID: 00900008)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Received a request from client(not in bound) <client> for IP
<client_ip> without state. Ignoring

Received arequest from an unbound client without state.
None

None.

1

client
client_ip

Packet Buffer

2.10.8. all _ip_pools_depleted (ID: 00900010)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

All 1P pools are depleted. Unable to handle request. Ignoring
All'IP pools have been depleted.

None

Extend the poolsto support more clients.

1

Packet Buffer

2.10.9. request_with_bad udp_checksum (ID:

00900011)

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

WARNING

Received regquest with bad UDP checksum. Dropping
Received request with bad UDP checksum.

drop

Check network equipment for errors.
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2.10.10. pool_depleted (ID: 00900014)
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Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

1

Packet Buffer

2.10.10. pool_depleted (ID: 00900014)

WARNING

All IPsin the pool arein use. Request cannot be fulfilled
A request cannot be fullfilled since all poolsarein use.
None

Extend the poolsto support more clients.

1

Rule Name
Packet Buffer

2.10.11. request_for_non_offered ip (ID: 00900017)

WARNING

Client <client_hw> requested non offered IP. Rejecting
Client sent arequest for anon offered IP.

nak

None.

1

client_hw

client_wanted

client_offered

Rule Name
Packet Buffer

2.10.12. request_for_non_bound _ip (ID: 00900018)

WARNING

Client <client_hw> requested non bound IP. Rejecting
Client requested a non bound IP.

reject

None.
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2.10.13. declined_by_client (ID:
00900024)
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Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

1

client_hw
client_wanted
bound

Rule Name
Packet Buffer

2.10.13. declined by client (ID: 00900024)

WARNING
Client <client_hw> declined IP <client_ip>. IP blacklisted

A client declined (indicated that the IP is aready in use someone else)
offered IP.

blacklist

Check network for statically configured hosts or incorrectly proxy
ARPed routes.

1

client_hw
client_ip

Rule Name
Packet Buffer

2.10.14. request_for_ip_from _bound client_without_st
ate (ID: 00900025)

WARNING

Received a reguest from client(bound) <client> for IP <client_ip>
without state. Ignoring

Received arequest from a bound client without state.
None

None.

1

client
client_ip

Packet Buffer

2.10.15. lease_db_successfully saved (ID: 00900004)
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2.10.16. lease_timeout (ID: 00900012) Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

NOTICE

L ease database was successfully auto saved to disk
The lease database was successfully saved to disk.
None

None.

1

2.10.16. lease_timeout (ID: 00900012)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

Lease for IP <client_ip> timed out. Was bound to client <client_hw>
A client lease wasn't renewed and timed out.

lease inactive

None.

1

client_ip
client_hw

Rule Name

2.10.17. lease _timeout (ID: 00900013)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

Offer for IP <client_ip> timed out. Was offered to client <client_hw>
An offer to aclient was never accepted and timed out.

lease_inactive

None.

1

client_ip
client_hw

Rule Name

2.10.18. sending_offer (ID: 00900015)

Default Severity

NOTICE
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2.10.19. pool_depleted (ID: 00900016)
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L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Received DISCOVER from client <client_ hw>. Sending IP offer
<offer_ip>

Received discover (initial |P query) from aclient.
None

None.

1

client_hw
offer_ip

Rule Name
Packet Buffer

2.10.19. pool_depleted (ID: 00900016)

NOTICE

All IPsin the pool are now in use

All IPs the the pool have been consumed.
None

Extend the pool to support more clients.
1

Rule Name
Packet Buffer

2.10.20. client_bound (ID: 00900019)

NOTICE

Client <client_hw> accepted IP <client_ip>. Client is now bound
Client accepted the | P address and are now bound.

new_lease

None.

1

client_hw
client_ip

Rule Name
Packet Buffer

2.10.21. client_renewed (ID: 00900020)
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2.10.22. got_inform_request (ID:
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Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
Client <client_hw> renewed IP <client_ip>

Client successfully renewed its lease.

client_hw
client_ip

Rule Name
Packet Buffer

2.10.22. got_inform_request (ID: 00900021)

NOTICE
Got INFORM request from client <client_hw>. Acknowledging

Got an inform (client aready got an IP and asks for configuration
parameters) request from aclient.

acknowledging
None.
1

client_hw
client_ip

Rule Name
Packet Buffer

2.10.23. decline_for_ip_on_wrong_iface (ID: 00900022)

NOTICE

Got decline for ip <client_ip> on wrong interface (recv: <recv_if>,
lease: <client_if>). Declineisignored

Got decline from aclient on the wrong interface.
None

Check network for inconsistent routes.

1

client_hw
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2.10.24. decline_for_non_offered_ip Chapter 2. Log Message Reference
(ID: 00900023)

client_ip
recv_if
client_if

Context Parameters Rule Name
Packet Buffer

2.10.24. decline_for_non_offered _ip (ID: 00900023)

Default Severity NOTICE
L og Message Client <client_hw> declined non offered IP. Declineisignored
Explanation Client rejected non a offered IP.
Gateway Action None
Recommended Action None.
Revision 1
Parameters client_hw
Context Parameters Rule Name
Packet Buffer
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2.11. DYNROUTING

These log messages refer to the DYNROUTING (Dynamic routing) category.

2.11.1. failed_to_export_route to_ospf process_failed
_to_alloc (ID: 01100001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

CRITICAL

Failed to export route to OSPF process (unable to alloc export node)
Unable to export route to a OSPF process since out of memory.
aert

Check memory consumption.

1

Dynamic Route

Rule Name
Route

2.11.2. failed _to_add route unable to_alloc (ID:

01100004)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

CRITICAL

Failed to add route (unable to alloc route)
Failed to create aroute since out of memory.
alert

Check memory consumption.

1

Dynamic Route

Rule Name
Route

2.11.3. route_exported _to_ospf_as (ID: 01100002)

Default Severity
L og Message
Explanation

Gateway Action

NOTICE
Route exported to OSPF AS
A route was just exported to a OSPF AS.

None
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2.11.4. route_unexported_from_ospf_ Chapter 2. Log Message Reference
as (ID: 01100003)

Recommended Action None.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route

2.11.4. route_unexported from_ospf_as (ID: 01100003)

Default Severity NOTICE
L og Message Route unexported from OSPF AS
Explanation A route was just unexported from a OSPF AS.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters Dynamic Route
Rule Name
Route

2.11.5. route_added (ID: 01100005)

Default Severity NOTICE
L og Message Route added
Explanation A route was just added.
Gateway Action None
Recommended Action None.
Revision 1
Context Parameters Dynamic Route
Rule Name
Route

2.11.6. route_removed (ID: 01100006)

Default Severity NOTICE

L og Message Route removed
Explanation A route was just removed.
Gateway Action None
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2.11.6. route_removed (ID: 01100006) Chapter 2. Log Message Reference

Recommended Action None.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route
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2.12. FRAG
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2.12. FRAG

These log messages refer to the FRAG (Fragmentation events) category.

2.12.1. fragact_contains_frags (ID: 02000002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

CRITICAL
Internal Error: A failed active fragment contained fragments. Dropping

An Internal Error occured when freeing an active fragment. Dropping
packet.

drop
None.
1

Dropped Fragments
Rule Name

2.12.2. fail_suspect_out_of resources (ID: 02000003)

Default Severity

Log Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

CRITICAL

Out of reassembly resources for suspect. Frags: <frags>.
<srcip>-<destip> <ipproto> Fragl D: <fragid>, State: <fragact>

Out of fragmentation-reassembly resources when processing the IP
packet, which may contain illegal fragments. Dropping packet and
freeing resources.

drop
None.
1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.3. fail_out_of resources (ID: 02000004)

Default Severity

CRITICAL
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2.12.4. fail_suspect_timeout (ID:
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L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Out of reassembly resources. Frags. <frags>. <srcip>-<destip>
<ipproto> FraglD: <fragid>, State: <fragact>

Out of fragmentation-reassembly resources when processing the 1P
packet. Dropping packet and freeing resources.

drop
None.
1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.4. fail_suspect_timeout (ID: 02000005)

CRITICAL

Time out reassembling suspect. Frags. <frags>. <srcip>-<destip>
<ipproto> FraglD: <fragid>, State: <fragact>

Timed out when reassembling a fragmented | P packet, which may con-
tainillegal fragments. Dropping packet.

drop
None.
1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.5. fail_timeout (ID: 02000006)

CRITICAL

Time out reassembling. Frags: <frags>. <srcip>-<destip> <ipproto>
FragID: <fragid>, State: <fragact>

Timed out when reassembling a fragmented | P packet. Dropping pack-
et.
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2.12.6. fragments_available_freeing Chapter 2. Log Message Reference

(ID: 02000100)

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

drop
None.
1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.6. fragments_available_freeing (ID: 02000100)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

CRITICAL
Internal Error: Contains fragments even when freeing. Dropping

An Internal Error occured when freeing an active fragment. Dropping
packet.

drop
None.
1

Dropped Fragments
Rule Name

2.12.7. learn_state (ID: 02000011)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

ERROR

Internal Error: Invalid state <state>

Internal Error, the fragmented |P packet has an invalid state.
drop

None.

1

State

Dropped Fragments
Rule Name

2.12.8. frag_offset_plus_length _not_in_range (ID:
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2.12.9. bad_ipdatalen (ID: 02000016)

Chapter 2. Log Message Reference

02000014)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

ERROR
Fragment offset+length not in range <minipdatal en>-<maxipdatal en>

The fragment offset and length would be outside of the allowed IP size
range. Dropping packet.

drop
None.
1

minipdatalen
maxipdatalen

Rule Name
Packet Buffer

2.12.9. bad_ipdatalen (ID: 02000016)

ERROR
Bad | PDatalen=<ipdatalen>

The partly reassembled IP packet has an invalid IP data length. Drop-
ping packet.

drop
None.

1
ipdatalen

Rule Name
Packet Buffer

2.12.10. bad_ipdatalen (ID: 02000017)

ERROR

Fragment offset+length is greater than the configured maximum
<maxipdatalen>

The fragment offset plus length would result in a greater length than
the configured maximum length of an IP packet. Dropping packet.

drop

None.
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2.12.11. overlapping_frag (ID:
02000018)

Chapter 2. Log Message Reference

Revision
Parameters

Context Parameters

1
maxipdatalen

Rule Name
Packet Buffer

2.12.11. overlapping_frag (ID: 02000018)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR
Overlapping fragment

This fragment would overlap the next fragment offset. Dropping pack-
et.

drop
None.
1

Rule Name
Packet Buffer

2.12.12. bad_offs (ID: 02000019)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

Bad fragment offset

The fragment has an invalid offset. Dropping packet.
drop

None.

1

Rule Name
Packet Buffer

2.12.13. duplicate_frag_with_different_length (ID:

02000020)

Default Severity
L og Message

Explanation

Gateway Action

ERROR
Duplicate fragment with different length received

The fragment is a duplicate of an already received fragment, but the
fragment lengths differ. Dropping packet.

drop
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2.12.14. duplicate_frag_with_different Chapter 2. Log Message Reference
_data (ID: 02000021)

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.14. duplicate_frag with_different_data (ID:
02000021)

Default Severity ERROR

L og Message Duplicate fragment with different data received

Explanation The fragment is a duplicate of an already received fragment, but the
fragment data differs. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.15. partial_overlap (ID: 02000022)

Default Severity ERROR
L og Message Fragments partially overlap
Explanation Two fragments partially overlap. Dropping packet.
Gateway Action drop
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer

2.12.16. already_completed (ID: 02000025)

Default Severity ERROR
L og Message Dropping extraneous fragment of completed packet
Explanation A completed reassembled |IP packet contains a extraneous fragment,

which is dropped.

Gateway Action drop
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2.12.17. individual_frag_timeout (ID: Chapter 2. Log Message Reference

02000001)

Recommended Action
Revision

Context Parameters

None.
1

Rule Name
Packet Buffer

2.12.17. individual frag_timeout (ID: 02000001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Individual fragment timed out.

A fragment of an |P packet timed out, and is dropped.
drop

None.

1

Rule Name
Packet Buffer

2.12.18. disallowed _suspect (ID: 02000007)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Dropping stored fragments of disallowed suspect packet. Frags:
<frags>. <srcip>-<destip> <ipproto> FraglD: <fragid>, State:
<fragact>

The fragments of a disallowed |P packet, which may contain illegal
fragments, were dropped.

drop
None.
1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.19. drop_frags_of _disallowed packet (ID:

02000008)
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2.12.20. drop_frags_of _illegal_packet Chapter 2. Log Message Reference

(ID: 02000009)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Dropping stored fragments of disallowed packet. Frags. <frags>.
<srcip>-<destip> <ipproto> Fragl D: <fragid>, State: <fragact>

The fragments of a disallowed I P packet were dropped.
drop

None.

1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.20. drop_frags_of _illegal packet (ID: 02000009)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Dropping fragments of illegal packet. Frags. <frags>.
<srcip>-<destip> <ipproto> FraglD: <fragid>, State: <fragact>

The fragments of an illegal 1P packet were dropped.
drop

None.

1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.21. drop_extraneous_frags_of completed packet

(ID: 02000010)

Default Severity

L og Message

WARNING

Dropping extraneous fragments of completed packet. Frags. <frags>.
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2.12.22. drop_duplicate_frag_suspect
_packet (ID: 02000012)
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Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

<srcip>-<destip> <ipproto> FraglD: <fragid>, State: <fragact>

A completed reassembled IP packet contains extraneous fragments,
which are dropped.

drop
None.
1

srcip
destip
ipproto
fragid
fragact
frags

Dropped Fragments
Rule Name

2.12.22. drop_duplicate _frag suspect_packet (ID:
02000012)

WARNING
Dropping duplicate fragment of suspect packet

A duplicate fragment of an |P packet, which may contain illegal frag-
ments, was received. Dropping the duplicate fragment.

drop
None.
1

Rule Name
Packet Buffer

2.12.23. drop_duplicate frag (ID: 02000013)

WARNING
Dropping duplicate fragment

A duplicate fragment of an |P packet was received. Dropping the du-
plicate fragment.

drop
None.
1

Rule Name
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2.12.24. no_available_fragacts (ID: Chapter 2. Log Message Reference
02000015)

Packet Buffer

2.12.24. no_available fragacts (ID: 02000015)

Default Severity WARNING

L og Message Internal Error: No available resources (out of memory?).

Explanation An Internal Error occured. Failed to create necessary fragmentation re-
assembly resources. This could be a result of the unit being out of
memory.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.25. drop_frag_disallowed_suspect_packet (ID:
02000023)

Default Severity WARNING

Log Message Dropping fragment of disallowed suspect packet

Explanation A fragment of a disallowed |P packet, which may contain illegal frag-
ments, is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.26. drop_frag_disallowed packet (ID: 02000024)

Default Severity WARNING

L og Message Dropping fragment of disallowed packet
Explanation A fragment of adisallowed | P packet is dropped.
Gateway Action drop

Recommended Action None.

Revision 1
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2.12.27. drop_frag_failed_suspect_pa
cket (ID: 02000026)

Chapter 2. Log Message Reference

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Rule Name
Packet Buffer

2.12.27. drop_frag_failed_suspect_packet (ID:
02000026)

WARNING
Dropping fragment of failed suspect packet

A fragment of afailed |P packet, which may contain illegal fragments,
is dropped.

drop
None.
1

Rule Name
Packet Buffer

2.12.28. drop_frag_failed_packet (ID: 02000027)

WARNING

Dropping fragment of failed packet

A fragment of afailed | P packet is dropped.
drop

None.

1

Rule Name
Packet Buffer

2.12.29. drop_frag _illegal packet (ID: 02000028)

WARNING

Dropping fragment of illegal packet

A fragment of anillegal |P packet is dropped.
drop

None.

1
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2.12.29. drop_frag_illegal_packet (ID: Chapter 2. Log Message Reference
02000028)

Context Parameters Rule Name
Packet Buffer
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2.13. GRE
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2.13. GRE

These log messages refer to the GRE (GRE events) category.

2.13.1. failed_to_setup_gre_tunnel (ID: 02200001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Failed to setup open tunnel from <local_ip> to <remote ip>
Unable to setup GRE tunnel with endpoint.

drop

Check CONN usage and local routing.

1

local_ip
remote_ip

2.13.2. gre_bad_flags (ID: 02200002)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

GRE packet with bad flag(s). Packet dropped
Received GRE packet with a bad flag combination.
drop

Check GRE endpoint configuration.

1

Packet Buffer

2.13.3. gre_bad_version (ID: 02200003)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

GRE packet with bad version (not 0). Packet dropped
Received GRE packet with bad version.

drop

Check GRE endpoint configuration.

1

Packet Buffer
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2.13.5. gre_length_error (ID:
02200005)

2.13.4. gre_checksum_error (ID: 02200004)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

GRE packet with checksum error. Packet dropped
Received GRE packet with checksum errors.
drop

Check network equipment for errors.

1

Packet Buffer

2.13.5. gre_length_error (ID: 02200005)

WARNING

GRE packet length error. Packet dropped
Received GRE packet with length error.
drop

Check GRE endpoint configuration.

1

Packet Buffer

2.13.6. gre_send_routing _loop_detected (ID:
02200006)

WARNING

Routing loop detected. GRE packet send failed
Routing loop to the GRE endpoint detected.
drop

Check local routing.

1

Packet Buffer

2.13.7. unmatched_session_key (ID: 02200007)
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2.13.8. gre_routing_flag_set (ID:

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Received GRE packet with unmatched session key. Packet dropped
Received GRE packet with unmatched session key.

drop

Check GRE session key settings on the remote gateway.

1

session_key

Packet Buffer

2.13.8. gre_routing_flag_set (ID: 02200008)

WARNING

Received GRE packet with routing flag set. Packet dropped
Received GRE packet with unsupported routing option enabled.
drop

Check GRE configuration on remote gateway.

1

Packet Buffer
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2.14. HA

Chapter 2. Log Message Reference

2.14. HA

These log messages refer to the HA (High Availability events) category.

2.14.1. config_sync_failure (ID: 01200500)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

CRITICAL

Tried to synchronize configuration to peer 3 times without success.
Giving up.

The gateway tried to synchronize the configuration to peer three times,
but failed. It will now give up trying to do so.

give_up_synching
None.
1

numretries

2.14.2. heartbeat_from_unknown (ID: 01200043)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Received HA heartbeat from unknown IP. Dropping

The received HA heartbeat packet was originating from an unknown
IP. The packet will be dropped.

drop
None.
1

Rule Name
Packet Buffer

2.14.3. should_have_arrived _on_sync_iface (ID:

01200044)

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action

WARNING
This packet should have arrived on the sync iface. Dropping

The HA packet did not arrive on the sync interface. The packet will be
dropped.

drop

None.
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2.14.4. activate_failed (ID: 01200050) Chapter 2. Log Message Reference

Revision

Context Parameters

1

Rule Name
Packet Buffer

2.14.4. activate_failed (ID: 01200050)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING
Failed to activate the configuration merged from HA partner

The gateway failed to activate the merged configuration that was re-
ceived from the peer.

ha activate conf
None.

1

2.14.5. merge_failed (ID: 01200051)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING
Failed to merge configuration from HA partner

The gateway failed to merge the configuration that was received from
the peer.

ha_merge_conf
None.

1

2.14.6. ha_commit_error (ID: 01200052)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING
The merged HA configuration contains errors

The merged HA configuration contains errors, and can not be com-
mited.

ha_commitchanges
Resolve the errors and commit the changes again.

1

2.14.7. ha_write_failed (ID: 01200053)
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2.14.8. ha_commit_unknown_error
(ID: 01200054)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

WARNING

Could not write HA configuration to disk

The HA configuration could not be written to the storate media.
ha commitchanges

Verify that the storage mediais not write protected or damaged.
1

2.14.8. ha_commit_unknown_error (ID: 01200054)

WARNING
An unknown error occured while saving the HA configuration

An unknown error occured when the HA configuration was to be
saved. It has not been commited.

ha_commitchanges
None.

1

2.14.9. resync_conns_to_peer (ID: 01200100)

WARNING

Initiating complete resynchronization of <numconns> connections to
peer firewall

All current connections will be re-synchronized to peer, as the peer has
been restarted. Initializing re-synchronization process.

resync_conns_init
None.
1

reason
numconns

2.14.10. disallowed _on_sync_iface (ID: 01200400)

WARNING

Received non-HA traffic on sync iface. Dropping
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2.14.11. sync_packet_on_nonsync_ifa Chapter 2. Log Message Reference

ce (ID: 01200410)

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

A packet which is not a HA-related packet was received on the sync
interface. This should not happend, and the packet will be dropped.

drop
None.
1

Rule Name
Packet Buffer

2.14.11. sync_packet_on_nonsync_iface (ID:

01200410)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Received state sync packet on non-sync iface. Dropping

A HA state sync packet was recieved on a non-sync interface. This
should never happend, and the packet will be dropped.

drop
None.
1

Rule Name
Packet Buffer

2.14.12. ttl_too_low (ID: 01200411)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Received HA heartbeat with too low TTL. Dropping

The received HA heartbeat packet had a TTL (Time-To-Live) field
which istoo low. The packet will be dropped.

drop
None.
1

Rule Name
Packet Buffer

2.14.13. heartbeat_from_myself (ID: 01200412)

Default Severity

WARNING
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2.14.14. peer_gone (ID: 01200001)

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Received HA heartbeat from the gateway itself. Dropping

The received HA heartbeat packet was originating from the gateway it-
self. The packet will be dropped.

drop
None.
1

Rule Name
Packet Buffer

2.14.14. peer_gone (ID: 01200001)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE
Peer firewall disappeared. Going active

The peer gateway (which was active) is not available anymore. This
gateway will now go active instead.

activate
None.

1

2.14.15. peer_gone (ID: 01200002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE
Peer firewall disappeared.

The peer gateway (which was inactive) is not available anymore. This
gateway will continue to stay active.

None
None.

1

2.14.16. conflict_both_peers_active (ID: 01200003)

Default Severity
L og Message

Explanation

Gateway Action

NOTICE
Conflict: Both peers are activel Resolving...

A conflict occured as both peers are active at the same time. The con-
flict will automatically be resolved.

resolving
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2.14.17. peer_has_higher_local_load
(ID: 01200004)

Chapter 2. Log Message Reference

Recommended Action

Revision

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

None.

1

2.14.17. peer_has_higher_local load (ID: 01200004)

NOTICE
Both active, peer has higher local load; staying active

Both memebrs are active, but the peer has higher local load. This gate-
way will stay active.

stay_active
None.

1

2.14.18. peer_has_lower_local _load (ID: 01200005)

NOTICE
Both active, peer has lower local |oad; deactivating

Both members are active, but the peer has lower local load. This gate-
way will de-activate.

deactivate
None.

1

2.14.19. peer_has_more_connections (ID: 01200006)

NOTICE
Both active, peer has more connections; deactivating

Both members are active, but the peer has more connections. This
gateway will de-activate.

deactivate
None.

1

2.14.20. peer_has_fewer_connections (ID: 01200007)
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2.14.21. conflict_both_peers_inactive Chapter 2. Log Message Reference
(ID: 01200008)

Default Severity NOTICE

L og Message Both active, peer has fewer connections; staying active

Explanation Both members are active, but the peer has fewer connections. This
gateway will stay active.

Gateway Action stay_active

Recommended Action None.

Revision 1

2.14.21. conflict_both_peers_inactive (ID: 01200008)

Default Severity NOTICE

L og Message Conflict: Both peers areinactive! Resolving...

Explanation A conflict occured as both peers are inactive at the same time. The
conflict will automatically be resolved.

Gateway Action None

Recommended Action None.

Revision 1

2.14.22. peer_has_more_connections (ID: 01200009)

Default Severity NOTICE

L og Message Both inactive, peer has more connections; staying inactive...

Explanation Both members are inactive, but the peer has more connections. This
gateway will stay inactive.

Gateway Action stay deactivated

Recommended Action None.

Revision 1

2.14.23. peer_has_fewer_connections (ID: 01200010)

Default Severity NOTICE
L og Message Both inactive, peer has fewer connections; going active...
Explanation Both members are inactive, but the peer has fewer connections. This

gateway will go active.

Gateway Action activate
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2.14.24. peer_alive (ID: 01200011) Chapter 2. Log Message Reference

Recommended Action None.

Revision 1

2.14.24. peer_alive (ID: 01200011)

Default Severity NOTICE

Log Message Peer firewall isalive
Explanation The peer gateway isdive.
Gateway Action None

Recommended Action None.

Revision 1

2.14.25. hasync_connection_established (ID:
01200200)

Default Severity NOTICE

L og Message HA Sync connection to peer firewall established

Explanation HA syncronization connection to peer has been establihsed. Supported
events will now be synchronized between the members of the HA
cluster.

Gateway Action None

Recommended Action None.

Revision 1

2.14.26. hasync_connection_disconnected lifetime_ex
pired (ID: 01200201)

Default Severity NOTICE

L og Message HA Sync connection lifetime expired. Reconnecting...

Explanation The HA syncronization connection lifetime has expired. A new con-
nection will be establised by reconnecting to the peer.

Gateway Action reconnect

Recommended Action None.

Revision 1
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2.14.28. resync_conns_to_peer_comp Chapter 2. Log Message Reference

lete (ID: 01200300)

2.14.27. hasync_connection_failed timeout (ID:

01200202)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE
HA Sync connection to peer firewall failed. Reconnecting...

The HA syncronization connection attempt failed. Reconnecting to
peer.

reconnect
None.

1

2.14.28. resync_conns_to_peer_complete (ID:

01200300)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE
Connection resynchronization to peer complete

The connection resynchronization process to peer is complete. All con-
nections has been synchronized.

None
None.

1

2.14.29. action=deactivate reason=requested (ID:

01200616)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

NOTICE

Both active, deactivation in progress.
Both active, deactivation in progress.
None

None.

1
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2.15. HWM
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2.15. HWM

These log messages refer to the HWM (Har dwar e monitor events) category.

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.15.1. temperature_alarm (ID: 04000011)

WARNING

Temperature monitor <index> (<name>) is outside the specified limit.
Current value is <current_temp> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

The unit may be overheating, this may be because the cooling isfailing
or to hot enviroment.

none
Shutdown the unit and determine the problem.
1

index

name

unit
current_temp
min_limit
max_limit

2.15.2. temperature_normal (ID: 04000012)

WARNING

Temperature monitor <index> (<name>) is outside the specified limit.
Current value is <current_temp> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

The sensor reports that the temperature value is back in the normal
range.

None
None.
1

index

name

unit
current_temp
min_limit
max_limit

2.15.3. voltage alarm (ID: 04000021)
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2.15.4. voltage_normal (ID: 04000022)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action

WARNING

Voltage monitor <index> (<name>) is outside the specified limit. Cur-
rent value is <current_voltage> <unit>, lower limit is <min_limit>, up-
per limit is <max_limit>

The powersupply of this unit may be failing.
none

Change powersupply unit.

1

index

name

unit
current_voltage
min_limit
max_limit

2.15.4. voltage _normal (ID: 04000022)

WARNING

Voltage monitor <index> (<name>) is outside the specified limit. Cur-
rent value is <current_voltage> <unit>, lower limit is <min_limit>, up-
per limit is <max_limit>

The sensor reports that the voltage value is back in the normal range.
None

None.

1

index

name

unit
current_voltage
min_limit
max_limit

2.15.5. fanrpm_alarm (ID: 04000031)

WARNING

Fan RPM monitor <index> (<name>) is outside the specified limit.
Current value is <current_fanrpm> <unit>, value is <current_fanrpm>
<unit>, lower limit is <min_limit>, upper limit is <max_limit>

The fan is behaving strange, this may becauseit isfailing or blocked.

none

Unblock or change the corresponding fan.
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2.15.6. fanrpm_normal (ID: 04000032) Chapter 2. Log Message Reference

Revision

Parameters

1

index

name

unit
current_fanrpm
min_limit
max_limit

2.15.6. fanrpm_normal (ID: 04000032)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Fan RPM monitor <index> (<name>) is outside the specified limit.
Current value is <current_fanrpm> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

The sensor reports that the fan rpm value is back in the normal range.
None

None.

1

index

name

unit

current_fanrpm

min_limit

max_limit

2.15.7. gpio_alarm (ID: 04000041)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

GPIO monitor <index> (<name>) is outside the specified limit. Cur-
rent value is <current_gpio> <unit>, value is <current_gpio> <unit>,
lower limit is <min_limit>, upper limit is <max_limit>

This varies depending on hardware model and what the GPIO is con-
nected to.

none
Depends on what the GPIO is connected to.
1

index

name

unit
current_gpio
min_limit
max_limit
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2.15.9. free_memory_warning_level
(ID: 04000101)

2.15.8. gpio_normal (ID: 04000042)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action

Revision

Parameters

Default Severity

Log Message

WARNING

Temperature monitor <index> (<name>) is outside the specified limit.
Current value is <current_gpio> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

The sensor reports that the GPIO value is back inte the normal range.
None

None.

1

index

name

unit

current_gpio

min_limit

max_limit

2.15.9. free_memory_warning_level (ID: 04000101)

WARNING

Free memory has falen below the specified Ilimit of
<limit_percentage> percent, limit classified is <severity>, free
<free mem> MB of tota <tota _mem> MB, percentage free
<free_percentage>

The amount of free memory is getting low.
None

Review the configuration and disable or lower settings to reduce
memory consumption.

1

limit_percentage
total_mem
free_mem
free_percentage
severity

2.15.10. free_memory_warning_level (ID: 04000102)

WARNING

Free memory has fallen below the specified limit of <limit_megabyte>
megabyte, limit classified is <severity>, free <free_mem> MB of total
<total_mem> MB, percentage free <free_percentage>
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2.15.11. free_memory_normal_level Chapter 2. Log Message Reference

(ID: 04000103)

Explanation
Gateway Action

Recommended Action

Revision

Parameters

The amount of free memory is getting low.
None

Review the configuration and disable or lower settings to reduce
memory consumption.

1

limit_megabyte
tota_mem
free_mem
free_percentage
severity

2.15.11. free_memory_normal_level (ID: 04000103)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

The amount of free memory is in the normal range, free <free mem>
MB of total <total_mem> MB, percentage free <free_percentage>

The memory usageis in the normal range.
None

None.

1

total_mem

free_mem
free_percentage
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2.16. IDP

2.16.

Chapter 2. Log Message Reference

IDP

These log messages refer to the IDP (Intrusion Detection & Prevention events) category.

2.16.1. invalid_url_format (ID: 01300009)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

ERROR

Failed to parse the HTTP URL. ID Rule; <idrule>. URL: <url>.
Source |P: <srcip>. Source Port: <srcport>. Destination |P: <destip>.
Destination Port: <destport>. Closing connection.

The unit failed parsing an URL. The reason for this is problaby be-
cause the URL has an invalid format, or it contains invalid UTF8
formatted characters.

close
Make sure that the URL is formatted correctly.
1

idrule
url

srcip
srcport
destip
destport

Rule Name

2.16.2. idp_notice (ID: 01300002)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

IDP Notice: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP; <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

A notice sighature mapped to the "protect” action matched the traffic,
closing connection.

close

This is probably not an attack, but you may research the advisory
(searchable by the unique ID).

1

description
signatureid
idrule
ipproto
srcip
srcport

139



2.16.3. intrusion_detected (ID:
01300003)

Chapter 2. Log Message Reference

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

destip
destport

Rule Name
Deep Inspection

2.16.3. intrusion_detected (ID: 01300003)

WARNING

Intrusion detected: <description>, Signature |D=<signatureid>. 1D
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

An attack signature mapped to the "protect" action matched the traffic.
close

Research the advisory (searchable by the unique ID).

1

description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Rule Name
Deep Inspection

2.16.4. virus_detected (ID: 01300004)

WARNING

Virus'worm detected: <description>, Signature |D=<signatureid>. 1D
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

A virus signature mapped to the "protect" action matched the traffic.
close

Research the advisory (searchable by the unique ID).

1

description

signatureid

idrule

ipproto
srcip
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2.16.5. invalid_url_format (ID: Chapter 2. Log Message Reference
01300010)

srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.16.5. invalid_url_format (ID: 01300010)

Default Severity WARNING

L og Message Faled to parse the HTTP URL. ID Rule: <idrule>. URL: <url>.
Source IP: <srcip>. Source Port: <srcport>. Destination |P: <destip>.
Destination Port: <destport>. Ignoring the URL.

Explanation The unit failed parsing an URL. The reason for this is problaby be-
cause the URL has an invaid format, or it contains invalid UTF8
formatted characters.

Gateway Action ignore

Recommended Action Make sure that the URL is formatted correctly.
Revision 1

Parameters idrule
url
srcip
srcport
destip
destport

Context Parameters Rule Name

2.16.6. conn_threshold _exceeded (ID: 01300100)

Default Severity WARNING
L og Message Connection threshold <description> exceeded <threshold>. Source IP:
<srcip>. Closing connection
Explanation The source ip is opening up new connections too fast.
Gateway Action closing_connection
Recommended Action Investigate worms and DoS attacks.
Revision 1
Parameters description
threshold
sreip
Context Parameters Rule Name
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2.16.8. scan_detected (ID: 01300005)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

2.16.7. scan_detected (ID: 01300001)

NOTICE

Scan detected: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP:. <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

A scan signature mapped to the "protect” action matched the traffic,
closing connection.

close

Research the advisory (searchable by the unique ID), if you suspect an
attack.

1

description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Rule Name
Deep Inspection

2.16.8. scan_detected (ID: 01300005)

NOTICE

Scan detected: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination | P: <destip>. Destination Port: <destport>.

A scan signature matched the traffic.

None

Research the advisory (searchable by the unique ID).
1

description
signatureid
idrule
ipproto
sreip
srcport
destip
destport

Rule Name
Deep Inspection
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2.16.9. idp_notice (ID: 01300006) Chapter 2. Log Message Reference

2.16.9. idp_notice (ID: 01300006)

Default Severity NOTICE

L og Message IDP Notice: <description>, Signature |ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP:. <srcip>. Source Port:
<srcport>. Destination | P: <destip>. Destination Port: <destport>.

Explanation A notice signature matched the traffic.
Gateway Action None

Recommended Action This is probably not an attack, but you may research the advisory
(searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.16.10. intrusion_detected (ID: 01300007)

Default Severity NOTICE

L og Message Intrusion detected: <description>, Signature ID=<signatureid>. 1D
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination | P: <destip>. Destination Port: <destport>.

Explanation An attack signature matched the traffic.

Gateway Action None

Recommended Action Research the advisory (searchable by the unique ID).
Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection
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2.16.12. conn_threshold_exceeded Chapter 2. Log Message Reference
(ID: 01300102)

2.16.11. virus_detected (ID: 01300008)

Default Severity NOTICE

L og Message Virus'Worm detected: <description>, Signature |D=<signatureid>. ID
Rule: <idrule>. Protocol: <ipproto>. Source |IP: <srcip>. Source Port:
<srcport>. Destination | P; <destip>. Destination Port: <destport>.

Explanation A virus signature matched the traffic.

Gateway Action None

Recommended Action Research the advisory (searchable by the unique ID).
Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.16.12. conn_threshold_exceeded (ID: 01300102)

Default Severity NOTICE
L og Message Connection threshold <description> exceeded <threshold>. Source IP:
<srcip>
Explanation The source ip is opening up new connections too fast.
Gateway Action None
Recommended Action Investigate worms and DoS attacks.
Revision 1
Parameters description
threshold
srcip
Context Parameters Rule Name

2.16.13. reminder_conn_threshold (ID: 01300101)

Default Severity INFORMATIONAL

L og Message Reminder: Connection threshold <description> exceeded <threshold>.
Source | P; <srcip>.
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2.16.13. reminder_conn_threshold (ID: Chapter 2. Log Message Reference
01300101)

Explanation The sourceip is still opening up new connections too fast.
Gateway Action None

Recommended Action Look through logs to see if the source ip has misbehaved in the past.

Revision 1

Parameters description
threshold
srcip

Context Parameters Rule Name
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2.17. IDPUPDATE

Chapter 2. Log Message Reference

2.17. IDPUPDATE

These log messages refer to the IDPUPDATE (Intrusion Detection & Prevention Database up-

date) category.

2.17.1. idp_db_update failure (ID: 01400001)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.17.2. idp_detects__

01400005)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Parameters

ALERT

Update of the Intrusion Detection & Prevention database failed, be-
cause of <reason>

The unit tried to update the Intrusion Detection & Prevention database,
but failed. The reason for thisis specified in the "reason" parameter.

None
None.
1

reason

invalid_system_time (ID:

ERROR

System clock is not properly set. Invalid date (<date>) in IDP signa-
turefile. IDP disabled

The system clock is not up to date. The system clock must be set cor-
rectly in order to use the IDP features. IDP features remains disabled
until clock is correct and amanual |DP update has been performed.
idp_disabled

Check and set the system time correct and perform a manual IDP up-
date.

1

date

2.17.3. idp_db_downloaded (ID: 01400002)

Default Severity
L og Message

Explanation

NOTICE
New Intrusion Detection & Prevention database downloaded

An updated version of the Intrusion Detection & Prevention database
has been downloaded, which will now be used.
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(ID: 01400003)

Gateway Action using_new_db
Recommended Action None.
Revision 1

2.17.4.idp_db_already_up_to_date (ID: 01400003)

Default Severity NOTICE

L og Message Intrusion Detection & Prevention database is up-to-date

Explanation The current Intrusion Detection & Prevention database is up-to-date,
and does not need to be updated.

Gateway Action None

Recommended Action None.

Revision 1

2.17.5.idp_db_update denied (ID: 01400004)

Default Severity NOTICE

L og Message Intrusion Detection & Prevention database could not be updated, as no
valid subscription exist

Explanation The current license does not allow Intrusion Detection & Prevention
database to be updated.

Gateway Action None

Recommended Action Check the system's time and/or purchase a subscription.

Revision 1

2.17.6. downloading_new_database (ID: 01400007)

Default Severity NOTICE

L og Message Downloading new |DP database

Explanation A new |DP database is availible. The database is being downloaded.
Gateway Action downloading_new_database

Recommended Action None.

Revision 1
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2.18. IFACEMON

These log messages refer to the IFACEMON (I nterface monitor events) category.

2.18.1. ifacemon_status_bad (ID: 03900003)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

IfaceMon reports interface problems on <iface>. Resetting interface.
Link status: <linkspeed> Mbps <duplex> duplex

The Interface Monitor has discovered problems on an interface, and
will reset it.

nic_reset
None.

1

iface

linkspeed
duplex

2.18.2. ifacemon_status_bad (ID: 03900004)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
IfaceMon reports interface problems on <iface> Resetting interface

The Interface Monitor has discovered problems on an interface, and
will reset it.

nic_reset
None.

1

iface

[linkspeed]
[duplex]

2.18.3. ifacemon_status_bad_rereport (ID: 03900001)

Default Severity

L og Message

Explanation

Gateway Action

NOTICE

IfaceMon reset interface <iface> 10 seconds ago. Link status:
<linkspeed> Mbps <duplex> duplex

The Interface Monitor reset the interface 10 seconds ago.

None
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Recommended Action
Revision

Parameters

None.
1

delay
iface
[linkspeed]
[duplex]
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2.19. IGMP

These log messages refer to the IGM P (IGM P events) category.

2.19.1. failed_restarting_igmp_conn (ID: 04200006)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

EMERG
Could not restart the IGMP listening conn. Reason: Out of memory

Could not restart the IGMP listening conn. The IGMP system is no
longer functional since it cannot handle IGMP requests.

None
Reboot the system.

1

2.19.2. invalid_query _group_address (ID: 04200008)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

ERROR

IGMP group specific query at interface <recv_if> about group <grp>
(<grp_sat> after being SAT'ed) includes unicast ip address.

Unicast |P address found inside group specific query. This is most
likely afaulty SAT config.

drop

Check your IGMP ruleset to seeif a muticast group somehow might be
tranglated into a unicast address.

1
recv_if
arp
grp_sat

Packet Buffer

2.19.3. invalid_size report_packet (ID: 04200014)

Default Severity

L og Message

Explanation

ERROR

Broken IGMP Member Report at interface <recv_if>. Group record
<grp> makes payload larger than IGMP packet size.

Harmful condition that potentially could give an attacker full access to
the system. May indicate faulty hardware, an attack or experimental
software.
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04200003)

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

drop

None, but keep an eye open for for broken hardware somewhere in the
network.

1

recv_if
arp

Packet Buffer

2.19.4. invalid_dest_ip_address (ID: 04200003)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

WARNING

Rejected IGMP message directed to unicast IP <ip_dest> at interface
<recv_if>.

Rejected IGM P message directed to a unicast IP. Possible IGMP DoS
attack. Note that sending IGMP messages to a unicast IP is legal with
IGMPv1 and IGMPv2, but not recommended.

drop

Identify the offending application, upgrade if possible.

1

recv_if
ip_dest

Packet Buffer

2.19.5. invalid_destination_ethernet_address (ID:

04200004)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Rejected IGMP message with inconsistent |P/ethernet addresses
(<ipdest>/<edest>) at interface <recv_if>.

Rejected IGMP message directed to a unicast ethernet. Known IGMP
DoS attack.

drop

Identify the offending application or user, isolate or upgrade if pos-
sible.

1
recv_if

ipdest
edest
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Context Parameters

Packet Buffer

2.19.6. invalid_size _query packet (ID: 04200007)

2.19.7

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision
Parameters

Context Parameters

. bad_src (ID

Default Severity

Log Message
Explanation

Gateway Action

Recommended Action

Revision

Parameters

WARNING

Broken IGMP Query at interface <recv_if> (payload exceeds packet
size).

Harmful condition that potentially could give an attacker full access to
the system. May indicate faulty hardware, an attack or experimental
software.

drop

None, but keep an eye open for mafunctional software/hardware
somewhere on the network.

1
recv_if

Packet Buffer

© 04200011)

WARNING

Rule <name> drops multicast sender <src> (SAT'ed into <sats>) in
group <grp> (SAT'ed into <satg>) specific IGMP Query at interface
<iface>.

Thisis most likely a faulty IGMP configuration, but may also indicate
faulty software on the network. Under special circumstances this could
be an active attempt to scan the network for information.

drop

Specifically check your IGMP ruleset for incorrect SAT information
(IGMP support requires at least one "REPORT" (Member Report) rule
and one matching "QUERY" rule). Make sure both multicast groups
and source addresses map one-to-one between Member Reports and
Queries. Finally check the network for for other anomalies that could
indicate broken equipment or installed "spyware".

1

name
src
arp
sats
satg
iface

2.19.8. packet_includes_aux_data (ID: 04200013)
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Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

2.19.9. bad_grp (ID:

Default Severity

Log Message

Explanation
Gateway Action

Recommended Action

Revision

Parameters

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action

Revision

WARNING

IGMP Group record <grp> from interface <recv_if> contains auxilli-
ary data.

This software support IGMPv1, IGMPv2 and IGMPv3 and none of
them support the feature known as "Auxilliary Data'. Thisis a broken
packet.

drop

If thisis a legal situation and the administrator have no reason to sus-
pect an attack, upgrading this software may solve the problem.

1

recv_if
grp

Packet Buffer

04200015)

WARNING

Bad IGMP Member Report at interface <iface>: Group record request
group <grp> (which is not a multicast group).

Thisismost likely afaulty IGMP config.
drop

Specifically check for inconsistent SAT/NAT information in the IGMP
config.

1

arp
iface

2.19.10. invalid_report_grp_record (ID: 04200016)

WARNING

Bad IGMP Member Report received. Group record <grp> of unknown
type <type>.

Thisindicates faulty software/hardware somewhere on the network.
drop

None, but keep an eye open for for broken hardware somewhere in the
network.

1
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(ID: 04200018)

Parameters

Context Parameters

arp
type

Packet Buffer

2.19.11. igmp_ruleset_rejects_report (ID: 04200018)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Rule <name> drops multicast sender <src> for group record <grp> in
Member Report at interface <iface>.

IGMP Member Report contains an unwanted | P sender.
drop

None.

1

name
src
arp
iface

2.19.12. bad_inet (ID: 04200019)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Rejected |GM P message from incorrect |P <src> at interface <iface>.
Rejected IGMP message because it claims to have been sent by "me",
but | know | did not send any. Possible IGMP DoS attack, but more
likely an IP conflict. .

drop

Assign adifferent 1P to the offending application.

1

src
iface

Packet Buffer

2.19.13. max_global requests per_second reached

(ID: 04200020)

Default Severity

Log Message

WARNING

Rejected IGMP message. Global requests per second rate reached
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2.19.14. max_if_requests_per_second Chapter 2. Log Message Reference

_reached (ID: 04200021)

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Too many IGMP requests received per second. Possible IGMP DoS at-
tack.

drop

Increase global IGMPMaxRegs per second limit if more requests are
wanted.

1

ipsrc
iface

2.19.14. max_if _requests_per_second _reached (ID:

04200021)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Rejected IGMP message. Max requests per second and interface rate
reached

Too many IGMP requests received per second. Possible IGMP DoS at-
tack.

drop
Increase IGMPMaxReqs!f per second limit if more requets are wanted.
1

ipsrc
iface

2.19.15. querier_election_won (ID: 04200001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Taking on the role of Querier at interface <iface>.

Thisrouter is now the IGMP Querier at the specified interface.
none

None.

1

iface

2.19.16. querier_election_lost (ID: 04200002)

Default Severity

NOTICE
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04200009)
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L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Lost Querier election to <dest> at interface <iface>.

"I" am no longer the IMGP Querier at the specified interface.
None

None.

1

dest
iface

2.19.17. igmp_query_dropped (ID: 04200009)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Rule <name> dropped IGMP Query about group <grp> and source
<src> at interface <if> from router <rip>.

Dropped IGMP Query.
drop

None.

1

if

rip

igmpver

ap
src
name

2.19.18. igmp_query_received (ID: 04200010)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Rule <name> <action> IGMP Query about group <grp> and source
<src> at interface <if> from router <rip>. Group <grp> istranslated in-
to <sgrp> and source <src> into <ssrc>.

Got IGMP Query.
alow

None.

1

if

rip

igmpver

ap
src

Sgrp
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04200012)

ssrc
name
action

2.19.19. igmp_report_received (ID: 04200012)

Default Severity NOTICE

L og Message Rule <name> <action> IGMP Member Report concerning group
<grp> and source <src> a interface <if> from host <hip>. Group
<grp> istranslated into <sgrp> and source <src> into <ssrc>

Explanation Got IGMP Report.
Gateway Action alow
Recommended Action None.

Revision 1

Parameters if
hip
igmpver
arp
src
sgrp
ssrc
name
action

2.19.20. igmp_report_dropped (ID: 04200017)

Default Severity NOTICE
L og M essage Rule <name> drops IGMP Member Report concerning group <grp>
and source <src> at interface <if> from host <hip>.
Explanation Dropped IGMP Report.
Gateway Action drop
Recommended Action None.
Revision 1
Parameters if
hip
igmpver
grp
src
sat_grp
sat_src
name

2.19.21. disallowed_igmp_version (ID: 04200022)
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Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

Revision
Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Disalowed IGMP Version

A system isusing atoo old IGMP version.
drop

Upgrade the host/router running the disallowed version, or lower
LowestiGMPVer limit.

1

recv_ver
required ver

Packet Buffer

2.19.22. received_unknown_igmp_type (ID: 04200023)

NOTICE

Dropped | GMP message with unknown type.
Invalid IGMP message type received.

drop

None, but keep an eye open for malfunctional software/hardware on
the network.

1
MSGType

Packet Buffer

2.19.23. older_querier_present (ID: 04200024)

NOTICE

Entering | GM Pv<igmpver> Older Querier Present compatibility mode
on interface <iface> because of areceived General Query from <rip>.

The router will use IGMPv[igmpver] when it is snooping/proxying |G-
M P messages upstream.

None
None.
1

iface
rip
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igmpver

2.19.24. older_querier_gone (ID: 04200025)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

No IGMPv<igmpver> querier present. Older Querier Present
(IGMPv<igmpver>) compatibility mode on interface <iface> has
ended. Entering |GM Pv<nigmpver> mode.

The router has not heard any IGMPv[igmpver] genera queries and
will switch and use IGMPv[nigmpver] version when snooping/proxy-
ing IGMP messages upstream.

None
None.
1
iface

igmpver
nigmpver
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2.20. IPPOOL

These log messages refer to the IPPOOL (1 PPool events) category.

2.20.1. no_offer_received (ID: 01900001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

ERROR

No offers were received

No DHCP offers where received by the IP pool genera query.
None

Review DHCP server parameters and | P pool configuration.

1

waited

Rule Name

2.20.2. no_valid_dhcp_offer_received (ID: 01900002)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

No valid DHCP offers were received

No valid DHCP offers were received.
no_new_client_created

Review DHCP server parameters and I P pool filters.
1

Rule Name

2.20.3. pool_reached_max_dhcp_clients (ID: 01900014)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

The maximum number of clients for this IP pool have been reached
The maximum number of clients for this pool have been reached.
no_new_client_created

Verify max clients limitation for the pool.

1

Rule Name
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2.20.4. macrange_depleted (ID: Chapter 2. Log Message Reference
01900015)

2.20.4. macrange_depleted (ID: 01900015)

Default Severity ERROR

L og Message The range of MAC addresses for the DHCPClients have been depleted

Explanation The configured range of MAC addresses for the DHCP clients have
been depleted.

Gateway Action no_new_client_created

Recommended Action Expand the MAC address range.
Revision 1

Context Parameters Rule Name

2.20.5. too_many_dhcp_offers_received (ID: 01900003)

Default Severity WARNING

L og Message Too many DHCP offers received. This and subsequent offers will be
ignored

Explanation Too many DHCP offers received.

Gateway Action ignoring_offer

Recommended Action Limit the number of DHCP servers on the locally attached network.
Revision 1

Context Parameters Rule Name

2.20.6. lease_disallowed by lease filter (ID: 01900004)

Default Severity WARNING

L og Message The lease was rejected due to alease filter
Explanation A lease was rejected by aleasefilter.
Gateway Action lease rejected

Recommended Action Verify the leasefilters.

Revision 1

Parameters client_ip

Context Parameters Rule Name

2.20.7. lease _disallowed by server_filter (ID:
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2.20.8. lease_have_bad_dhcp_server
(ID: 01900006)
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01900005)
Default Severity WARNING
L og Message The lease was rejected due to a server filter
Explanation A lease was rejected by a server filter.

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

lease rejected

Verify the server filters.
1

server_ip

Rule Name

2.20.8. lease_have _bad dhcp_server (ID: 01900006)

WARNING

The lease was rejected due to a bad DHCP-server address
A lease was rejected due to a bad DHCP server address.
lease rejected

Check DHCP server configuration.

1

client_ip

Rule Name

2.20.9. lease_have bad netmask (ID: 01900007)

WARNING

The lease was rejected due to a bad offered netmask address
A lease was rejected due to a bad offered netmask address.
lease rejected

Check DHCP server configuration.

1

netmask

Rule Name
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(ID: 01900009)

2.20.10. lease _have bad_offered broadcast (ID:

01900008)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The lease was rejected due to a bad offered broadcast address
A lease was rejected due to abad offered broadcast address.
lease rejected

Check DHCP server configuration.

1

broadcast

Rule Name

2.20.11. lease _have bad_offered ip (ID: 01900009)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The lease was rejected due to a bad offered |1P address
A lease was rejected due to a bad offered IP address.
lease rejected

Check DHCP server configuration.

1

client_ip

Rule Name

2.20.12. lease_have bad gateway ip (ID: 01900010)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The lease was rejected due to a bad offered gateway address
A lease was rejected due to a bad offered gateway address.
lease rejected

Check DHCP server configuration.

1

gateway_ip

Rule Name
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(ID: 01900011)

2.20.13. lease _ip_is_already occupied (ID: 01900011)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The lease was rejected since it seem to be occupied

A lease was rejected since it seem to be occupied.

lease rejected

Check DHCP server configuration and statically configured hosts.
1

client_ip

Rule Name

2.20.14. lease _rejected by server (ID: 01900012)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The lease was rejected by server

A lease was rejected by the DHCP server.
lease rejected

Check DHCP server configuration.

1

client_ip

Rule Name

2.20.15. ip_offer_already_exist_in_the_ pool (ID:

01900013)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

The lease was rejected since the offered | P aready exist in the pool
A lease was rejected since the offered IP already exists in the pool.
lease rejected

Check IP pooal configuration.

1

client_ip

Rule Name
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2.20.16. ip_fetched_pool (ID:
01900016)
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2.20.16. ip_fetched

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

pool (ID: 01900016)

NOTICE

Subsystem fetched a | P from the pool

A subsystem fetched an I P from the pool.
inform

None.

1

client_ip
subsystem

Rule Name

2.20.17. ip_returned _to_pool (ID: 01900017)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

Subsystem returned an | P to the pool

A subsystem returned an I P to the pool.
inform

None.

1

client_ip
subsystem

Rule Name
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2.21. IPSEC

These log messages refer to the IPSEC (I Psec (VPN) events) category.

2.21.1. fatal_ipsec_event (ID: 01800100)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ALERT

Fatal event occured, because of <reason>
Fatal event occured in IPsec stack.

None

None.

1

reason

2.21.2. maximum_allowed_tunnels_limit_reached (ID:

01800900)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ALERT

Negotiation aborted due to license restrictions. Reached maximum of
<allowed_tunnels> active | Psec tunnels

More tunnels and/or unique peers than the license allow are trying to
establish.

negotiation_aborted
None.
1

alowed_tunnels

2.21.3. commit_failed (ID: 01800200)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

Failed to commit |Psec configuration
Failed to commit | Psec configuration.
IPsec_configuration_disabled
Reconfigure | Psec.

1
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2.21.4. x509 init_failed (ID: 01800203)

Default Severity CRITICAL

L og Message Failed to initilaze x509 library
Explanation Failed to initilaze x509 library.
Gateway Action IPsec_configuration disabled
Recommended Action None.

Revision 1

2.21.5. failed _to_configure IPsec (ID: 01800210)

Default Severity CRITICAL

L og Message Failed during configuration with error: <error_msg>
Explanation Failed to set |Psec configuration.

Gateway Action IPsec_configuration_disabled

Recommended Action Reconfigure | Psec.

Revision 1

Parameters error_msg

2.21.6. IPsec_init_failed (ID: 01800213)

Default Severity CRITICAL

L og Message Failed to initialize 1Psec
Explanation Failed to start | Psec.
Gateway Action IPsec_configuration_disabled

Recommended Action Restart.

Revision 1

2.21.7. no_policymanager (ID: 01800316)

Default Severity CRITICAL
L og Message No policymanager!! to free tunnel object from
Explanation No policymanager to free tunnel from!!! |Psec does not work properly.
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2.21.8. failed_to_add_key_provider
(ID: 01800321)
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Gateway Action

Recommended Action

Revision

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ipsec_out_of work
Restart.

1

2.21.8. failed _to_add_key provider (ID: 01800321)

CRITICAL

Failed with error: <status msg>, when adding external key provider
for certificate handling

Failed to add external key provider. All certificate authantication will
be disabled.

IPsec_disabled
Restart.
1

status_msg

2.21.9. failed _to_create_authorization (ID: 01800327)

CRITICAL
Failed to create local authorization object

Failed to create local authorization object. configured remote access
groups will not be posible to use.

IPsec_disabled
None.

1

2.21.10. Failed_to_create_xauth_group (ID: 01800329)

CRITICAL

Failed create XAuth group

Failed to create extended authentication (X Auth) group.
None

None.

1
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2.21.11. SAs_not_killed for_remote peer (ID:
01800901)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

CRITICAL

Failed to kill associated SA:s for <remotepeer> peer(s)

This happens if thereis no tunnel established with the given peer.
None

None.

1

remotepeer

2.21.12. max_number_of policy_rules_reached (ID:
01802110)

CRITICAL

The maximum number of policy rules reached
The maximum number of policy rules reached.
VPN_configuration disabled

Reconfig.

1

2.21.13. outofmem_create_engine (ID: 01802901)

CRITICAL

Failed to allocate memory for engine object
Could not allocate memory for engine object.
ipsec_disabled

None.

1

2.21.14. init_rulelooklup_failed (ID: 01802903)

CRITICAL
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2.21.15. init_rule_looklup_failed (ID: Chapter 2. Log Message Reference

01802904)

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Initialization of rule lookup failed
Initialization of rule lookup failed.
ipsec_disabled

None.

1

2.21.15. init_rule_looklup_failed (ID: 01802904)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

Allocating default drop rule failed!
Allocating default drop rule failed!.
ipsec_disabled

None.

1

2.21.16. init_rule _looklup_failed (ID: 01802905)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

allocating default pass rule failed!
Allocating default pass rule failed!.
ipsec_disabled

None.

1

2.21.17. init_mutexes_failed (ID: 01802906)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

Allocating mutexes failed
Allocating mutexes failed.
ipsec_disabled

None.

1
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2.21.19. init_flow_id_table_failed (ID: Chapter 2. Log Message Reference
01802908)

2.21.18. init_interface table failed (ID: 01802907)

Default Severity CRITICAL

L og Message Initialization of interface table failed
Explanation Initialization of interface table failed.
Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

2.21.19. init_flow_id_table failed (ID: 01802908)

Default Severity CRITICAL

L og Message Allocation of flow id hash tables failed
Explanation Allocation of flow id hash tables failed.
Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

2.21.20. init_flow_table_failed (ID: 01802909)

Default Severity CRITICAL

L og Message Allocation of flow table failed (size <size>)
Explanation Allocation of flow table failed.

Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

Parameters size

2.21.21. init_next_hop_table failed (ID: 01802910)

Default Severity CRITICAL
L og Message Allocation of next hop table failed
Explanation Allocation of next hop table failed.
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2.21.22. init_transform_table failed
(ID: 01802911)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action

Revision

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

ipsec_disabled
None.

1

2.21.22. init_transform_table failed (ID: 01802911)

CRITICAL

Allocation of transform table failed (size <size>)
Allocation of transform table failed.
ipsec_disabled

None.

1

size

2.21.23. init_peer_hash_failed (ID: 01802912)

CRITICAL

Allocation of peer hash table failed
Allocation of peer hash table failed.
ipsec_disabled

None.

1

2.21.24. init_peer_id_hash_failed (ID: 01802913)

CRITICAL

Allocation of peer id hash table failed
Allocation of peer id hash table failed.
ipsec_disabled

None.

1

2.21.25. init_rule_table failed (ID: 01802914)
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2.21.26. init_inbound_spi_hash_failed Chapter 2. Log Message Reference

(ID: 01802915)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

Allocation of ruletable failed
Allocation of rule table failed.
ipsec_disabled

None.

1

2.21.26. init_inbound_spi_hash_failed (ID: 01802915)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

Allocation of inbound spi hash table failed
Allocation of inbound spi hash table failed.
ipsec_disabled

None.

1

2.21.27. init_transform_context_hash_failed (ID:

01802916)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

CRITICAL

Allocation of transform context hash table failed
Allocation of transform context hash table failed.
ipsec_disabled

None.

1

2.21.28. init_packet_context _cache_failed (ID:

01802917)

Default Severity
L og Message

Explanation

CRITICAL
Allocation of packet context cache failed

Allocation of packet context cache failed.
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2.21.29. init_transform_context_table Chapter 2. Log Message Reference
failed (ID: 01802918)

Gateway Action ipsec_disabled
Recommended Action None.
Revision 1

2.21.29. init_transform_context_table_failed (ID:
01802918)

Default Severity CRITICAL

L og Message Allocation of transform context table failed
Explanation Allocation of transform context table failed.
Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

2.21.30. init_nat_table_failed (ID: 01802919)

Default Severity CRITICAL

L og Message Allocation of NAT tablesfailed
Explanation Allocation of NAT tablesfailed.
Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

2.21.31. init_frag_table failed (ID: 01802920)

Default Severity CRITICAL

L og Message Allocation of fragmentation tables failed
Explanation Allocation of fragmentation tables failed.
Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

2.21.32. init_engine_tables_failed (ID: 01802921)
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2.21.33. init_interceptor_failed (ID: Chapter 2. Log Message Reference
01802922)

Default Severity CRITICAL

L og Message Allocation of engine tablesfailed
Explanation Allocation of engine tables failed.
Gateway Action ipsec_disabled

Recommended Action None.

Revision 1

2.21.33. init_interceptor_failed (ID: 01802922)

Default Severity CRITICAL

L og Message Opening the interceptor failed
Explanation Opening the interceptor failed.
Gateway Action ipsec_disabled
Recommended Action None.

Revision 1

2.21.34. pm_create_failed (ID: 01800204)

Default Severity ERROR

L og Message Failed to create policymanager

Explanation Failed to create policymanager. Out of memory.
Gateway Action reduce_number_of tunnels

Recommended Action None.

Revision 1

2.21.35. failed_to_start_ipsec (ID: 01800206)

Default Severity ERROR

L og Message Disable all IPsec tunnels

Explanation Disable all 1Psec tunnels due to memory limitations.
Gateway Action disable al_ipsec_interfaces

Recommended Action None.
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2.21.36. failed_create_audit_module
(ID: 01800207)

Chapter 2. Log Message Reference

Revision

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.21.36. failed_create_audit_module (ID: 01800207)

ERROR

Failed to create audit module.
Failed to create audit module.
IPsec_audit_disabled

None.

1

2.21.37. Failed _to_add_certificate (ID: 01800302)

ERROR

Failed add host certificate: <certificate>, for tunnel <tunnel>
Failed to add specified host certificate.

certificate_disabled

Reconfigure_tunnnel.

1

certificate
tunnel

2.21.38. failed_to_set_algorithm_properties (ID:
01800304)

ERROR
Failed to set properties | Psec alogorithm <alg>, for tunnel <tunnel>

Failed to set specified properties (keysize, lifetimes) for |Psec al-
gorithm.

use default values for_algorithm
None.
1

ag
tunnel
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2.21.40. failed_to_add_root_certificate
(ID: 01800306)

Chapter 2. Log Message Reference

2.21.39. failed_to_set_algorithm_properties (ID:
01800305)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Failed to set properties for IKE algorithm <alg>, for tunnel <tunnel>

Failed to set specified properties (keysize, lifetimes) for IKE a-
gorithm.

use default values for_algorithm
None.
1

ag
tunnel

2.21.40. failed_to_add_root_certificate (ID: 01800306)

ERROR

Failed add root certificate: <certificate>, for tunnel <tunnel>
Failed to set specified certificate as root certificate.
disable_certificate

Reconfigure_tunnnel.

1

certificate
tunnel

2.21.41. failed_to_add_peer (ID: 01800312)

ERROR

Failed to add remote gateway: <gateway> resolved by DNS for |Psec
tunnel: <ipsectunnel>

Failed to add remote gateway, that have been resolved by DNS, to tun-
nel.

IPsec_tunnel_disabled
None.
1

gateway
ipsectunnel

177



2.21.42. failed_to_add_rules (ID:
01800313)

Chapter 2. Log Message Reference

2.21.42. failed _to_add rules (ID: 01800313)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

ERROR

Failed to add rules after remote gw: <gateway> have been resolved by
DNS for IPsec tunnel: <ipsectunnel>

Failed to add rules to tunnel after remote gateway have been resolved
by DNS.

IPsec_tunnel_disabled
None.
1

gateway
ipsectunnel

2.21.43. failed _to_add rules (ID: 01800314)

ERROR

Failed to commit rules after remote gw: <gateway> have been resolved
by DNS for |Psec tunnel: <ipsectunnel>

Failed to add rules to tunnel after remote gateway have been resolved
by DNS.

IPsec_tunnel_disabled
None.
1

gateway
ipsectunnel

2.21.44. failed_to_set dpd_cb (ID: 01800318)

ERROR

Failed to set callback for Dead Peer Detection

Failed to set callback for Dead Peer Detection User will not receive
log message when a peer has been detected dead and the tunnel have
been killed.

None

None.

1
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2.21.45. failed_to_add_certificate (ID:
01800322)

Chapter 2. Log Message Reference

2.21.45. failed _to_add_certificate (ID: 01800322)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Failed add certificate: <certificate>, for tunnel <tunnel>

Failed to add certificate. Tunnel configured with this certificate for au-
thentication will fail while negotiate.

certificate disabled
None.
1

certificate
tunnel

2.21.46. failed_to_set remote_ID (ID: 01800323)

ERROR
Invalid typefor ID in remote access idlist: <type>, for tunnel <tunnel>

Invalid type for ID in remote access idlist have been specified in con-
figuration.

vpntunnel _disabled
Reconfigure_tunnel.

1

type
tunnel

2.21.47. Failed _to_set xauth (ID: 01800328)

ERROR

Failed set XAuth for tunnel <tunnel>

Failed to set extended authentication (X Auth) for the tunnel.
None

Reconfigure_tunnnel.

1

tunnel

2.21.48. no_remote gateway (ID: 01800503)
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2.21.49. no_route (ID: 01800504)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Remote gateway is null. No routeis possible

No remote gateway for packet, i.e no route defined.
packet_will_be dropped

None.

1

2.21.49. no_route (ID: 01800504)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Failed to lookup route. No route for packet.

No remote gateway for packet, i.e no route defined.
packet_will_be dropped

None.

1

2.21.50. ping_keepalive failed _in_tunnel (ID:

01800505)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

IPsec ping monitor detects loss if ping replies of packets INSIDE the
tunnel

IPsec ping monitor detects loss if ping replies of packets INSIDE the
tunnel.

tunnel_will_disabled_after 8 number_of lost_packets
None.

1

2.21.51. ipsec_interface disabled (ID: 01800506)

Default Severity
Log Message

Explanation

ERROR
|Psec interface disabled
IPsec interface disabled.
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2.21.52. ipsec_invalid_protocol (ID: Chapter 2. Log Message Reference
01802059)

Gateway Action None
Recommended Action None.
Revision 1

2.21.52. ipsec_invalid_protocol (ID: 01802059)

Default Severity ERROR

L og Message Invalid protocol <proto> received for SA
Explanation Invalid protocol received for SA.
Gateway Action None

Recommended Action None.

Revision 1

Parameters proto

2.21.53. ipsec_sa_negotiation_aborted (ID: 01802060)

Default Severity ERROR

L og Message IPsec SA Negotiation aborted: AH can not beinitiated with NAT-T
Explanation Negotiation aborted since AH can not be initiated with NAT-T.
Gateway Action ipsec_sa negotiation_aborted

Recommended Action None.

Revision 1

2.21.54. create rules_failed (ID: 01802080)

Default Severity ERROR

L og Message Cannot insert this rule, the forced NAT protocol type does not match
rule protocol

Explanation Failed to insert rule since forced NAT protocol do not match rule pro-
tocol.

Gateway Action VPN _tunnel_disabled

Recommended Action Reconfigure | Psec.

Revision 1
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2.21.56. no_authentication_method_s Chapter 2. Log Message Reference

pecified (ID: 01802100)

2.21.55. create rules_failed (ID: 01802081)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action

Revision

ERROR

Cannot insert this rule, the forced NAT protocol type does not match
rule protocol

Failed to insert rule since forced NAT protocol do not match rule pro-
tocol.

VPN_tunnel_disabled
Reconfigure |Psec.
1

2.21.56. no_authentication_method_specified (ID:

01802100)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

ERROR

Neither pre-shared keys nor CA certificates nor EAP are specified for
atunnel

No authentication method is specified for the tunnel.
VPN_tunnel_disabled

Reconfigure | Psec.

1

2.21.57. no_key method_configured_for tunnel (ID:

01802102)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Tunnel does not specify any keying method (IKE or manual)
No keying method (IKE/manual) is configured for tunnel.
VPN_tunnel_disabled

Reconfigure_|Psec.

1

2.21.58. invalid_configuration_of force_open (ID:

01802104)
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2.21.59. invalid_rule_setting (ID:

Chapter 2. Log Message Reference

01802105)
Default Severity ERROR
L og Message Auto-start rule does not specify single IP address or domain name for
its remote peer
Explanation Can not use Auto-start rule (force open) for roaming tunnels.

Gateway Action
Recommended Action

Revision

VPN _tunnel_disabled
Reconfigure | Psec.
1

2.21.59. invalid_rule_setting (ID: 01802105)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Both REJECT and PASS defined for arule
Can not specify both pass and reject for arule.
None

None.

1

2.21.60. invalid_rule_setting (ID: 01802106)

Default Severity

Log Message

Explanation
Gateway Action
Recommended Action

Revision

ERROR

The AUTHENTICATION-ONLY can be specified only for PASS
rules

Can only specify AUTHENTICATION-ONLY with PASS rules.
None
None.

1

2.21.61. invalid_rule_setting (ID: 01802107)

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

ERROR

To-tunnel specified for aREJECT rule
To-tunnel can not be specified for REJECT rule.
None

None.
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2.21.62. invalid_rule_setting (ID: Chapter 2. Log Message Reference
01802108)

Revision 1

2.21.62. invalid_rule_setting (ID: 01802108)

Default Severity ERROR

L og Message No from-tunnel specified for an AUTHENTICATION-ONLY rule

Explanation Frlom-tunnel must be specified for an AUTHENTICATION-ONLY
rule.

Gateway Action None

Recommended Action None.

Revision 1

2.21.63. invalid_rule_setting (ID: 01802109)

Default Severity ERROR

L og Message To-tunnel specified for an AUTHENTICATION-ONLY rule

Explanation T(I)-tunnel can not be specified for an AUTHENTICATION-ONLY
rule.

Gateway Action None

Recommended Action None.

Revision 1

2.21.64. suspicious_outbound rule (ID: 01802114)

Default Severity ERROR

L og Message Detected suspicious outbound | PSec rule without any selectors

Explanation Detected suspicious outbound 1PSec rule without any selectors spe-
cified.

Gateway Action the_rule_might_not_work

Recommended Action Reconfigure |PSec.

Revision 1

2.21.65. no_algorithms_configured for_tunnel (ID:
01802200)
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2.21.66. no_encryption_algorithm_con Chapter 2. Log Message Reference

figured_for_tunnel (ID: 01802201)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
ESP tunnel is missing encryption and authentication algorithms

ESP tunndl [tunnel] not configured with encryption and authentication
algorithms.

VPN _tunnel_disabled
Reconfigure_tunnel.
1

tunnel

2.21.66. no_encryption_algorithm_configured_for_tun

nel (ID: 01802201)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

ESP tunnel <tunnel> is missing encryption agorithm. Null encryption
algorithm must be specified if no encryption is required

ESP tunnel not configured with any encryption algorithm, not even
Null.

VPN_tunnel_disabled
Reconfigure_tunnel.
1

tunnel

2.21.67. no_authentication_algorithm_specified (ID:

01802203)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

No authentication agorithm configured for AH tunnel <tunnel>
AH tunnel is configured without spetication algorithm.

VPN _tunnel_disabled

Reconfigure_tunnel.

1

tunnel

2.21.68. AH_not_supported (ID: 01802204)
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2.21.69. invalid_tunnel_configuration Chapter 2. Log Message Reference

(ID: 01802208)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

AH configured but not supported

Tunnel [tunnel] configured for AH, but AH is not supported.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

tunnel

2.21.69. invalid_tunnel _configuration (ID: 01802208)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

No IPSec transform (AH or ESP) specified for tunnel <tunnel>
IPSec transform type must be specified for tunnel.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

tunnel

2.21.70. invalid_tunnel_configuration (ID: 01802209)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Auto-start tunnel <tunnel> configured for “per-port' or “per-host' SA.

“per-port' or “per-host' SA can not be specified for auto-start tunnels
[tunnel].

VPN_tunnel_disabled
Reconfigure_tunnel.
1

tunnel

2.21.71. invalid_tunnel _configuration (ID: 01802210)

Default Severity
L og Message

Explanation

ERROR
Both “auto-start' and “dont-initiate’ specified for tunnel <tunnel>

Both “auto-start' and “dont-initiate’ can not be specified for atunnel.
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2.21.72. out_of_memory_for_tunnel Chapter 2. Log Message Reference

(ID: 01802211)

Gateway Action
Recommended Action
Revision

Parameters

VPN_tunnel_disabled
Reconfigure_tunnel.
1

tunnel

2.21.72. out_of _memory_for_tunnel (ID: 01802211)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Out of memory. Could not allocate memory for tunnel name! <tunnel>
Out of memory. Could not alocate memory for tunnel name!.
VPN_tunnel_disabled

None.

1

tunnel

2.21.73. invlaid_key_size (ID: 01802214)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Invalid key sizes specified for algorithms
Invalid key sizes specified for algorithms.
VPN _tunnel_disabled
Reconfigure_tunnel.

1

2.21.74. invlaid_key_ size (ID: 01802215)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Algorithm key sizes specified for unknown algorithm
Algorithm key sizes specified for unknown agorithm.
VPN_tunnel_disabled

Reconfigure_tunnel.

1
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2.21.76. invlaid_key_size (ID:
01802217)

Chapter 2. Log Message Reference

2.21.75. invlaid_key size (ID: 01802216)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

ERROR

Algorithm key sizes specified for unknown algorithm
Algorithm key sizes specified for unknown a gorithm.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

2.21.76. invlaid_key_size (ID: 01802217)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Specified key size limitsfor cipher <alg> with fixed key size
Configuration specifies key size limits for cipher with fixed key size.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

ag

2.21.77. invalid_cipher_keysize (ID: 01802218)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Configured max cipher key size <keysize> is bigger than the built-in
maximum <max>

Tunnel configured invalid key size for cipher.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

keysize
max

2.21.78. invalid_key_size (ID: 01802219)

Default Severity

ERROR
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2.21.79. invalid_cipher_keysize (ID:

01802220)

Chapter 2. Log Message Reference

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Tunnel specified key size limits for mac <alg> with fixed key size
Configuration specifies key size limits for cipher with fixed key size.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

ag

2.21.79. invalid_cipher_keysize (ID: 01802220)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Configured max MAC key size <keysize> is bigger than the built-in
maximum <max>

Tunnel configured invalid key size for MAC.
VPN_tunnel_disabled

Reconfigure_tunnel.

1

keysize
max

2.21.80. malformed_tunnel _id_configured (ID:

01802225)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Malformed identity <id> configured for tunnel
Malformed identity specified in configuration.
VPN_tunnel_invalid

Reconfigure_remote id.

1

id

2.21.81. malformed_psk_configured (ID: 01802229)

Default Severity

L og Message

ERROR

Malformed IKE secret (PSK) configured for tunnel
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2.21.82. could_not_insert_cert_to_db
(ID: 01802606)

Chapter 2. Log Message Reference

Explanation
Gateway Action
Recommended Action

Revision

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Malformed IKE secret specified in configuration.
VPN_tunnel_invalid

Reconfigure PSK.

1

2.21.82. could_not_insert_cert_to_db (ID: 01802606)

ERROR

Can not insert CA certificate into local database
Can not insert CA certificate into local database.
certificate disabled

None.

1

2.21.83. could_not_insert_cert _to_db (ID: 01802609)

ERROR

Could not insert certificate into local database
Could not insert certificate into local database.
certificate_disabled

None.

1

2.21.84. warning_ipsec_event (ID: 01800101)

WARNING

Warning event occured, because of <reason>
Warning event from | Psec stack.

None

None.

1

reason
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2.21.86. ike_invalid_proposal (ID:
01800107)

2.21.85. ike_invalid_payload (ID: 01800106)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.21.86. ike_invalid

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

WARNING

Loca IP; <loca_ip>, Remote IP: <remote ip>, Cookies. <cookies>,
Reason: <reason>.

None.
None
None.

1

local_i p
remote_ip

cookies
reason

proposal (ID: 01800107)

WARNING

Loca IP; <loca_ip>, Remote IP: <remote_ip>, Cookies. <cookies>,
Reason: <reason>.

The proposal for the security association could not be accepted.
None

None.

1

local_ip

remote ip

cookies
reason

2.21.87. ike_quickmode_failed (ID: 01800109)

WARNING

Loca IP: <loca_ip>, Remote IP: <remote_ip>, Cookies. <cookies>,
Reason: <reason>.

None.
None
None.

1
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2.21.88. dns_resolve_failed (ID:
01800308)

Chapter 2. Log Message Reference

Parameters

local_ip
remote_ip
cookies
reason

2.21.88. dns_resolve failed (ID: 01800308)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Failed to resolve remote gateway <gateway> for IPsec Tunnel
<ipsectunnel>. Keeping old IP <old_ip>

Failed to resolve remote gateway through DNS.
keeping_old_ip

None.

1

gateway

ipsectunnel
old_ip

2.21.89. dns_resolve_failed (ID: 01800309)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Failed to resolve remote gateway <gateway> for IPsec Tunnel
<ipsectunnel>. Disabling | Psec tunnel

Failed to resolve remote gateway through DNS.
IPsec_tunnel_disabled

None.

1

gateway
ipsectunnel

2.21.90. ippool_does_not_exist (ID: 01800400)

Default Severity
Log Message

Explanation

Gateway Action

WARNING
IP pool does not exist: <ippool>

The config mode pool refersto an IP pool that does not exist. Asares-
ult, IPsec clients using config mode will not be able lease | P addresses.

None
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2.21.91. Recieved_plaintext_packet_fo Chapter 2. Log Message Reference

r_disabled_IPsec_interface (ID:

Recommended Action

Revision

Parameters

Update your config mode configuration.

1

ippool

2.21.91. Recieved_plaintext _packet for_disabled IPse
c_interface (ID: 01800502)

Default Severity
Log Message
Explanation
Gateway Action

Recommended Action

Revision

Parameters

WARNING

IPsec tunnel <ipsec_connection> is disabled. Packet will be dropped

A packed was dropped due to the IPsec interface being disabled.
packet_will_be dropped

This is usualy a consequence of low memory or a bad configuration.
Look for previous log messages to find the cause for the interface be-
ing disabled.

1

ipsec_connection

2.21.92. trigger_non_ip_packet (ID: 01802001)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Trigger for non-1P packet of protocol <proto>. Dropping request for
policy

Trigger for non I P packet, dropping request.
dropping_request

None.

1

proto

2.21.93. rule_not_active (ID: 01802002)

Default Severity
Log Message
Explanation
Gateway Action

Recommended Action

WARNING

Theruleisnot in the active configuration. Dropping request for policy
Theruleis not in the active configuration, dropping request.
dropping_request

None.
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01800502)

Revision

2.21.94. malformed_packet (ID: 01802003)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

Malformed packet for trigger.Dropping request for policy
Malformed packet for trigger, dropping request.
dropping_request

None.

1

2.21.95. max_ipsec_sa negotiations_reached (ID:

01802004)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

WARNING

The maximum number of active Quick-Mode negotiations reached.
Rekey not done.

Maximum number of active Quick-M ode negotiations reached.
rekey_not_done
None.

1

2.21.96. max_number_of tunnels_reached (ID:

01802011)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
Negotiation aborted due to license restrictions <maxtunnels>

Reached max number of allowed active VPN tunnels according to li-
cense.

ike_negotiation_aborted
Reconfigure_|Psec.
1

maxtunnels
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2.21.98. ike_sa_negotiation_failed (ID:
01802031)

2.21.97. ike_sa failed (ID: 01802022)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

Default Severity

WARNING

Ike SA negotiation failed: <statusmsg>
Negotiation of IKE SA failed.

no_ike sa

None.

1

statusmsg

2.21.98. ike_sa_negotiation_failed (ID: 01802031)

WARNING

Type of the local ID <localid> is not KEY-ID for the mamros-ps-
keyext negotiation. The negotiation might fail.

Type of the local ID is not KEY-ID for the mamros-pskeyext negoti-
ation. The negotiation might fail.

no_ike sa
None.
1

localid

2.21.99. could_not_decode_certificate (ID: 01802600)

WARNING

Could not decode Certificate to pem format. The certificate may be
corrupted or it was given in unrecognized format.

Could_not_decode_certificate.
certificate_invalid
None.

1

2.21.100. could _not_convert_certificate (ID: 01802601)

WARNING
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2.21.101. could_not_get_subject_nam Chapter 2. Log Message Reference

_from_ca_cert (ID: 01802602)

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Could not convert CMi certificate to X.509 certificate
Could not convert CMi certificate to X.509 certificate.
certificate _invalid

None.

1

2.21.101. could _not_get _subject nam_from_ca cert

(ID: 01802602)

Default Severity

Log Message

Explanation
Gateway Action
Recommended Action

Revision

WARNING

Could not get subject name from a CA certificate. This certificate is
not usable as an | Psec authenticator, and is not inserted into loal list of
trusted CAs

Could not get subject name from a CA certificate.

certificate not_trusted

None.

1

2.21.102. could_not_set_cert_to_non_CRL_issuer (ID:

01802603)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

WARNING

Could not set CA certificate to non-CRL issuer. This may cause au-
thentication errorsif valid CRLs are not available

Could not set CA certificate to non-CRL issuer.
certificate_not_usable if no valid CRLs
None.

1

2.21.103. could_not_force cert to_be trusted (ID:

01802604)

Default Severity
Log Message

Explanation

WARNING
Could not force CA certificate as a point of trust

Could not force CA certificate as a point of trust.
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2.21.104. could_not_trusted_set_for_c Chapter 2. Log Message Reference

ert (ID: 01802605)

Gateway Action
Recommended Action

Revision

certificate disabled
None.

1

2.21.104. could _not_trusted set for_cert (ID:

01802605)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

Could not set the trusted set for a CA certificate
Could not set the trusted set for a CA certificate.
certificate_disabled

None.

1

2.21.105. could _not_decode_certificate (ID: 01802607)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

WARNING

Could not decode Certificate to pem format. The certificate may be
corrupted or it was given in unrecognized format.

Could not_decode certificate.
certificate invalid
None.

1

2.21.106. could_not_loack_certificate (ID: 01802608)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

Could not lock certificate in cache
Could not lock certificate in cache.
certificate invalid

None.

1

2.21.107. could _not_decode_crl (ID: 01802610)
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2.21.108. Certificate_contains_bad_IP Chapter 2. Log Message Reference

_address (ID: 01802705)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

WARNING

Could not decode CRL. The certificate may be corrupted or it was giv-
en in unrecognized format. File format may be wrong

Could_not_decode CRL.
certificate_invalid
None.

1

2.21.108. Certificate _contains_bad IP_address (ID:

01802705)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Certificate contains bad | P address: length=<len>
Certificate contains bad | P address.
try_next_certificate

None.

1

len

2.21.109. dn_name_as_subject_alt_name (ID:

01802706)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Directory names are not supported as subject aternative names. Skip-
ping DN: <dn_name>

Directory specified as subject alternative name.
skip_dn_name

None.

1

dn_name

2.21.110. could _not_decode_certificate (ID: 01802707)
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2.21.111. event_on_ike_sa (ID:

Chapter 2. Log Message Reference

01802715)
Default Severity WARNING
L og Message Could not decode Certificate to pem format. The certificate may be
corrupted or it was given in unrecognized format.
Explanation Could not_decode certificate.

Gateway Action
Recommended Action

Revision

certificate_invalid
None.

1

2.21.111. event_on_ike_sa (ID: 01802715)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Event: <msg> occured for IKE SA: <side>. Internal severity level:
<int_severity>

Event occured at IKE SA.
None

None.

1

side

msg
int_severity

2.21.112. ipsec_sa selection_failed (ID: 01802717)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Selection of IPSec SA failed due to <reason>. Interna severity level:
<int_severity>

Failed to select a SA.
no_ipsec_sa selected
None.

1

reason
int_severity

2.21.113. certificate_search_failed (ID: 01802718)

Default Severity

WARNING

199



2.21.114. ipsec_sa_event (ID:
01802730)

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Certificate manager search failure: <reason>. Internal severity level:
<int_severity>

Search for matching certificate failed.
certificate failure

None.

1

reason
int_severity

2.21.114. ipsec_sa_event (ID: 01802730)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

IPSec SA negotiation event; <msg>, <local_proxy>, <remote_proxy>.
Internal severity level: <int_severity>

Event occured for |PSec SA.
None
None.

1

msg
local_proxy
remote_proxy
int_severity

2.21.115. ipsec_sa_event (ID: 01802731)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

IPSec SA negotiation event: <msg>. Internal severity level:
<int_severity>

Event occured for |PSec SA.
None
None.

1

msg
int_severity

2.21.116. malformed_ike sa proposal (ID: 01803000)
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2.21.117. ike_phasel_notification (ID: Chapter 2. Log Message Reference
01803003)

Default Severity WARNING

L og Message Malformed IKE SA proposal: <reason>
Explanation Received amalformed IKE SA proposal.
Gateway Action None

Recommended Action None.

Revision 1

Parameters reason

2.21.117. ike_phasel notification (ID: 01803003)

Default Severity WARNING
L og Message <status> Phase-1 notification from <remote peer> for protocol
<proto>, SPI <spi>: <msg> (<type>) (<size> bytes)
Explanation Received a |KE Phase-2 notification.
Gateway Action None
Recommended Action None.
Revision 1
Parameters status
remote_peer
proto
spi
msg
type
size

2.21.118. ipsec_sa failed (ID: 01803020)

Default Severity WARNING

L og Message IPsec SA negotiation failed: <statusmsg>
Explanation Negotiation of 1Psec SA failed.

Gateway Action no_ipsec_sa

Recommended Action None.

Revision 1

Parameters statusmsg

2.21.119. rejecting_ipsec_sa_delete (ID: 01803027)
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2.21.120. rejecting_ipsec_sa_delete
(ID: 01803028)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Rejecting IPsec SA delete notification from <remote peer> since it
was for protocol <proto>

Rejected IPsec SA delete notification due to protocol mismatch.
None

None.

1

remote_peer
proto

2.21.120. rejecting_ipsec_sa delete (ID: 01803028)

WARNING

Rejecting IPsec SA delete notification from <remote_peer> since the
SPI size <spi_size> does not match the expected value 4

Rejected IPsec SA delete notification because the SPI size did not
match the expected value 4.

None
None.
1

remote_peer
spi_size

2.21.121. ike_phase2_notification (ID: 01803029)

WARNING

<status> Phase-2 notification from <remote peer> for protocol
<proto>, SPI <spi>: <msg> (<type>) (<size> bytes)

Received a IKE Phase-2 notification.
None

None.

1

status
remote_peer
proto

Spi

msg
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2.21.122. ike_gm_notification (ID: Chapter 2. Log Message Reference
01803030)

type
size

2.21.122. ike_gm_notification (ID: 01803030)

Default Severity WARNING
L og Message Quick-Mode notification from <remote peer> for protocol <proto>,
SPI <spi>: <msg> (<type>) (<size> bytes)
Explanation Received a IKE Quick-Mode notification.
Gateway Action None
Recommended Action None.
Revision 1
Parameters remote_peer
proto
spi
msg
type
size

2.21.123. malformed_ipsec_sa_ proposal (ID:
01803050)

Default Severity WARNING

L og Message Malformed |Psec SA proposal: <reason>
Explanation Received amalformed | Psec SA proposal.
Gateway Action None

Recommended Action None.

Revision 1

Parameters reason

2.21.124. malformed _ipsec_esp_proposal (ID:
01803051)

Default Severity WARNING

L og Message Malformed | Psec ESP proposal: <reason>
Explanation Received a malformed | Psec ESP proposal.
Gateway Action None

203



2.21.125. malformed_ipsec_ah_propo Chapter 2. Log Message Reference
sal (ID: 01803052)

Recommended Action None.
Revision 1
Parameters reason

2.21.125. malformed_ipsec_ah_proposal (ID:
01803052)

Default Severity WARNING

L og Message Malformed |Psec AH proposal: <reason>
Explanation Received amalformed | Psec AH proposal.
Gateway Action None

Recommended Action None.

Revision 1

Parameters reason

2.21.126. failed _to_select_ipsec_proposal (ID:
01803053)

Default Severity WARNING

L og Message Could not select proposal for IPSec SA <sa index>
Explanation Could not select proposal for IPSec SA.

Gateway Action None

Recommended Action None.

Revision 1

Parameters sa_index

2.21.127. audit_event (ID: 01800103)

Default Severity NOTICE

L og Message Source |P: <source_ip>, Destination IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

Explanation An audit event occured in the | Psec stack.

Gateway Action None

Recommended Action None.
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2.21.128. audit_flood (ID: 01800104) Chapter 2. Log Message Reference

Revision

Parameters

1

source ip
dest ip
spi

seq
protocol
reason

2.21.128. audit_flood (ID: 01800104)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

<reason>.

Therate limit for audit messages was reached.
None

None.

1

reason

2.21.129. ike_delete_notification (ID: 01800105)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Locd IP: <loca_ip>, Remote IP: <remote ip>, Cookies. <cookies>,
Reason: <reason>.

None.
None
None.

1

local i p
remote ip

cookies
reason

2.21.130. ike_retry limit_reached (ID: 01800108)

Default Severity

L og Message

Explanation

NOTICE

Loca IP; <loca_ip>, Remote IP: <remote ip>, Cookies. <cookies>,
Reason: <reason>.

The retry limit for transmitting | SAKM P messages was reached.
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2.21.131. packet_corrupt (ID:

01800110)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

None
None.
1

local_ip
remote_ip
cookies
reason

2.21.131. packet_corrupt (ID: 01800110)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source ip>, Destination |IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

Received a corrupt packet.
drop

None.

1

source ip

dest ip

Spi

protocol
reason

2.21.132. icv_failure (ID: 01800111)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source_ip>, Destination IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

The computed and ICV of the received packet did not match.
drop

None.

1

source_ip

dest ip

spi

protocol
reason

206



2.21.134. sa_lookup_failure (ID:
01800113)

Chapter 2. Log Message Reference

2.21.133. sequence_number_failure (ID: 01800112)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source_ip>, Destination IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

The received packet did not fall within the dliding window.
drop

None.

1

source_ip
dest ip
spi

seq
protocol
reason

2.21.134. sa_lookup_failure (ID: 01800113)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source ip>, Destination IP; <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

The received packet could not be mapped to an appropriate SA.
drop

None.

1

source ip

dest ip

spi

protocol
reason

2.21.135. ip_fragment (ID: 01800114)

Default Severity

L og Message

Explanation

Gateway Action

NOTICE

Source IP: <source _ip>, Destination IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

The packet offered to AH/ESP processing appears to be an IP frag-
ment.

None
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2.21.136. sequence_number_overflow Chapter 2. Log Message Reference

(ID: 01800115)

Recommended Action
Revision

Parameters

None.
1

source ip
dest ip
spi

protocol
reason

2.21.136. sequence_number_overflow (ID: 01800115)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source_ip>, Destination IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

An attempt to transmit a packet that would result in sequence number
overflow.

None
None.
1

source ip
dest ip
Spi

Seq
protocol
reason

2.21.137. bad_padding (ID: 01800116)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source_ip>, Destination IP: <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

The received packet has incorrect padding.
drop

None.

1

source_ip

dest ip

spi

protocol
reason
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2.21.139. hardware_acceleration_failu Chapter 2. Log Message Reference

re (ID: 01800118)

2.21.138. hardware_accelerator_congested (ID:

01800117)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source ip>, Destination |IP; <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

Hardware accleration failed due to resource shortage.
drop

None.

1

source_ip
dest ip
spi

seq
protocol
reason

2.21.139. hardware_acceleration_failure (ID: 01800118)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Source IP: <source ip>, Destination IP; <dest_ip>, SPI: <spi>, Seq:
<seg>, Protocol: <protocol>, Reason: <reason>.

Hardware acceleration failed due to resource shortage, a corrupt packet
or other hardware related error.

drop
None.

1
source_ip
dest ip
spi

protocol
reason

2.21.140. cfgmode_ip_freed (ID: 01800402)

Default Severity
L og Message

Explanation

NOTICE
Returned a dynamic cfg mode I P <ip> to the | P pool

A dynamically alocated ip used for IKE cfg mode was returned to the
IP pool.
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2.21.141. recieved_packet_to_disable Chapter 2. Log Message Reference

d_IPsec (ID: 01800500)

Gateway Action
Recommended Action
Revision

Parameters

None
None.

1

ip

2.21.141. recieved _packet to_disabled IPsec (ID:

01800500)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

NOTICE

received plaintext packet disabled |PSec. Packet will be dropped
Received plain text packet to IPsec while disabled.
packet_will_be dropped

None.

1

2.21.142. recieved_packet_to_disabled IPsec (ID:

01800501)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

NOTICE

Received plain text packet to 1Psec while shutting down. Packet will
be dropped

Received plain text packet to 1Psec while shutting down.
packet_will_be dropped
None.

1

2.21.143. rule_selection_failed (ID: 01802300)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

NOTICE

Rule selection failed: <info>. Internal severity level: <int_severity>
Rule selection failed!.

None

None.

1
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2.21.144. max_phasel _sa reached Chapter 2. Log Message Reference
(ID: 01802400)

Parameters info
int_severity

2.21.144. max_phasel sa reached (ID: 01802400)

Default Severity NOTICE

L og Message The maximum number of active Phase-1 SAs reached
Explanation Maximum number of active Phase-1 SAs reached.
Gateway Action negotiation_aborted

Recommended Action None.

Revision 1

2.21.145. max_phasel negotiations_reached (ID:
01802402)

Default Severity NOTICE

Log Message The maximum number of active Phase-1 negotiations reached
Explanation Maximum number of active Phase-1 negotiations reached.
Gateway Action negotiation_aborted

Recommended Action None.

Revision 2

2.21.146. max_active_quickmode_negotiation_reached
(ID: 01802403)

Default Severity NOTICE

L og Message The maximum number of active Quick-Mode negotiations reached
Explanation Maximum number of active Quick-M ode negotiations reached.
Gateway Action quick-mode_not_done

Recommended Action None.

Revision 1

2.21.147. commit suceeded (ID: 01800201)
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2.21.148. IPsec_succesfully_started
(ID: 01800202)

Chapter 2. Log Message Reference

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

INFORMATIONAL
Commit suceeded - recalculating flows and reapplying routes

Succeeded to commit IPsec configuration. Flows will be recalculated
and reapplied.

None
None.

1

2.21.148. IPsec_succesfully started (ID: 01800202)

INFORMATIONAL

IPsec is up and running
IPsec configured and started.
None

None.

1

2.21.149. reconfig_IPsec (ID: 01800211)

INFORMATIONAL
Reconfiguration of |Psec started
Reconfiguration of 1Psec started.
I psec_reconfigurated

None.

1

2.21.150. ipsec_started_suceessfully (ID: 01800214)

INFORMATIONAL

IPSec started successfully

Suceeded to create Policymanger and commit | PSec configuration.
ipsec_started

None.

1
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2.21.151. Default_IKE_DH_groups_will Chapter 2. Log Message Reference

_be_used (ID: 01800303)

2.21.151. Default IKE_DH_groups_will be used (ID:

01800303)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

Default configuration for IKE DH groups (2 and 5) will be used for
tunnel: <tunnel>

Inform that default DH groups settings will be used.
Use default IKE_DH_groups

None.

1

tunnel

2.21.152. new_remote_gw _ip (ID: 01800315)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

Resolved remote-gateway <gateway> to IP <ip> for IPsec tunnel
<ipsectunnel>

Tunnel have succesfully been reconfigured after remote gateway have
been resolved.

None
None.

1
gateway

ipsectunnel
ip

2.21.153. peer_is_dead (ID: 01800317)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL
Peer <peer> has been detected dead

A remote peer have been detected as dead. This will cause all tunnels
associated with the peer to be taken down.

IPsec_tunnel_disabled
None.
1

peer
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2.21.154. ike_sa_negotiation_complet Chapter 2. Log Message Reference

ed (ID: 01802024)

2.21.154. ike_sa_negotiation_completed (ID: 01802024)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

IKE SA <options> negotiation completed: <mode> using <auth>
(<encryption><keysize> - <hash>) Diffie-Hellman group <dhgroup>
(<bits>) Lifetime: <lifetime> seconds

Negotiation of IKE SA completed.
None

None.

1

options
mode

auth
encryption
keysize
hash
dhgroup
bits
lifetime

2.21.155. ike_sa negotiation_failed (ID: 01802030)

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

INFORMATIONAL

No IKE SA negotiations done. Reason: The authentication credentials
were not specified or private key was not available

No IKE SA negotiations done because of authentication problems.
no_ike sa
None.

1

2.21.156. ipsec_sa_negotiation_completed (ID:

01802040)

Default Severity
Log Message
Explanation
Gateway Action

Recommended Action

INFORMATIONAL

IPSec SA <sa> <info> negotiation completed:
Child SA negotiatiion successfully completed.
ipsec_sa enabled

None.
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2.21.157. ipsec_sa_informal (ID:

Chapter 2. Log Message Reference

Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

1

sa
info

2.21.157. ipsec_sa _informal (ID: 01802041)

INFORMATIONAL

PFS using Diffie-Hellman group: <dhgroup> (<hits>)

Information about PFS and Diffie Hellman group used for Child SA.
None

None.

1

dhgroup
bits

2.21.158. ipsec_sa informal (ID: 01802043)

INFORMATIONAL

Inbound SPI:<spiin> | Outbound SPl:<spiout> | Algorithm:<alg>
<keysize> <mac>

Log information about SPI-values and algorithms for Child SA.
None
None.

1

spiin
spiout
ag
keysize
mac

2.21.159. ipsec_sa _informal (ID: 01802044)

INFORMATIONAL

Inbound SPI:<spiin> | Outbound SPI:<spiout> | Algoritm:<mac>
Log information about SPI-values and algorithms fro Child SA.
None

None.
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2.21.160. ipsec_sa_lifetime (ID:

Chapter 2. Log Message Reference

Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

1

spiin
spiout
mac

2.21.160. ipsec_sa lifetime (ID: 01802045)

INFORMATIONAL

Locadl lifetime child SA: <kb> kilobytes, <sec> seconds
Inform about lifetime for child SA:.

None

None.

1

kb
sec

2.21.161. ipsec_sa lifetime (ID: 01802046)

INFORMATIONAL

Local lifetime child SA: <sec> seconds
Inform about lifetime for child SA:.
None

None.

1

sec

2.21.162. ipsec_sa_lifetime (ID: 01802047)

INFORMATIONAL

Local lifetime child SA: <kb> kilobytes
Inform about lifetime for child SA:.
None

None.

1

kb
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2.21.163. ipsec_sa_lifetime (ID: Chapter 2. Log Message Reference
01802048)

2.21.163. ipsec_sa_lifetime (ID: 01802048)

Default Severity INFORMATIONAL

L og Message Local lifetime child SA: infinite
Explanation Inform about lifetime for child SA.
Gateway Action None

Recommended Action None.

Revision 1

2.21.164. ipsec_sa _informal (ID: 01802058)

Default Severity INFORMATIONAL
L og Message Local Proxy ID: <local_id>, Remote Proxy ID: <remote_id>
Explanation Information about Proxy ID's for Child SA.
Gateway Action None
Recommended Action None.
Revision 1
Parameters local_id
remote id

2.21.165. ike_sa_negotiation_completed (ID: 01802703)

Default Severity INFORMATIONAL

L og Message IKE SA: Local IKE peer: <loca_peer> Remote IKE peer:
<remote peer> Spi vaues. <spis>. Interna severity level:
<int_severity>

Explanation Ike SA sucessfully installed.
Gateway Action ike_sa_completed
Recommended Action None.
Revision 1
Parameters local_peer

remote_peer

spis

int_severity

2.21.166. ike_sa _negotiation_completed (ID: 01802704)
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2.21.167. ike_sa_destroyed (ID: Chapter 2. Log Message Reference
01802708)

Default Severity INFORMATIONAL

L og Message IKE SA: Local IKE peer: <loca peer> Remote |IKE peer:
<remote_peer>. Internal severity level: <int_severity>

Explanation Ike SA sucessfully installed.

Gateway Action ike_sa completed

Recommended Action None.

Revision 1

Parameters local _peer
remote_peer
int_severity

2.21.167. ike_sa _destroyed (ID: 01802708)

Default Severity INFORMATIONAL

L og Message IKE SA destroyed: <ike sa>
Explanation Ike SA isdestroyed.
Gateway Action ike_sa killed
Recommended Action None.

Revision 1

Parameters ike sa

2.21.168. cfgmode_exchange event (ID: 01802709)

Default Severity INFORMATIONAL

L og Message Event occured for config mode <cfgmode> exchange: <msg>. Internal
severity level: <int_severity>

Explanation Config mode exchange event.

Gateway Action None

Recommended Action None.

Revision 1

Parameters cfgmode
msg
int_severity

2.21.169. remote _access_address (ID: 01802710)
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2.21.170. remote_access_dns (ID:
01802711)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

Addresses for remote access attributes: <ipaddr> expires time <time>
Addresses for remote access attributes.

None

None.

1

ipaddr
[time]

2.21.170. remote_access_dns (ID: 01802711)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

DNS for remote access attributes: <dns_server>
DNS for remote access attributes.

None

None.

1

dns_server

2.21.171. remote_access_wins (ID: 01802712)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

WINS for remote access attributes: <win>
WINS for remote access attributes.

None

None.

1

win

2.21.172. remote_access_dhcp (ID: 01802713)

Default Severity

L og Message

INFORMATIONAL

DHCP for remote access attributes: <dhcp_s>
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2.21.173. remote_access_subnets (ID: Chapter 2. Log Message Reference
01802714)

Explanation DHCP remote access attributes.
Gateway Action None

Recommended Action None.

Revision 1

Parameters dhep_s

2.21.173. remote_access_subnets (ID: 01802714)

Default Severity INFORMATIONAL

L og Message Subnets remote access attributes: <subnets>
Explanation Subnets remote access attributes.

Gateway Action None

Recommended Action None.

Revision 1

Parameters subnets

2.21.174. ipsec_sa destroyed (ID: 01802732)

Default Severity INFORMATIONAL
L og Message IPSec SA destroyed: Inbound SPI: <spiin> | Outbound SPI: <spiout>
Explanation IPSec SA have been destroyed.
Gateway Action None
Recommended Action None.
Revision 1
Parameters sp!in
spiout

2.21.175. (ID: 01802735)

Default Severity INFORMATIONAL

L og Message L2TP <side> negotiation event: <msg>. <local_peer>, <remote_peer>.
Internal severity level: <int_severity>

Explanation L2TP negotiation event.

Gateway Action |2tp_negotiation_event
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2.21.176. (ID: 01802736)

Chapter 2. Log Message Reference

Recommended Action
Revision

Parameters

None.
1

side

msg
local_peer
remote_peer
int_severity

2.21.176. (ID: 01802736)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

L2TP <side> negotiation event: <msg>. <local_id>, <remote id>. In-
ternal severity level: <int_severity>

L2TP negotiation event.
|2tp_negotiation_event
None.

1

side

msg

local_id

remote_id
int_severity

2.21.177. failed_to_select_policy_rule (ID: 01803001)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

INFORMATIONAL

Could not select policy rule
Could not select policy rule.
None

None.

1

2.21.178. failed_to_select_ike_sa (ID: 01803002)

Default Severity
L og Message

Explanation

INFORMATIONAL
Could not select SA from IKE SA proposal

Could not select SA from IKE SA proposal .
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2.21.179. ipsec_sa_statistics (ID: Chapter 2. Log Message Reference
01803021)

Gateway Action None
Recommended Action None.
Revision 1

2.21.179. ipsec_sa_statistics (ID: 01803021)

Default Severity INFORMATIONAL

L og Message IPsec SA negotiations: <done> done, <success> successful, <failed>
failed

Explanation IPsec SA datistics.

Gateway Action None

Recommended Action None.

Revision 1

Parameters done
success
failed

2.21.180. config_mode_exchange_event (ID: 01803022)

Default Severity INFORMATIONAL
L og Message Config Mode exchange event: <msg>. <reason>.
Explanation A Config Mode exchange event occured.
Gateway Action None
Recommended Action None.
Revision 1
Parameters msg
reason

2.21.181. config_mode_exchange event (ID: 01803023)

Default Severity INFORMATIONAL

L og Message Config Mode exchange event: <msg>.
Explanation A Config Mode exchange event occured.
Gateway Action None

Recommended Action None.
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2.21.182. xauth_exchange_done (ID: Chapter 2. Log Message Reference

01803024)

Revision

Parameters

msg

2.21.182. xauth_exchange done (ID: 01803024)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

XAuth exchange done: <statusmsg>

Information about the result of a completed X Auth exchange.
None

None.

1

statusmsg

2.21.183. config_mode_exchange event (ID: 01803025)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

Config Mode exchange event: <msg>. <reason>.
A Config Mode exchange event occured.

None

None.

1

msg
reason

2.21.184. config_mode_exchange event (ID: 01803026)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

INFORMATIONAL

Config Mode exchange event: <msg>.

A Config Mode exchange event occured.
None

None.

1

msg
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2.21.186. failed_to_select_ipsec_sa Chapter 2. Log Message Reference
(ID: 01803054)

2.21.185. failed _to_verify peer_identity (ID: 01803040)

Default Severity INFORMATIONAL

L og Message Could not verify remote peer's identity
Explanation Could not verify remote peer's identity.
Gateway Action None

Recommended Action None.

Revision 1

2.21.186. failed _to_select_ipsec_sa (ID: 01803054)

Default Severity INFORMATIONAL

L og Message Could not select SA from IPsec SA proposal
Explanation Could not select SA from IPsec SA proposal.
Gateway Action None

Recommended Action None.

Revision 1
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2.22. IP_ERROR

Chapter 2. Log Message Reference

2.22.IP_ERROR

These log messages refer to the IP_ERROR (Packet discarded due to IP header error(s)) cat-

egory.

2.22.1. too_small _packet (ID: 01500001)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Packet is too small to contain |Pv4 header

The received packet istoo small to contain an IPv4 header, and will be
dropped.

drop
None.
1

Rule Name
Packet Buffer

2.22.2. disallwed _ip_ver (ID: 01500002)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Disallowed IP version <ipver>

The received packet has a disallowed IP version, and will be dropped.
drop

None.

1

ipver

Rule Name
Packet Buffer

2.22.3. invalid _ip_length (ID: 01500003)

Default Severity

L og Message

Explanation

WARNING

Invalid IP header length - [IPTotLen=<iptotlen>, IPH-
drLen=<iphdrlen>

The received packet IP header specifies an invalid length. The IP
Header length can never be smaller than 20 bytes or longer than the
total packet length. Dropping packet.
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2.22.4. invalid_ip_length (ID:
01500004)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

drop
None.
1

iptotlen
iphdrlen

Rule Name
Packet Buffer

2.22.4. invalid_ip_length (ID: 01500004)

WARNING
Invalid IP header length, | PTotL en=<iptotlen>, RecvL en=<recvlen>

The received packet |P total length is larger than the received transport
data. Dropping packet.

drop
None.
1

iptotlen
recvlen

Rule Name
Packet Buffer

2.22.5. invalid_ip_checksum (ID: 01500005)

WARNING

Invalid IP header checksum - RecvChkSum=<recvchksum>, CompCh-
kSum=<compchksum>

The received packet | P header checksum isinvalid, dropping packet.
drop

None.

1

recvchksum
compchksum

Rule Name
Packet Buffer
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2.23. IP_FLAG

Chapter 2. Log Message Reference

2.23.IP_FLAG

These log messages refer to the IP_FL AG (Events concerning the | P header flags) category.

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
L og Message
Explanation

Gateway Action

2.23.1. ttl_low (ID: 01600001)

WARNING

Received packet with too low TTL of <ttl>. TTLMin is <ttimin>. 1g-
noring

The received packet hasa TTL (Time-To-Live) field which istoo low.
Ignoring and forwarding packet anyway.

ignore
None.
1

ttl
ttlmin

Rule Name
Packet Buffer

2.23.2.ip_rsv_flag_set (ID: 01600003)

WARNING

The IP Reserved Flag was set, stripping

The received packet has the |P Reserved Flag set. Removing it.
strip_flag

None.

1

Rule Name
Packet Buffer

2.23.3.ip_rsv_flag_set (ID: 01600002)

NOTICE
The IP Reserved Flag was set. Ignoring
The received packet has the P Reserved Flag set. Thisisignored.

ignore
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2.23.3.ip_rsv_flag_set (ID: 01600002) Chapter 2. Log Message Reference

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer
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2.24. 1P_OPT

Chapter 2. Log Message Reference

2.24.IP_OPT

These log messages refer to the IP_OPT (Events concer ning the | P header options) category.

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

2.24.1. ipoptlen_too_small (ID: 01700010)

WARNING
Type <ipopt> is multibyte, available <avail>. Dropping

The IP Option type is multi byte which requires two bytes, and thereis
less than two bytes available. Dropping packet.

drop
None.

1

ipopt
minoptlen
avall

Rule Name
Packet Buffer

2.24.2. ipoptlen_invalid (ID: 01700011)

WARNING

Type <ipopt> claims len=<optlen>, available=<avail>. Dropping
The IP Option type does not fit in the option space. Dropping packet.
drop

None.

1

ipopt
optlen
avail

Rule Name
Packet Buffer

2.24.3. multiple_ip_option_routes (ID: 01700012)

WARNING

Multiple source/return routes in IP options. Dropping
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2.24.4. bad_length (ID: 01700013)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

There are multiple source/return routes specified among the IP Op-
tions. Dropping packet.

drop
None.
1

Rule Name
Packet Buffer

2.24.4. bad_length (ID: 01700013)

WARNING

IP Option Type <ipopt>: Bad length <optlen> for <route> Route.
Dropping

Aninvalid length is specified for the | P Option type. Dropping packet.
drop
None.

1

ipopt
optlen
route

Rule Name
Packet Buffer

2.24.5. bad_route_pointer (ID: 01700014)

WARNING

IP Option Type <ipopt>: Bad Source Route Pointer <routeptr>. Drop-
ping

The packet has a Source Route Pointer, which is invalid. Dropping
packet.

drop
None.

1

ipopt
routeptr

Rule Name
Packet Buffer
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2.24.7. multiple_ip_option_timestamp
s (ID: 01700016)

2.24.6. source_route_disallowed (ID: 01700015)

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Source route | P option disallowed. Dropping

The packet has a source route, which is disallowed. Dropping packet.
drop

None.

1

Rule Name
Packet Buffer

2.24.7. multiple_ip_option_timestamps (ID: 01700016)

WARNING
Multiple timestamps in | P options. Dropping

The packet contains mutliple timestamps in IP Options. Dropping
packet.

drop
None.
1

Rule Name
Packet Buffer

2.24.8. bad_timestamp_len (ID: 01700017)

WARNING
IP Option Type <ipopt>: Bad length <optlen>. Dropping

The packet contains an 1P Option, which has an invalid lengh. Drop-
ping packet.

drop
None.

1

ipopt
optlen

Rule Name
Packet Buffer

231



2.24.9. bad_timestamp_pointer (ID:
01700018)

Chapter 2. Log Message Reference

2.24.9. bad_timestamp_pointer (ID: 01700018)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

2.24.11. timestamp _

Default Severity
Log Message

Explanation

Gateway Action

WARNING

IP Option Type <ipopt>: Bad Timestamp Pointer <tsptr>. Dropping
The packet contains an invalid Timestamp Pointer. Dropping packet.
drop

None.

1

ipopt
tsptr

Rule Name
Packet Buffer

2.24.10. bad_timestamp_pointer (ID: 01700019)

WARNING

IP Option Type <ipopt>: Bad Timestamp Pointer <tsptr> with over-
flow <oflo>. Dropping

The packet contains an invalid Timestamp Pointer, with Overflow.
Dropping packet.

drop
None.

1

ipopt
tsptr
oflo

Rule Name
Packet Buffer

disallowed (ID: 01700020)

WARNING
Timestamp | P option disallowed. Dropping

The packet contains a timestamp IP Option, which is disallowed.
Dropping packet.

drop
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2.24.12. router_alert_bad_len (ID:
01700021)

Chapter 2. Log Message Reference

Recommended Action
Revision

Context Parameters

None.
1

Rule Name
Packet Buffer

2.24.12. router_alert_bad len (ID: 01700021)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
IP Option Type <ipopt>: Bad length <optlen>. Dropping

Packet contains a router alert IP Option, which has an invalid Length.
Dropping packet.

drop
None.

1

ipopt
optlen

Rule Name
Packet Buffer

2.24.13. router_alert_disallowed (ID: 01700022)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Router Alert P Option disallowed. Dropping

The packet contains a timestamp IP Option, which is disallowed.
Dropping packet.

drop
None.
1

Rule Name
Packet Buffer

2.24.14. ipopt_present_disallowed (ID: 01700023)

Default Severity
Log Message

Explanation

WARNING
IP Option <ipopt>(<optname>) is present. Dropping

The packet contains an IP Option, which is disallowed. Dropping
packet.
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2.24.15. source_route (ID: 01700001) Chapter 2. Log Message Reference

Gateway Action drop
Recommended Action None.
Revision 1
Parameters ipopt
optname
Context Parameters Rule Name
Packet Buffer

2.24.15. source_route (ID: 01700001)

Default Severity NOTICE
L og Message Packet has a source route
Explanation The packet has a source route. Ignoring.
Gateway Action ignore
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer

2.24.16. timestamp (ID: 01700002)

Default Severity NOTICE
L og Message Packet has a timestamp IP Option
Explanation The packet contains a timestamp | P Option. Ignoring.
Gateway Action ignore
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer

2.24.17. router_alert (ID: 01700003)

Default Severity NOTICE
L og Message Packet has a router alert IP option
Explanation The packet contains arouter alert IP Option. Ignoring.
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2.24.18. ipopt_present (ID: 01700004)

Gateway Action
Recommended Action
Revision

Context Parameters

ignore
None.
1

Rule Name
Packet Buffer

2.24.18. ipopt_present (ID: 01700004)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

IP Option <ipopt>(<optname>) is present
The packet contains an | P Option. Ignoring.
ignore

None.

1

ipopt
optname

Rule Name
Packet Buffer
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2.25. IP_PROTO Chapter 2. Log Message Reference

2.25.IP_PROTO

These log messages refer to the IP_PROTO (1P Protocol verification events) category.

2.25.1. multicast_ethernet_ip_address_missmatch (ID:
07000011)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

2.25.3. ttl_zero (ID

Default Severity

WARNING

Received packet with a destination IP address <ip_multicast_addr>
that does not match the Ethernet multicast address
<eth_multicast_addr>

A packet was received with an |P multicast Ethernet address as destin-
ation address. The |P address in the | P header does however not match
it. Dropping packet.

drop

None.

1

ip_multicast_addr
eth_multicast_addr

Rule Name
Packet Buffer

2.25.2. invalid_ip4 _header_length (ID: 07000012)

WARNING
Invalid IP4 Header length - total length is <totlen> bytes. Dropping

The packet contains an invalid |P4 Header Length. The total length is
more than 64 Kb, which is not allowed. Dropping packet.

drop
None.
1
totlen

Rule Name
Packet Buffer

© 07000013)

WARNING
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2.25.4. ttl_low (ID: 07000014) Chapter 2. Log Message Reference

L og Message Received packet with zero TTL. Dropping

Explanation A packet was received with a TTL (Time-To-Live) field set to zero,
which is not allowed. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.25.4. ttl_low (ID: 07000014)

Default Severity WARNING

L og Message Received packet with too low TTL of <ttl>. TTLMin is <ttimin>.
Dropping

Explanation The received packet hasa TTL (Time-To-Live) field which istoo low.
Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters ttl
ttimin

Context Parameters Rule Name
Packet Buffer

2.25.5.ip_rsv_flag_set (ID: 07000015)

Default Severity WARNING
L og Message The IP Reserved Flag was set. Dropping
Explanation The received packet has the |P Reserved Flag set. Dropping packet.
Gateway Action drop
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer

2.25.6. oversize tcp (ID: 07000018)
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2.25.7. invalid_tcp_header (ID:
07000019)

Chapter 2. Log Message Reference

Default Severity WARNING
L og Message Configured size limit for the TCP protocol exceeded. Dropping
Explanation The configured size limit for the TCP protocol was exceeded. Drop-

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ping packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

2.25.7. invalid_tcp_header (ID: 07000019)

WARNING

Invalid TCP  header -
drLen=<tcphdrlen>. Dropping

IPDatal en=<ipdatalen>, @ TCPH-

The TCP packet contains an invalid header. Dropping packet.
drop

None.

1

ipdatalen
tcphdrlen

Rule Name
Packet Buffer

2.25.8. oversize _udp (ID: 07000021)

WARNING
Configured size limit for the UDP protocol exceeded. Dropping

The configured size limit for the UDP protocol was exceeded. Drop-
ping packet.

drop
This can be changed under the Advanced Settings section.
1

proto
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2.25.9. invalid_udp_header (ID:
07000022)

Chapter 2. Log Message Reference

Context Parameters

2.25.9. invalid_udp_

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Rule Name
Packet Buffer

header (ID: 07000022)

WARNING

Invalid UDP header - |PDatalen=<ipdataen>, UDPTo-
tLen=<udptotlen>. Dropping

The UDP packet contains an invalid header. Dropping packet.
drop

None.

1

ipdatalen
udptotien

Rule Name
Packet Buffer

2.25.10. oversize_icmp (ID: 07000023)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Configured size limit for the ICMP protocol exceeded. Dropping

The configured size limit for the ICMP protocol was exceeded. Drop-
ping packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

2.25.11. invalid_icmp_header (ID: 07000024)

Default Severity

L og Message

Explanation

Gateway Action

WARNING

Invalid ICMP header - IPDataLen=<ipdatalen>, ICMPMin-
Len=<icmpminlen>. Dropping

The ICMP packet contains an invalid header. Dropping packet.

drop
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2.25.12. oversize_gre (ID: 07000050) Chapter 2. Log Message Reference

Recommended Action None.
Revision 1
Parameters ipdatalen
icmpminlen
Context Parameters Rule Name
Packet Buffer

2.25.12. oversize_gre (ID: 07000050)

Default Severity WARNING

L og Message Configured size limit for the GRE protocol exceeded. Dropping

Explanation The configured size limit for the GRE protocol was exceeded. Drop-
ping packet.

Gateway Action drop

Recommended Action This can be changed under the Advanced Settings section.

Revision 1

Parameters proto

Context Parameters Rule Name
Packet Buffer

2.25.13. oversize _esp (ID: 07000051)

Default Severity WARNING

L og Message Configured size limit for the ESP protocol exceeded. Dropping

Explanation The configured size limit for the ESP protocol was exceeded. Drop-
ping packet.

Gateway Action drop

Recommended Action This can be changed under the Advanced Settings section.

Revision 1

Parameters proto

Context Parameters Rule Name
Packet Buffer

2.25.14. oversize_ah (ID: 07000052)

Default Severity WARNING
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L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Configured size limit for the AH protocol exceeded. Dropping

The configured size limit for the AH protocol was exceeded. Dropping
packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

2.25.15. oversize_skip (ID: 07000053)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Configured size limit for the SKIP protocol exceeded. Dropping

The configured size limit for the SKIP protocol was exceeded. Drop-
ping packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

2.25.16. oversize_ospf (ID: 07000054)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Configured size limit for the OSPF protocol exceeded. Dropping

The configured size limit for the OSPF protocol was exceeded. Drop-
ping packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

241
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07000056)

Chapter 2. Log Message Reference

2.25.17. oversize_ipip (ID: 07000055)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Configured size limit for the IPIP protocol exceeded. Dropping

The configured size limit for the IPIP protocol was exceeded. Drop-
ping packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

2.25.18. oversize _ipcomp (ID: 07000056)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Configured size limit for the IPComp protocol exceeded. Dropping

The configured size limit for the IPComp protocol was exceeded.
Dropping packet.

drop

This can be changed under the Advanced Settings section.
1

proto

Rule Name
Packet Buffer

2.25.19. oversize 12tp (ID: 07000057)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
Configured size limit for the L2TP protocol exceeded. Dropping

The configured size limit for the L2TP protocol was exceeded. Drop-
ping packet.

drop
This can be changed under the Advanced Settings section.
1

proto
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Context Parameters Rule Name
Packet Buffer

2.25.20. oversize_ip (ID: 07000058)

Default Severity WARNING

L og Message Configured size limit for |P protocol exceeded. Dropping

Explanation The configured size limit for the IP protocol was exceeded. Dropping
packet.

Gateway Action drop

Recommended Action This can be changed under the Advanced Settings section.

Revision 1

Parameters proto

Context Parameters Rule Name
Packet Buffer

2.25.21. fragmented_icmp (ID: 07000070)

Default Severity WARNING
L og Message ThisICMP typeis not allowed to be fragmented. Dropping
Explanation The ICMP type is not alowed to be framented. Only "Echo" and
"EchoReply" are allowed to be fragmented. Dropping packet.
Gateway Action drop
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer

2.25.22. invalid_icmp_data too_small (ID: 07000071)

Default Severity WARNING

L og Message Invalid ICMP data length. |ICMPDatal en=<icmpdatalen> |CM PIPH-
drMinLen=<icmpiphdrminlen>. Dropping

Explanation The ICMP data is not large enough to contain an |1Pv4 Header. Drop-
ping packet.

Gateway Action drop

Recommended Action None.
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2.25.23. invalid_icmp_data_ip_ver (ID:
07000072)
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Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

1

icmpdatalen
icmpiphdrminlen

Rule Name
Packet Buffer

2.25.23. invalid_icmp_data_ip_ver (ID: 07000072)

WARNING

Invalid ICMP data.
ICMPIPV er=<icmpipver>. Dropping

|CM PDatal_en=<icmpdatalen>
Aninvalid IP version is specified in the ICMP data. Version 4 expec-
ted. Dropping packet.

drop

None.

1

icmpdatalen
icmpipver

Rule Name
Packet Buffer

2.25.24. invalid_icmp_data too_small (ID: 07000073)

WARNING

Invalid ICMP data length. |ICMPDatal en=<icmpdatalen> |CM PIPH-
drLen=<icmphdrlen>. Dropping

The ICMP datalength isinvalid. It must be large enough for the actual
header, and the header must specify that it is atleast 20 bytes long.
Dropping packet.

drop

None.

1

icmpdatalen
icmphdrlen

Rule Name
Packet Buffer

2.25.25. invalid_icmp_data invalid_ip_length (ID:
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2.25.26. invalid_icmp_data_invalid_pa
ramprob (ID: 07000075)
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07000074)
Default Severity WARNING
L og Message Invalid ICMP data length. ICMPDatal en=<icmpdatalen> |CMPIP-
Datal_en=<icmpipdatalen> ICMPIPDataMin-
L en=<icmpipdataminlen>. Dropping
Explanation The ICMP data length isinvalid. The contained |P data must be atleast

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

8 byteslong. Dropping packet.
drop

None.

1

icmpdatalen

icmpipdatalen
icmpipdataminlen

Rule Name
Packet Buffer

2.25.26. invalid_icmp_data_invalid_paramprob (ID:
07000075)

WARNING

Invalid ICMP ProbPtr. ICMPDatalen=<icmpdatalen> [ICMPIP-
Datal_en=<icmpipdatalen> ParamProbPtr=<paramprobptr>. Dropping

Invalid ICMP Parameter Problem pointer. Parameter Problem pointer
is not within the allowed range. Dropping packet.

drop

None.

1

icmpdatalen
icmpipdatalen
paramprobptr

Rule Name
Packet Buffer
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Chapter 2. Log Message Reference

2.26. L2TP

These log messages refer to the L2TP (L 2TP tunnel events) category.

2.26.1. 12tpclient_resolve failed (ID: 02800002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
L2TP client <iface> failed to resolve <remotegwname>

The L2TP client failed to resolve the DNS name of the remote gate-
way.

None

Make sure you have configured the DNS name of the remote gateway
and the DNS servers correctly.

1

iface
remotegwname

2.26.2. unknown_I12tp_auth_source (ID: 02800005)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Unknown L2TP authentication source for <rule>! Tunne ID:
<tunnelid>, Session |D: <sessionid>

The authentication source for the specified userauth rule is unknown to
the L2TP server.

None

Make sure the userauth rules are configured correctly.
1

rule

tunnelid
sessionid

2.26.3. only_routes_set up_by server_iface allowed

(ID: 02800006)

Default Severity

L og Message

Explanation

WARNING

L2TP server <iface> received a packet routed by a route not set up by
the interface itself. Dropping packet

The L2TP server received a packet that was routed to the interface by a
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Gateway Action
Recommended Action
Revision

Parameters

route that was either manually configured or set up by another subsys-
tem.

drop

Make sure no manually configured routes to the L2TP server interface
existsin the configuration.

1

iface

2.26.4. session_closed (ID: 02800009)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

MPPE failed but is reguired, closing session <sessionid> to
<remotegw> on <iface>

MPPE is required by the configuration but the MPPE negotiation
failed. Session will be closed.

None

Make sure the peer is capable of MPPE encryption, or disable the
M PPE requirement.

1

iface
sessionid
remotegw

2.26.5. 12tp_no_userauth_rule_found (ID: 02800014)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Did not find a matching userauth rule for this L2TP server! Tunnel ID:
<tunnelid>, Session |D: <sessionid>

The L2TP server was unsuccessful trying to find a matching userauth
rule.

None
Make sure the userauth rules are configured correctly.
1

tunnelid
sessionid

2.26.6. failure_init_radius_accounting (ID: 02800017)
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2.26.7. malformed_packet (ID:
02800019)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING

Failed to send Accounting Start to RADIUS Accounting Server. Ac-
counting will be disabled

Failed to send START message to RADIUS accounting server. RADI-
US accounting will be disabled for this session.

accounting_disabled
Make sure the RADIUS accounting configuration is correct.

1

2.26.7. malformed_packet (ID: 02800019)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Malformed packet received from <remotegw> on tunnel <iface>. Error
code: <error_code>

A malformed packet was received by the L2TP interface.
None

None.

1

iface

remotegw
error_code

2.26.8. 12tpclient_resolve successful (ID: 02800001)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
L2TP client <iface> resolved <remotegwname> to <remotegw>

The L2TP client successfully resolved the DNS name of the remote
gateway.

None
None.
1
iface

remotegwname
remotegw

2.26.9. I2tpclient_init (ID: 02800003)
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(ID: 02800004)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
L2TP client initialized, request sent to server on <remotegw>

The L2TP client has been initialized and a request has been sent to the
remote gateway.

None
None.
1

iface
remotegw

2.26.10. I12tp_connection_disallowed (ID: 02800004)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

L2TP connection disallowed according to rule <rule>! Tunnel ID:
<tunnelid>, Session ID: <sessionid>

The L2TP connection is disallowed according to the specified userauth
rule.

None

Make sure the userauth rules are configured correctly.
1

rule

tunndlid
sessionid

2.26.11. 12tp_session_closed (ID: 02800007)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
Closed L2TP session. Session |D: <sessionid>, Tunndl I1D: <tunnelid>

The L2TP session with the specified session ID has been closed. The
session was set up using the specified tunnel.

None
None.
1
iface

sessionid
tunnelid
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02800010)

Chapter 2. Log Message Reference

2.26.12. 12tp_tunnel _closed (ID: 02800008)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Closed L2TP tunnel. Tunnel ID: <tunnelid>, Interface: <iface>.
The L2TP tunnel with the specified tunnel 1D has been closed.
None

None.

1

iface
tunndlid

2.26.13. 12tp_session_request (ID: 02800010)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

L2TP session request sent. Tunnel ID: <tunnelid>

An L2TP session request has been sent over the specified L2TP tunnel.
None

None.

1

tunndlid

2.26.14. 12tp_session_up (ID: 02800011)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

L2TP session up. Tunnel ID: <tunnelid>, Session ID; <sessionid>, Au-
th: <auth>, MPPE: <mppe>

The L2TP session negotiation has completed successfully.
None

None.

1

tunnelid

sessionid

auth

mppe

2.26.15. |12tp_session_request (ID: 02800015)
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2.26.16. 12tp_session_up (ID:

Chapter 2. Log Message Reference

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

L2TP session request received. Tunnel ID: <tunnelid>

A new session request was received on the specified tunnel.
None

None.

1

tunndlid

2.26.16. 12tp_session_up (ID: 02800016)

NOTICE

L2TP session up. Tunnel ID: <tunnelid>, Session ID: <sessionid>,
User: <user>, Auth: <auth>, MPPE: <mppe>, Assigned IP:
<assigned_ip>

The L2TP session negotiation has completed successfully.
None

None.

1

tunnelid

sessionid

user

auth

mppe
assigned_ip

2.26.17. 12tpclient_tunnel _up (ID: 02800018)

NOTICE

L2TP tunnel to <remotegw> isup. Tunnel ID: <tunnelid>
L2TP tunnel negotiated successfully.

None

None.

1

tunnelid

iface
remotegw
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(ID: 02800050)

2.26.18. waiting_for_ip_to_listen_on (ID: 02800050)

Default Severity
L og Message

Explanation
Gateway Action

Recommended Action

Revision

Parameters

NOTICE
L2TP server <iface> cannot start until it has an |P addressto listen on

The L2TP server cannot start until the L2TP interface has a proper IP
address to listen on.

None

Make sure that the IP address is configured correctly on the L2TP
server interface, or that the DHCP server can hand out a proper |P ad-
dressto theinterface.

1

iface
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2.27. NETCON

These log messages refer to the NETCON (Netcon (remote mgmt) events) category.

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

2.27.1. cert_upload_failed (ID: 02300201)

ERROR

Certificate upload from <peer_ip>:<peer_port> failed. Reason:
<reason>

Uploading of x.509 certificates to the unit failed. The "reason" para-
meter contains the reason for this.

abort_transfer
None.

1

reason

peer_ip
peer_port

2.27.2. upload _fail disk out of space (ID: 02300250)

ERROR

Out  of disk  space from

<peer_ip>:<peer_port>

receiving  <upload file>

The unit ran out of disk space when afile was being uploaded. The up-
load process was aborted.

abort

Verify that the disk mediaisintact, and remove old unused files.

1

upload file

peer_ip
peer_port

2.27.3. upload_fail _disk_cannot_remove (ID:
02300251)

ERROR

Out of disk space receiving  <upload file>  from
<peer_ip>:<peer_port>, and failed to remove old file <old file> be-
cause of <reason>.
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2.27.4. netcon_init_fail_listen_socket_ Chapter 2. Log Message Reference

fail (ID: 02300500)

Explanation

Gateway Action
Recommended Action
Revision

Parameters

The unit ran out of disk space when a new version of an already exist-
ing file was being uploaded. The previous version of the file was not
successfully removed. The upload process was aborted.

abort

Verify that the disk mediaisintact.
1

upload file

old_file

reason

peer_ip
peer_port

2.27.4. netcon_init_fail listen_socket_fail (ID:

02300500)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

ERROR
Internal Error: Could not create listening socket for NetCon

The NetCon initializing phase failed, as the unit failed to set up a
listening socket for NetCon traffic. A possible reason for this is that
the unit ran out of memory.

None
Verify that the unit has enough RAM memory available.

1

2.27.5. netcon_init_fail _security file_corrupt (ID:

02300501)

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

Revision

ERROR
NetCon security file corrupt. NetCon disabled

The NetCon security file was corrupt. NetCon has been disabled, and
no NetCon traffic can be processed.

netcon_disable

Verify that the NetCon security file exists, and is valid. Also try to re-
vert the unit to using the default NetCon keys.

1

2.27.6. disk_cannot_write (ID: 02300505)
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2.27.7. keychange_fail (ID: 02300507) Chapter 2. Log Message Reference

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Failed to save new keys <file>. Reverting to old keys

The unit failed to save the new NetCon security keys, and reverted into
using the old keys.

reverting_to_old keys
Verify that the disk mediaisintact.
1

file

2.27.7. keychange fail (ID: 02300507)

Default Severity

Log Message

Explanation

Gateway Action

Recommended Action

Revision

ERROR

Failed to establish bi-directional confirmation with peer of new keys.
Reverting to old keys

The unit failed to establish a connection back to peer, using the new
NetCon security keys. It will try to revert to the previous NetCon se-
curity keys.

reverting_to_old keys

Verify that the new NetCon keys are valid, and that both peers are us-
ing the same keys.

1

2.27.8. disk_cannot_read_old_keys (ID: 02300508)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Failed to read old keys from <file>

The unit failed to read the old NetCon security keys from the security
file.

None

Verify that the NetCon security file exists, and that it is valid. Try up-
loading a new Netcon secutiy file.

1

file

2.27.9. download fail (ID: 02300509)

Default Severity

ERROR
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2.27.10. concurrent_netcon_processin
g (ID: 02300510)

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

File download requested by peer <peer_ip>:<peer_port> failed

A peer reguested to download a file from the unit, but the process
failed.

None
Verify that the disk mediaisintact, and that the file exists.
1

peer_ip
peer_port

2.27.10. concurrent_netcon_processing (ID: 02300510)

ERROR

File event <event> request from peer <peer_ip>:<peer_port> failed.
The file <file> is currently being <current_event> by another NetCon
peer.

The file event, upload or download, failed, as another NetCon peer is
currently carrying out the same event on the samefile.

None

Try again later, when no other NetCon peer is uploading/downloading
thefile.

1

event

file
current_event
peer_ip
peer_port

2.27.11. disk_cannot_write (ID: 02300511)

ERROR

Failed to open <file> for writing. Upload request from peer
<peer_ip>:<peer_port> failed.

The unit failed to open the file for write access, and as a result, the up-
load request failed.

None

Verify that the disk media is intact, and that this file is not write pro-
tected.

1

file
peer_ip
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2.27.12. disk_cannot_read_download_ Chapter 2. Log Message Reference

fail (ID: 02300514)

peer_port

2.27.12. disk_cannot_read download_fail (ID:

02300514)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Failed to open <file> for reading. Download request from peer
<peer_ip>:<peer_port> failed.

The unit failed to open the file for read access, and as a result, the
download request failed.

None

Verify that the disk media is intact, and that this file is exists on the
media.

1
file

peer_ip
peer_port

2.27.13. netcon_connect_reject_shutdown_running

(ID: 02300002)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Rejecting NetCon connect attempt from <peer_ip>:<peer_port> - shut-
down running

A NetCon connection attempt was rejected, as the unit is shutting
down.

drop
Try again when the unit is up and running.

1

peer_ip
peer_port

2.27.14. disallowed_netcon_ping (ID: 02300003)

Default Severity
Log Message

Explanation

WARNING
Disallowed NetCon ping from <peer_ip>:<peer_port>

The unit received a disallowed NetCon ping from peer.
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2.27.15. netcon_sessionmanager_erro
r (ID: 02300101)

Chapter 2. Log Message Reference

Gateway Action

Recommended Action

Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

drop

If thisis avalid NetCon ping, make sure that the peer is configured to
use NetCon.

1

peer_ip
peer_port

2.27.15. netcon_sessionmanager_error (ID: 02300101)

WARNING
Missing context at Session Manager callback

Incoming event from the Session Manager was for a nonexistent con-
text.

none
Check current contextsin NetCon and in Session Manager.

1

2.27.16. disk_write_error (ID: 02300300)

WARNING

Write error while receiving from

<peer_ip>:<peer_port>, because of <reason>

<upload_file>
There was an error when writing an uploaded file to the disk media
The "reason" parameter contains the reason for this.

upload fail

Verify that the disk mediaisintact.

1

upload file

reason

peer_ip
peer_port

2.27.17. concurrent_processing_limit_reached (ID:
02300400)

WARNING

File event <event> from <peer_ip>:<peer_port> for <file> failed. Too
many NetCon peers are processing files simultaneously
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2.27.18. disallowed_netcon_connect Chapter 2. Log Message Reference

(ID: 02300502)

Explanation

Gateway Action
Recommended Action
Revision

Parameters

The file event failed, as too many NetCon peers are processing files
simultaneously.

None

Try again later, when less NetCon peers are processing files.
1

event

file

peer_ip
peer_port

2.27.18. disallowed _netcon_connect (ID: 02300502)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Disallowed NetCon connect attempt from <peer ip>:<peer_port>.
Dropping

A NetCon connection attempt was disallowed, and the connection was
dropped.

drop

If thisis avalid NetCon connection attempt, make sure that the peer is
configured to use NetCon.

1

peer_ip
peer_port

2.27.19. upload_fail (ID: 02300517)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Upload of <file> peer <peer_ip>:<peer_port> failed because of
<reason>

The upload process failed. The "reason” parameter contains the reason
for this.

None
None.
1

file
reason

peer_ip
peer_port
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2.27.21. disk_out_of _space (ID:
02300252)

2.27.20. cert_upload_aborted (ID: 02300200)

Chapter 2. Log Message Reference

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation
Gateway Action
Recommended Action

Revision

NOTICE
Certificate upload from <peer_ip>:<peer_port> aborted by peer

X.509 certificates were being uploaded, but the process was aborted by
peer.

None
None.

1

peer_ip
peer_port

2.27.21. disk_out_of _space (ID: 02300252)

NOTICE

Out of disk space receiving  <upload file>  from
<peer_ip>:<peer_port>. Removed <old_file> to free up more space

The unit ran out of disk space when a new version of an already exist-
ing file was being uploaded. The previous version of the file was suc-
cessfully removed in order to free space, and the uploading process is
resumed.

removed old file
None.

1

upload file
old_file

peer_ip
peer_port

2.27.22. upload_complete (ID: 02300350)

NOTICE

Received <upload_file> from <peer_ip>:<peer_port>, <filesize> bytes
total

The unit successfully received an uploaded file.
None
None.

1
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2.27.23. netcon_connect (ID: Chapter 2. Log Message Reference
02300503)

Parameters upload file
filesize
peer_ip
peer_port

2.27.23. netcon_connect (ID: 02300503)

Default Severity NOTICE
L og Message New NetCon connection from <peer_ip>:<peer_port>
Explanation A NetCon connection was successfully established.
Gateway Action None
Recommended Action None.
Revision 1
Parameters peer_ip
peer_port

2.27.24. netcon_disconnect (ID: 02300504)

Default Severity NOTICE
L og Message Disconnecting NetCon peer <peer_ip>:<peer_port>
Explanation A NetCon connection was disconnected.
Gateway Action None
Recommended Action None.
Revision 1
Par ameter s peer_ip
peer_port

2.27.25. keychange_successful (ID: 02300506)

Default Severity NOTICE

Log Message New keys have been stored in <file>

Explanation The new NetCon security keys was successfully stored, and is now
used for NetCon traffic.

Gateway Action using_new_keys

Recommended Action None.

Revision 1
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2.27.26. upload_begin (ID: 02300512)

Chapter 2. Log Message Reference

Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

file

2.27.26. upload _begin (ID: 02300512)

NOTICE
Receiving <file> from peer <peer_ip>:<peer_port>.

The upload phase has begun, and the unit is currently receiving the file
from peer, using chunked encoding.

None
None.
1

file

peer_ip
peer_port

2.27.27. upload _begin (ID: 02300513)

NOTICE
Receiving <file> (<filesize> bytes) from peer <peer_ip>:<peer_port>.

The upload phase has begun, and the unit is currently receiving the
file, with the specified filesize, from peer.

None
None.

1

file
filesize
peer_ip
peer_port

2.27.28. download _begin (ID: 02300515)

NOTICE
Sending <file> to peer <peer_ip>:<peer_port>.

The download phase has begun, and the unit is currently sending the
fileto peer.

None

None.
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2.27.29. upload_abort (ID: 02300516)

Chapter 2. Log Message Reference

Revision

Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
L og Message

Explanation

1

file
peer_ip
peer_port

2.27.29. upload_abort (ID: 02300516)

NOTICE
Upload from peer <peer_ip>:<peer_port> aborted by peer

The upload process was aborted by peer. A partialy received file will
be deleted.

None
None.

1

peer_ip
peer_port

2.27.30. download_complete (ID: 02300518)

NOTICE
Sent <file> to peer <peer_ip>:<peer_port>, total <filesize> bytes

The download phase was completed, and unit successfully sent the file
to peer.

None
None.

1

file
filesize
peer_ip
peer_port

2.27.31. init_complete (ID: 02300001)

INFORMATIONAL
NetCon initialization complete

The NetCon initidizing phase was successfully completed, and the
unit can now process NetCon traffic.
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2.27.32. cert_upload_begin (ID: Chapter 2. Log Message Reference
02300202)

Gateway Action None
Recommended Action None.
Revision 1

2.27.32. cert_upload_begin (ID: 02300202)

Default Severity INFORMATIONAL
L og Message Receiving certificates (<size> bytes) from <peer_ip>:<peer_port>
Explanation Uploading of x.509 certificates to the unit isin progress.
Gateway Action None
Recommended Action None.
Revision 1
Parameters size
peer_ip
peer_port
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2.28. OSPF

Chapter 2. Log Message Reference

2.28. OSPF

These log messages refer to the OSPF (OSPF events) category.

2.28.1. failed_to_create_replacement_lsa (ID:

02400161)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

CRITICAL

Failed to prepare replacement LSA (LSA- <lsa> ID:<lsaid> Ad-
VRtr:<Isartr>)

Failed to create LSA.

aert

Check memory consumption.
1

Isa

Isaid

|sartr

Rule Name

2.28.2. unable to_send_ack (ID: 02400162)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

CRITICAL

Unable to send ACK

Unable to send acknowledgement.
alert

Check memory consumption.

1

Rule Name

2.28.3. as_disabled _due to_mem_alloc_fail (ID:

02400305)

Default Severity
L og Message
Explanation

Gateway Action

CRITICAL
AS disabled due to memory allocation failure
An OSPF AS have been disabled due to memory allocation failure.

dert
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2.28.4. internal_Isa_chksum_error (ID:

Chapter 2. Log Message Reference

Recommended Action
Revision

Context Parameters

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Check memory consumption.
1

Rule Name

2.28.4. internal_Isa_chksum_error (ID: 02400306)

CRITICAL

LSA internal checksum error
Internal LSA checksum error.
aert

Check hardware for defects.
1

Rule Name

2.28.5. memory_allocation_failure (ID: 02400500)

CRITICAL

Internal Error: Memory allocation failure! OSPF process now con-
sidered inconsistent

Memory allocation failure.
aert

Check memory consumption.
1

Rule Name

2.28.6. unable to_send (ID: 02400501)

CRITICAL

Internal Error: Unable to send (No sendbuffer?)
Unable to get buffer for sending.

aert

Check buffer consumption.

1

Rule Name
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2.28.7. failed_to_add_route (ID:
02400502)

Chapter 2. Log Message Reference

2.28.7. failed_to_add_route (ID: 02400502)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

CRITICAL

Failed to add route <route>! OSPF process should now be considered
inconsistent

Unable to add route.

alert

Check memory consumption.
1

route

Rule Name

2.28.8. internal_error (ID: 02400001)

WARNING

Internal Error. Iface <iface> got |IEvent <ievent> in |State <istate>. 1g-
nored

Internal error in the OSPF interface state engine.
ignore

Contact support.

1

iface

ievent

istate

Rule Name

2.28.9. internal_error (ID: 02400002)

WARNING

Internal Error. Iface <iface> got NEvent <nevent> in NState <nstate>.
Ignored

Internal error in the OSPF interface neighbor state engine.
ignore

Contact support.

1
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2.28.10. unable_to_map_ptp_neighbor Chapter 2. Log Message Reference

(ID: 02400003)

Parameters

Context Parameters

iface
nevent
nstate

Rule Name

2.28.10. unable _to_map_ptp_neighbor (ID: 02400003)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Unable to map PTP neighbor <neighborid> to my ip <myifaceip> at
HA failover

Unable to map a configured PTP neighbor to the local 1P at HA fail-
over.

None

Check OSPF interface configuration.
1

iface

neighborid

myifaceip

Rule Name

2.28.11. bad_packet_len (ID: 02400004)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Received OSPF packet with bad length

Received OSPF packet with a bad length.

drop

Check the configuration on the neighboring router.
1

ospflen

iplen

type

Rule Name
Packet Buffer

2.28.12. bad_ospf version (ID: 02400005)

Default Severity

WARNING
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2.28.13. sender_not_in_iface_range
(ID: 02400006)

Chapter 2. Log Message Reference

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

Packet OSPF version is not 2

Received OSPF packet with other version then 2.
drop

Make sure that all routers are using version 2.

1

ver

Rule Name
Packet Buffer

2.28.13. sender_not_in_iface_range (ID: 02400006)

WARNING
Sender source <srcip> not within interface range (<ifacerange>)

Received OSPF data from a neighboring router not within the receive
interface range.

drop
Make sure all locally attached OSPF routes are on the same network.
1

srcip
ifacerange

Rule Name
Packet Buffer

2.28.14. area_mismatch (ID: 02400007)

WARNING
Bad area <area>

Received OSPF data from a neighboring router not within the same
area asthe receive interface.

drop

Make sure all locally attached OSPF routers are in the same area as the
attaching interfaces.

1
area

Rule Name
Packet Buffer
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2.28.15. hello_netmask_mismatch (ID: Chapter 2. Log Message Reference

02400008)

2.28.15. hello_netmask_mismatch (ID: 02400008)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

WARNING

Hello netmask mismatch. Received was <recv_netmask>, mine is
<my_netmask>. Dropping

Received OSPF data from a neighboring router with different network
netmask then the receive interface.

drop

Make sure al locally attached OSPF routers have the same netmask as
the attaching interfaces.

1

recv_netmask
my_netmask

Rule Name
Packet Buffer

2.28.16. hello_interval _mismatch (ID: 02400009)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

WARNING

Hello interval mismatch. Received was <recv_interval>, mine is
<my_interval>. Dropping

Received OSPF data from a neighboring router with a mismatching
hello interval.

drop

Make sure all locally attached OSPF routers share the same hello inter-
val.

1

recv_interval
my_interval

Rule Name
Packet Buffer

2.28.17. hello_rtr_dead _mismatch (ID: 02400010)

Default Severity

L og Message

Explanation

WARNING

Hello router dead interval mismatch. Received was <recv_rtrdead>,
mineis<my_rtrdead>. Dropping

Received OSPF data from a neighboring router with a mismatching
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2.28.18. hello_e_flag_mismatch (ID:
02400011)

Chapter 2. Log Message Reference

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

router dead interval.
drop

Make sure al locally attached OSPF routers share the same router
dead interval.

1

recv_rtrdead
my_rtrdead

Rule Name
Packet Buffer

2.28.18. hello_e flag_mismatch (ID: 02400011)

WARNING

Hello E-flag mismatch. Received was <recv_e flag>, mine is
<my_e flag>. Dropping

Received OSPF data from a neighboring router with mismatching E-
flag (describes how AS-external-L SAs are flooded) configuration.

drop

Make sure al localy attached OSPF routers share the same E-flag
configuration.

1

recv_e flag
my_e flag

Rule Name
Packet Buffer

2.28.19. hello_n_flag_mismatch (ID: 02400012)

WARNING

Hello N-flag mismatch. Recelved was <recv_n flag>, mine is
<my_n_flag>. Dropping

Received OSPF data from a neighboring router with mismatching N-
flag (NSSA details) configuration.

drop

Make sure al locally attached OSPF routers share the same N-flag
configuration.

1
recv_n flag
my_n flag
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2.28.20. both_np_and_e _flag_set (ID: Chapter 2. Log Message Reference

02400013)

Context Parameters

Rule Name
Packet Buffer

2.28.20. both_np_and_e flag set (ID: 02400013)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Hello N-flag and E-flag set. Thisisaillegal combination. Dropping

Received OSPF data from a neighboring router which illegally have
both the N and E-flag set.

drop
Check the configuration on the neighboring router.
1

Rule Name
Packet Buffer

2.28.21. unknown_Isa_type (ID: 02400014)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Unknown LSA type <Isatype>. Dropping

Received OSPF data from a neighbor which contained a unknown
LSA.

drop

Check the configuration on the neighboring router.
1

|satype

Rule Name
Packet Buffer

2.28.22. auth_mismatch (ID: 02400050)

Default Severity

Log Message

Explanation
Gateway Action

Recommended Action

WARNING

Authentication mismatch. Received was <recv_auth>, mine is
<my_auth>

Authentication mismatch with neighboring OSPF router.
drop

Verify that the neighboring OSPF router share the same authentication.
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2.28.23. bad_auth_password (ID:
02400051)

Chapter 2. Log Message Reference

Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

1

recv_auth
my_auth

Rule Name

2.28.23. bad_auth_password (ID: 02400051)

WARNING

Authentication mismatch. Bad password

Authentication failed due to a bad password.

drop

Verify that the neighboring OSPF router share the same password.
1

Rule Name

2.28.24. bad_auth_crypto_key id (ID: 02400052)

WARNING

Authentication mismatch. Bad crypto key id. Received was <recv_id>,
mineis<my_id>

Authentication failed due to a bad crypto key id.

drop

Verify that the neighboring OSPF router share the same crypto key id.
1

recv_id
my_id

Rule Name

2.28.25. bad_auth_crypto_seq _number (ID: 02400053)

WARNING

Authentication mismatch. Bad crypto sequence number. Received was
<recv_seq>, expected atleast <my_seq>

Authentication failed due to mismatching crypto sequence number.

drop
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2.28.26. bad_auth_crypto_digest (ID:

Chapter 2. Log Message Reference

Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

None.

1

recv_seq
my_seq

Rule Name

2.28.26. bad_auth_crypto_digest (ID: 02400054)

WARNING

Authentication mismatch. Bad crypto digest

Authentication failed due to bad crypto digest.

drop

Verify that the neighboring OSPF router share the same crypto digest.
1

Rule Name

2.28.27. checksum_mismatch (ID: 02400055)

WARNING

Checksum mismatch. Received was <recv_chksum>, mine is

<my_chksum>

Received OSPF data from neighbor with mismatching checksum.
drop

Check network equipment for problems.

1

recv_chksum
my_chksum

Rule Name

2.28.28. dd_mtu_exceeds_interface _mtu (ID:
02400100)

WARNING

Neighbor <neighbor> MTU is too high. Received DD has MTU
<dd_mtu>. Interface MTU is <iface_mtu>
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2.28.29. m_ms_mismatch (ID:
02400101)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Received database description from neighbor with too high MTU.
drop

Lower the MTU on the neighboring OSPF router.

1

neighbor

dd mtu

iface_mtu

Rule Name

2.28.29. m_ms_mismatch (ID: 02400101)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING
Neighbor <neighbor> M/MS mismatch. Restarting exchange

Received indication that a neighbor got the M/MS (master/dave) role
wrong.

restart
None.

1
neighbor

Rule Name

2.28.30.1_flag_misuse (ID: 02400102)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Neighbor <neighbor> misused the I-flag. Restarting exchange
Neighbor misused the I-flag.

restart

None.

1

neighbor

Rule Name

2.28.31. opt_change (ID: 02400103)

Default Severity

WARNING
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2.28.32. bad_seq_num (ID: 02400104) Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Neighbor <neighbor> changed options during exchange. Restarting ex-
change

Neighbor illegally changed options during the exchange phase.
restart

None.

1

neighbor

Rule Name

2.28.32. bad_seq _num (ID: 02400104)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Neighbor <neighbor> replied with a unexpected sequence number. Re-
starting exchange

Received neighbor reply with a unexpected sequence number.
restart

None.

1

neighbor

Rule Name

2.28.33. non_dup_dd (ID: 02400105)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Neighbor <neighbor> sent a non dup DD from a higher state then ex-
change. Restarting exchange

Received a non dup database descriptor from a neighbor in a higher
state then exchange.

restart
None.

1
neighbor

Rule Name

2.28.34. as_ext_on_stub (ID: 02400106)
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2.28.35. unknown_lIsa (ID: 02400107)
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Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Neighbor <neighbor> implied AS-EXT on a stub area. Restarting ex-
change

A neighbor illegally implied AS-EXT on astub area.
restart

Check neighboring OSPF router configuration.

1

neighbor

Rule Name

2.28.35. unknown_Isa (ID: 02400107)

WARNING

Neighbor <neighbor> implied unknown LSA (<Isa_type>). Restarting
exchange

A neighbor described an unknown L SA type.
restart

Check neighboring OSPF router configuration.
1

neighbor
Isa type

Rule Name

2.28.36. bad Isa _sequencenumber (ID: 02400108)

WARNING

Got L SA with bad sequence number <segnum>. Restarting exchange
Received a L SA with abad sequence number.

restart

None.

1

segnum

Rule Name
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2.28.38. Isa_checksum_mismatch (ID:
02400150)

2.28.37. bad_Isa_maxage (ID: 02400109)

Chapter 2. Log Message Reference

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Got LSA with bad maxage (<maxage> > <def maxage>). Restarting
exchange

Received a L SA with abad maxage value.
restart

Check orginating router configuration.

1

maxage
def_maxage

Rule Name

2.28.38. Isa_checksum_mismatch (ID: 02400150)

WARNING

LSA checksum mismatch. LSA is discarded
Received L SA with mismatching checksum.
discard

Check network equipment for problems.

1

Rule Name

2.28.39. unknown_lIsa type (ID: 02400151)

WARNING

Unknown LSA type (<lsa_type>). LSA isdiscarded
Received LSA of unknown type.

discard

Check originating router configuration.

1

Isa type

Rule Name
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2.28.41. bad_Isa_maxage (ID:
02400153)

Chapter 2. Log Message Reference

2.28.40. bad Isa _sequencenumber (ID: 02400152)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Bad LSA sequence number (<segnum>). LSA is discarded

Received L SA with a bad sequence number.
discard

None.

1

segnum

Rule Name

2.28.41. bad_Isa_maxage (ID: 02400153)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

2.28.42. received_as_ext_on_stub (ID: 02400154)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

2.28.43. received_selforg for_unknown lIsa type (ID:

WARNING

Bad L SA maxage (<maxage>). LSA isdiscarded
Received L SA with abad max age.

discard

None.

1

maxage

Rule Name

WARNING

Received AS-EXT LSA on stub. LSA isdiscarded

Received AS external LSA whichisillegal on astub area.

discard
None.
1

Rule Name
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2.28.44. db_copy_more_recent_then_r
eceived (ID: 02400156)

Chapter 2. Log Message Reference

02400155)
Default Severity WARNING
L og Message Received selforginated LSA for unknown LSA <lIsatype> type? Flush-
ing
Explanation Received selforginated L SA of unknown type.

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message

Explanation
Gateway Action
Recommended Action

Revision

flush
None.
1
|satype

Rule Name

2.28.44. db_copy_more _recent_then_received (ID:
02400156)

WARNING

Received LSA(LSA-<Isa> ID:<Isaid> AdvRtr:<lsartr>) is older then
DB copy. Discarding received LSA

Received L SA which is older then the copy in the database.
discard

None.

1

Isa

Isaid

|sartr

Rule Name

2.28.45. got_ack_mismatched Isa (ID: 02400157)

WARNING

Got ACK for mismatiched LSA (LSA-<Ilsa> |D:<lsaid> Ad-
VRtr:<Isartr>). ACK ingored

Received acknowledge for mismatched LSA.
None
None.

1
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2.28.46. upd_packet_lIsa_size_mismat Chapter 2. Log Message Reference

ch (ID: 02400158)

Parameters

Context Parameters

Isa
|said
|sartr

Rule Name

2.28.46. upd_packet_Isa size_mismatch (ID: 02400158)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

UPD packet LSA size mismatch. Parsing aborted

Received OSPF UPD packet with a mismatching LSA size.
abort

None.

1

Rule Name
Packet Buffer

2.28.47. req_packet _Isa_size_mismatch (ID: 02400159)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

REQ packet LSA size mismatch. Parsing aborted

Received OSPF REQ packet with a mismatching LSA size.
abort

None.

1

Rule Name
Packet Buffer

2.28.48. ack_packet_Isa size_mismatch (ID: 02400160)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

ACK packet LSA size mismatch. Parsing aborted

Received OSPF ACK packet with a mismatching LSA size.
abort

None.

1
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2.28.49. unknown_neighbor (ID:
02400200)

Chapter 2. Log Message Reference

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

Rule Name
Packet Buffer

2.28.49. unknown_neighbor (ID: 02400200)

WARNING

Unknown neighbor(IP:<neighbor> 1D:<neighborid>) seen on <iface>.
Ignoring

Unknown neighbor seen on PTP based interface.
None

Check for incorrectly configured neighbors.

1

neighbor

neighborid

iface

Rule Name

2.28.50. too_many_neighbors (ID: 02400201)

WARNING

Too many neighbors on <iface>. Unable to maintain 2-way with all of
them(hello packet)

There are too many OSPF routers on adirectly connected network.
None

Reduce the number of OSPF routers on the network.

1

iface

Rule Name

2.28.51. neighbor_died (ID: 02400202)

WARNING

Neighbor <neighbor> on <neighboriface> died
Lost connectivity with neighbor router.

None

Check neighbor status and connectivity.
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2.28.52. unable_to_find_transport_are Chapter 2. Log Message Reference

a (ID: 02400300)

Revision

Parameters

Context Parameters

1

neighbor
neighboriface

Rule Name

2.28.52. unable_to_find transport_area (ID: 02400300)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Unable to find transport area <area> for VLINK <vlink> when build-
ing router LSA. Iface skipped

Unable to find transport area for avlink.
skip_iface

Check OSPF area configuration.

1

area
vlink

Rule Name

2.28.53. internal_error_unable_to_map_identifier (ID:

02400301)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error; Unable to map a identifier for LSA Type:<lsatype>
ID:<Isaid> AdvRouter:<lsaadvrtr>

Unable to map an identifier for aLSA.
None

None.

1

|satype

Isaid

| saadvrtr

Rule Name

2.28.54. Isa_size too_big (ID: 02400302)

Default Severity

WARNING
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_percent_of_max_allowed (ID:

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Requested L SA size(<lIsasize>) too big. Unable to create LSA
Unable to create LSA since the sizeistoo hig.

None

None.

1

|sasize

Rule Name

2.28.55. memory_usage_exceeded 70 percent_of ma
x_allowed (ID: 02400303)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Memory usage for OSPF process <ospfproc> have now exceeded 70
percent of the maximum allowed

The memory usage for a OSPF process have exceeded 70 percent of
the maximum allowed.

None

Check memory consumption.
1

ospfproc

Rule Name

2.28.56. memory_usage exceeded 90 percent of ma
x_allowed (ID: 02400304)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Memory usage for OSPF process <ospfproc> have now exceeded 90
percent of the maximum allowed

The memory usage for a OSPF process have exceeded 70 percent of
the maximum allowed.

None

Check memory consumption.
1

ospfproc

Rule Name
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02400303)

2.28.57. unable _to_find iface to_stub_net (ID:

02400400)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error: Unable to find my interface attached to stub network
<stub>

Unableto find local interface attached to stub network.
None

Contact support with a scenario description.

1

stub

Rule Name

2.28.58. internal_error_unable_to_find _Ink_connecting
_to_lIsa (ID: 02400401)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error: Unable to find my link connecting to described LSA
(NetVixld: <netvtxid>)

Unableto find local link to described LSA.
None

Contact support with a scenario description.
1

netvtxid

Rule Name

2.28.59. internal_error_unable _to find iface _connecti
ng _to_lIsa (ID: 02400402)

Default Severity

Log Message

Explanation

Gateway Action

WARNING

Internal error: Unable to find my interface connecting to described
LSA (NetVixld: <netvtxid>)

Unable to find local interface connecting to described LSA.

None
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2.28.60. internal_error_unable_to_find Chapter 2. Log Message Reference

_Ink_connecting_to_Isa (ID:

Recommended Action
Revision
Parameters

Context Parameters

Contact support with a scenario description.
1
netvtxid

Rule Name

2.28.60. internal_error_unable_to_find _Ink_connecting
_to_Isa (ID: 02400403)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error: Unable to find my link connecting to described LSA
(Rtrvixld: <rtrvtxid>)

Unableto find local link connecting to described LSA.
None

Contact support with a scenario description.

1

rtrvtxid

Rule Name

2.28.61. internal_error_unable_to_find_iface connecti
ng _to_Isa (ID: 02400404)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error: Unable to find my interface connecting to described
LSA (RtrVixld: <rtrvtxid>)

Unable to find local interface connecting to descried LSA.
None

Contact support with a scenario description.

1

rtrvtxid

Rule Name

2.28.62. internal_error_unable_neighbor_iface attache
d back to_me (ID: 02400405)
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Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error: Unable to find neighbor (RtrVixld: <rtrvtxid>) interface
attached back to me

Unable to find neighbor interface attached back.
None

Contact support with a scenario description.

1

rtrvixid

Rule Name

2.28.63. bad _iface type mapping_rtr_to_rtr_link (ID:

02400406)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Internal error: Bad interface type (<ifacetype>) when mapping rtr-
to-rtr (RtrVixld:<rtrvtxid>)

Bad interface type found when doing router-to-router mapping.
None

Check OSPF interface configuration.

1

ifacetype
rtrvtxid

Rule Name

2.28.64. internal_error_unable _to_find Ink _connecting
_to_lIsa (ID: 02400407)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Internal error: Unable to find my link connecting to described LSA
(NetVixld:<netvtxid>)

Unable to find local link connected to described LSA.
None

Contact support with a scenario description.

1

netvtxid
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_Ink_connecting_to_Isa (ID:

Context Parameters Rule Name
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2.29. PPP

These log messages refer to the PPP (PPP tunnel events) category.

2.29.1. ppp_tunnel_limit_exceeded (ID: 02500100)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ALERT

PPP Tunnel license limit exceeded. PPP terminated

PPP is terminated because the license restrictions do not alow any
more PPP tunnels. No new PPP tunnels can be established until an ex-
isting oneis closed.

ppp_terminated

Upgrade your license to alow more simultaneous PPP tunnels.

1

tunnel_type
limit

2.29.2. failed_to_agree _on_authentication_protocol

(ID: 02500050)

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

Revision

Parameters

ERROR

Failed to agree on authentication protocol. PPP terminated

Failed to agree on PPP authentication protocol. PPP is terminated.
ppp_terminated

Review the alowed authentication protocols configured. The client
and server must be configured to have at |east one authentication pro-
tocol in common.

1

tunnel_type

2.29.3. peer_refuses_to_use authentication (ID:

02500051)

Default Severity
L og Message

Explanation

ERROR
Peer refuses to use authentication. PPP terminated

Peer refuses to use any authentication at all. PPP is terminated since
we demand authentication.
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2.29.4. Icp_negotiation_stalled (ID:
02500052)

Chapter 2. Log Message Reference

Gateway Action

Recommended Action

Revision

Parameters

ppp_terminated

Review the allowed authentication types configured. The client and
server must be configured to have at least one authentication type in
common.

1

tunnel_type

2.29.4. Icp_negotiation_stalled (ID: 02500052)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
L CP negotiation stalled. PPP terminated

PPP LCP negotiation stalled. Terminating PPP since the peer persist-
ently demands the use of an LCP option that is unsupported.

ppp_terminated

Try to reconfigure the peer so it does not demand the use of this LCP
option.

1

tunnel_type
unsupported_Icp_option

2.29.5. unsupported_auth_server (ID: 02500500)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.29.6. radius_error

Default Severity
Log Message

Explanation

ERROR

Unsupported authentication server. PPP Authentication terminated
Unsupported authentication server. PPP Authentication terminated.
authentication_terminated

Review the authentication server configuration.

1

tunnel_type

(ID: 02500501)

ERROR
Radius server authentication error. PPP Authentication terminated

There was an error while authenticating using a radius server. PPP Au-
thentication terminated.
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2.29.7. authdb_error (ID: 02500502)
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Gateway Action
Recommended Action
Revision

Parameters

authentication_terminated
None.
1

tunnel_type

2.29.7. authdb_error (ID: 02500502)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Local database authentication error. PPP Authentication terminated

There was an error while authenticating using a local user database.
PPP Authentication terminated.

authentication_terminated
None.
1

tunnel_type

2.29.8. MPPE_decrypt_fail (ID: 02500600)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

ERROR

MPPE decryption resulted in the unsupported protocol <protocol>.
Terminating PPP

MPPE decryption resulted in an unsupported protocol. IP is the only
protocol supported. This either means that the decryption failed or that
the peer actually sent data using an unsupported protocol. PPP is ter-
minated.

ppp_terminated

Reconnect the tunndl. If the peer keeps sending the same unsupported
protocol, try to reconfigure the peer to only send IP packets through
the tunnel.

1

protocol

2.29.9. ip_pool_empty (ID: 02500001)

Default Severity

L og Message

WARNING

IPCP can not assign IP address to peer because the IP address pool is
empty
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2.29.10. ip_address_required_but_not Chapter 2. Log Message Reference

_received (ID: 02500002)

Explanation

Gateway Action
Recommended Action
Revision

Parameters

IPCP can not assign an | P address to the peer because there are no free
IP addresses in | P address pool.

failed_ipcp_address assignment

Increase the number of IP addresses in the |P address pool to allow all
connecting clients to be assigned a unique | P address.

1

tunnel_type

2.29.10. ip_address_required_but_not_received (ID:

02500002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
IP address required but not received. PPP terminated

Peer refuses to give out an |P address. Since an IP address lease is re-
quired, PPP isterminated.

ppp_terminated
None.
1

tunnel_type

2.29.11. primary_dns_address_required_but_not_recei

ved (ID: 02500003)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
Primary DNS address required but not received. PPP terminated

Peer refuses to give out a primary DNS address. Since reception of a
primary DNS addressis required, PPP is terminated.

ppp_terminated
None.
1

tunnel_type

2.29.12. seconday_dns_address_required but not _rec

eived (ID: 02500004)
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2.29.13. primary_nbns_address_requi Chapter 2. Log Message Reference
red_but_not_received (ID: 02500005)

Default Severity WARNING

L og Message Secondary DNS address required but not received. PPP terminated

Explanation Peer refuses to give out a secondary DNS address. Since reception of a
secondary DNS addressis required, PPP is terminated.

Gateway Action ppp_terminated

Recommended Action None.

Revision 1

Parameters tunnel_type

2.29.13. primary_nbns_address_required _but _not_rec
eived (ID: 02500005)

Default Severity WARNING

L og Message Primary NBNS address required but not received. PPP terminated

Explanation Peer refuses to give out a primary NBNS address. Since reception of a
primary NBNS address is required, PPP is terminated.

Gateway Action ppp_terminated

Recommended Action None.

Revision 1

Parameters tunnel_type

2.29.14. seconday_nbns_address_required _but not_r
eceived (ID: 02500006)

Default Severity WARNING

L og Message Secondary NBNS address required but not received. PPP terminated

Explanation Peer refuses to give out a secondary NBNS address. Since reception of
asecondary NBNS address is required, PPP is terminated.

Gateway Action ppp_terminated

Recommended Action None.

Revision 1

Parameters tunnel_type

2.29.15. authentication_failed (ID: 02500101)
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2.29.16. response_value_too_long (ID: Chapter 2. Log Message Reference
02500150)

Default Severity WARNING
L og Message Authentication failed. PPP terminated
Explanation Authentication failed. PPP terminated.
Gateway Action ppp_terminated
Recommended Action Make sure that the right username and password is used.
Revision 1
Parameters tunnel_type
user

2.29.16. response_value_too_long (ID: 02500150)

Default Severity WARNING

L og Message PPP CHAP response val ue was truncated because it was too long
Explanation PPP CHAP response value was truncated because it was too long.
Gateway Action chap response value truncated

Recommended Action None.

Revision 1

Parameters tunnel_type

2.29.17. username_too_long (ID: 02500151)

Default Severity WARNING

L og Message PPP CHAP username was truncated because it was too long
Explanation PPP CHAP username was truncated because it was too long.
Gateway Action chap_username_truncated

Recommended Action Reconfigure the endpoints to use a shorter username.
Revision 1

Parameters tunnel_type

2.29.18. username_too_long (ID: 02500201)

Default Severity WARNING
L og Message PPP MSCHAPV1 username was truncated because it was too long
Explanation PPP MSCHAPv1 username was truncated because it was too long.
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2.29.19. username_too_long (ID:

02500301)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

mschapvl username_truncated
Reconfigure the endpoints to use a shorter username.

1

tunnel_type

2.29.19. username_too_long (ID: 02500301)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

PPP M SCHAPVv2 username was truncated because it was too long
PPP M SCHAPv2 username was truncated because it was too long.
mschapv2_username_truncated

Reconfigure the endpoints to use a shorter username.

1

tunnel_type

2.29.20. username_too_long (ID: 02500350)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

PPP PAP username was truncated because it was too long
PPP PAP username was truncated because it was too long.
pap_username_truncated

Reconfigure the endpoints to use a shorter username.

1

tunnel_type

2.29.21. password _too_long (ID: 02500351)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

WARNING

PPP PAP password was truncated because it was too long
PPP PAP password was truncated because it was too long.
pap_password_truncated

Reconfigure the endpoints to use a shorter password.

1
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02500351)

Parameters tunnel_type
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2.30. PPTP

Chapter 2. Log Message Reference

2.30. PPTP

These log messages refer to the PPTP (PPTP tunnéel events) category.

2.30.1. pptpclient_resolve failed (ID: 02700002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING
PPTP client <iface> failed to resolve <remotegwname>

The PPTP client failed to resolve the DNS name of the remote gate-
way.

None

Make sure you have configured the DNS name of the remote gateway
and the DNS servers correctly.

1

iface
remotegwname

2.30.2. pptp_connection_disallowed (ID: 02700003)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

PPTP connection from <remotegw> disallowed according to rule
<rule>! Call ID: <callid>

The PPTP connection is disallowed by the new configuration accord-
ing to the specified userauth rule. Closing down the PPTP connection.

pptp_connection_closed

Make sure the userauth rules are configured correctly.
1

rule

remotegw
calid

2.30.3. unknown_pptp_auth_source (ID: 02700004)

Default Severity

L og Message

Explanation

WARNING

Unknown PPTP authentication source for <rule>! Remote gateway:
<remotegw>, Call ID: <callid>

The authentication source for the specified userauth rule found in the
new configuration is unknown to the PPTP server. Closing down the
PPTP connection.
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2.30.4. user_disconnected (ID:

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.30.5. only_routes__
(ID: 02700006)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

pptp_connection_closed

Make sure the userauth rules are configured correctly.
1

rule

remotegw
callid

2.30.4. user_disconnected (ID: 02700005)

WARNING

User <user> is forcibly disconnected. Call ID: <callid> Remote gate-
way: <remotegw>

The connected client is forcibly disconnected by the userauth system.
None

None.

2

user
callid
remotegw

set_up_by server_iface_allowed

WARNING

PPTP server <iface> received a packet routed by a route not set up by
the interface itself. Dropping packet.

The PPTP server interface received a packet that was routed to the in-
terface by a route that was either manually configured or set up by an-
other subsystem. Traffic can only be sent out on the PPTP server using
the dynamic routes set up by the interface itself.

drop

Make sure there are no manually configured routes pointing to the
PPTP server interface in the configuration.

1

iface

2.30.6. mppe_required (ID: 02700007)
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2.30.7. unsupported_message (ID:

02700010)

Chapter 2. Log Message Reference

Default Severity WARNING

L og Message MPPE failed but is reguired, closing session <callid> to <remotegw>
on <iface>.

Explanation MPPE is required by the configuration but the MPPE negotiation

Gateway Action
Recommended Action
Revision

Parameters

failed. Session will be closed.
close_session

Make sure the peer is capable of MPPE encryption, or disable the
M PPE requirement.

1
iface

remotegw
callid

2.30.7. unsupported _message (ID: 02700010)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Unsupported message type <type> received on session <callid> from
<remotegw>. Ignoring message.

A message with unsupported type received. Ignoring it. The specified
interface, remote gateway and call 1D identify the specific session.

ignore
None.
1
iface
type

calid
remotegw

2.30.8. failure_init_radius_accounting (ID: 02700011)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

WARNING

Failed to send Accounting Start to RADIUS Accounting Server. Ac-
couting will be disabled. Interface: <iface>, Remote gateway:
<remotegw>, Call ID: <callid>

Failed to send START message to RADIUS accounting server. RADI-
US accounting will be disabled for this session. The specified inter-
face, remote gateway and call 1D identify the specific session.

accounting_disabled
Make sure the RADIUS accounting configuration is correct.

1
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2.30.9. pptp_session_up (ID:

Chapter 2. Log Message Reference

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

calid
remotegw
iface

2.30.9. pptp_session_up (ID: 02700012)

WARNING

PPP negotiation completed for session <callid> to <remotegw> on
<iface>. User: <user>, Auth: <auth>, MPPE: <mppe>, Assigned IP:
<assigned_ip>

The PPP negotiation has completed successfully for this session. The
specified interface, remote gateway and call 1D identify the specific
Session.

None
None.
1

calid

iface
remotegw
user

auth

mppe
assigned_ip

2.30.10. pptp_session_up (ID: 02700013)

WARNING

PPP negotiation completed for session <callid> on <iface> connected
to <remotegw>. Auth: <auth>, MPPE: <mppe>

The PPP negotiation has completed successfully for this session. The
specified interface, remote gateway and call ID identify the specific
session.

None
None.
1
calid
iface

remotegw
auth

mppe

2.30.11. tunnel_idle_timeout (ID: 02700014)

300



2.30.12. session_idle_timeout (ID:
02700015)
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Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

PPTP tunnel to <remotegw> on <iface> has been idle for too long.
Closing it.

A PPTP tunnel has beenidle for too long. Tunnel will be closed.
close _tunnel

None.

1

iface
remotegw

2.30.12. session_idle_timeout (ID: 02700015)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

PPTP session <callid> to <remotegw> on <iface> has been idle for too
long. Closing it.

A PPTP session has been idle for too long. Session will be closed.
close session

None.

1

iface

remotegw
calid

2.30.13. ctrlconn_refused (ID: 02700020)

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action

Revision

Parameters

WARNING

The remote PPTP server on <remotegw> refused to establish PPTP
control connection. Reason: <reason>

A remote PPTP server refused to establish PPTP control connection.
None

Read the reason specified by the PPTP server. This might give a clue
why the PPTP server refused the PPTP control connection.

1

reason
iface
remotegw
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2.30.14. pptp_connection_disallowed
(ID: 02700024)

Chapter 2. Log Message Reference

2.30.14. pptp_connection_disallowed (ID: 02700024)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action

Recommended Action

WARNING

PPTP connection from <remotegw> disallowed according to rule
<rule>. Interface: <iface>.

The PPTP connection is disallowed according to the specified userauth
rule.

None

Make sure the userauth rules are configured correctly.
1

rule

iface
remotegw

2.30.15. unknown_pptp_auth_source (ID: 02700025)

WARNING

Unknown PPTP authentication source for <rule>!. Interface: <iface>,
Remote gateway: <remotegw>.

The authentication source for the specified userauth rule is unknown to
the PPTP server.

None

Make sure the userauth rules are configured correctly.
1

rule

iface
remotegw

2.30.16. pptp_no_userauth_rule found (ID: 02700026)

WARNING

Did not find a matching userauth rule for the incoming PPTP connec-
tion. Interface: <iface>, Remote gateway: <remotegw>.

The PPTP server was unsuccessful trying to find a userauth rule
matching the incoming PPTP connection.

None

Make sure the userauth rules are configured correctly.
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2.30.17. malformed_packet (ID:
02700027)

Chapter 2. Log Message Reference

Revision

Parameters

1

iface
remotegw

2.30.17. malformed_packet (ID: 02700027)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Malformed packet received from <remotegw> on <iface>. Error code:
<error_code>

A malformed packet was received by the PPTP interface.
None

None.

1

iface

remotegw
error_code

2.30.18. waiting_for_ip_to_listen_on (ID: 02700050)

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

WARNING
PPTP server <iface> cannot start until it has an |P address to listen on.

The PPTP server cannot start until it has a proper |P address to listen
on.

None

Make sure that the IP address is configured correctly on the PPTP
server interface. If the PPTP server is supposed to listen on an IP as-
signed by a DHCP server, make sure that the DHCP server is working

properly.
1

iface

2.30.19. pptpclient_resolve successful (ID: 02700001)

Default Severity
L og Message

Explanation

NOTICE
PPTP client <iface> resolved <remotegwname> to <remotegw>

The PPTP client succesfully resolved the DNS name of remote gate-
way.
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2.30.20. pptp_session_closed (ID:
02700008)

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

None
None.
1
iface

remotegwname
remotegw

2.30.20. pptp_session_closed (ID: 02700008)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
PPTP session <callid> to <remotegw> on <iface> closed.

A PPTP session has been closed. The specified interface, remote gate-
way and call 1D identify the specific session.

None
None.
1
iface

remotegw
callid

2.30.21. pptp_session_request (ID: 02700009)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
PPTP session request sent on control connection to <remotegw>

An PPTP session request has been sent on the control connection to
the specified remote gateway.

None
None.
1

remotegw

2.30.22. pptpclient_start (ID: 02700017)

Default Severity
Log Message

Explanation

NOTICE
PPTP client <iface> started, connecting to server on <remotegw>

A PPTP client has initiated the connection to its remote gateway.
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2.30.23. pptpclient_connected (ID:

Chapter 2. Log Message Reference

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
Log Message

Explanation

None
None.
1

iface
remotegw

2.30.23. pptpclient_connected (ID: 02700018)

NOTICE

PPTP client <iface> connected to <remotegw>, requesting control
connection

A PPTP client has established a connection to its remote gateway and
is sending a control connection request message.

None
None.
1

iface
remotegw

2.30.24. pptp_tunnel_up (ID: 02700019)

NOTICE
PPTP tunnel up, client <remotegw> connected to <iface>

A remote PPTP client has established a connection to this PPTP serv-
er.

None
None.
1

iface
remotegw

2.30.25. pptp_tunnel_up (ID: 02700021)

NOTICE
PPTP tunnel on <iface> is up. Connected to server on <remotegw>.

This PPTP client has established a control connection to the remote
PPTP server.
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Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

None
None.
1

iface
remotegw

2.30.26. pptp_tunnel _closed (ID: 02700022)

NOTICE

PPTP tunnel to <remotegw> on <iface> closed.
The PPTP tunnel to has been closed.

None

None.

1

iface
remotegw
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2.31. REASSEMBLY

These log messages refer to the REASSEMBLY (Events concerning data reassembly) category.

2.31.1. mismatching_data _in_overlapping _tcp_segme

nt (ID: 04800004)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ERROR

Overlapping TCP segment containing different data

A TCP segment that partly overlaps segments that has been received
earlier was received. The data in the overlapping part is however dif-
ferent from the data in the segments received earlier. The segment's
data will be replaced so that it is consistent with the earlier received
segments.

correct the data

Research the source of this errornous traffic.

1

Connection

2.31.2. memory_allocation_failure (ID: 04800005)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

ERROR
Can't allocate memory to keep track of a packet

The gateway is unable to allocate memory to keep track of packet that
was received. The packet will be dropped.

drop
Review configuration to reduce memory consumption.

1

2.31.3. drop_due _to_buffer_starvation (ID: 04800007)

Default Severity
L og Message

Explanation

Gateway Action

ERROR

Can't alocate resources to process a packet

The gateway ran out of resources when trying to allocate resources to
send a packet. The packet that triggered the need to send a packet will
be dropped.

drop
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Recommended Action

Revision

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

Check buffer consumption.

1

2.31.4. failed _to_send_ack (ID: 04800008)

ERROR

Failed to send TCP ACK in response to a segment

The gateway responds to some segments by sending an acknowledge-
ment segment to the sender. An example is when it receives a segment
that is outside of the receiver's receive window. This log message in-
dicates that the gateway failed to allocate resources to send such an
acknoledgement segment.

none

Check buffer consumption.

1

2.31.5. state_ memory_allocation_failed (ID: 04800011)

ERROR

Failed to alocate the memory needed to activate reassembly on a con-
nection

The reassembly subsystem has failed to allocate the memory needed to
activate reassembly on a connection.

none
Review configuration to reduce memory consumption.
1

Connection

2.31.6. invalid_tcp_checksum (ID: 04800003)

NOTICE
TCP segment with invalid checksum

A TCP segment with an invalid checksum was received. The segment
will be dropped.

drop
None.

1
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ched (ID: 04800009)

Context Parameters

Connection

2.31.7. processing_memory_limit_reached (ID:

04800009)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action

Revision

NOTICE

M aximum processing memory limit reached

The reassembly subsystem has reached the maximum limit set on its
processing memory. Thiswill decrease the performance of connections
that are processed by the reassembly subsystem.

drop

Consider increasing the setting Reassembly M axProcessingMem.

1

2.31.8. maximum_connections_limit_reached (ID:

04800010)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
Maximum connections limit reached

The reassembly subsystem has reached the maximum number of con-
current connections.

none
Consider increasing the setting Reassembly _MaxConnections.
1

Connection

2.31.9. ack_of not_transmitted_data (ID: 04800002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

INFORMATIONAL
TCP segment acknowledges data not yet transmitted

A TCP segment that acknowledges data not yet transmitted was re-
ceived. The segment will be dropped.

drop
None.

1

309



2.31.9. ack_of not_transmitted_data Chapter 2. Log Message Reference
(ID: 04800002)

Context Parameters Connection
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2.32. RFO

These log messages refer to the RFO (Routefail over events) category.

2.32.1. no_ping (ID: 04100003)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

ERROR

Interface <iface>, Table <table>, Net <net>: Route disabled, no PING
reply from Gateway <gateway>

Route is not available, and has been disabled. Did not receive a PING
reply from the gateway.

route_disabled
None.

1

iface

table

net
gateway

2.32.2. unable _to_register_pingmon (ID: 04100005)

ERROR

Interface <iface>, Table <table>, Net <net>: Route no longer mon-
itored via PING, unable to register PING monitor

Internal Error: The route is no longer monitored. Failed to register
PING Route Monitor.

disabled_monitor
None.

1

iface

table

net
gateway

2.32.3.no_arp (ID: 04100007)

ERROR

Interface <iface>, Table <table>, Net <net>: Route disabled, no ARP
reply from Gateway <gateway>
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or (ID: 04100008)
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Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Route is not available, and has been disabled. Did not receive a ARP
reply from the gateway.

route_enabled
None.

1

iface

table

net
gateway

2.32.4. unable _to_register_arp_monitor (ID: 04100008)

ERROR

Interface <iface>, Table <table>, Net <net>: Route no longer mon-
itored, unable to register ARP monitor

Internal Error: The route is no longer monitored. Failed to register
ARP Route Monitor.

no_monitoring
None.

1

iface

table

net
gateway

2.32.5. no_link (ID: 04100010)

ERROR

Interface <iface> have no link (reason: <reason>), all associated routes
disabled.

The interface have no link, and all associated routes has been disabled.
associated routes disabled

None.

1

iface
reason

2.32.6. unable _to_register_interface_monitor (ID:
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04100012)
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Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.32.8. no_ping (ID:

Default Severity

Log Message

Explanation

Gateway Action

ERROR

Interface <iface>, Table <table>, Net <net>: Route no longer mon-
itored, unable to register interface monitor

Internal Error: Route is no longer monitored. Unable to register Inter-
face Monitor.

no_monitoring
None.

1

iface

table

net
gateway

2.32.7. unable _to_register_interface_monitor (ID:
04100013)

ERROR

Interface <iface>, Table <table>, Net <net>: Route no longer mon-
itored, unable to register interface monitor

Internal Error: Route is no longer monitored. Unable to register Inter-
face Monitor.

disabled_monitor
None.

1

iface

table

net
gateway

04100002)

WARNING

Interface <iface>, Table <table>, Net <net>: Unable to open conn for
PING trying again later

Unable to open a connection to verify the status of the route. Will try
again later.

try_again_later
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2.32.9. unable_to_register_pingmon
(ID: 04100004)
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Recommended Action
Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

None.
1

iface
table
net
gateway

2.32.9. unable _to_register_pingmon (ID: 04100004)

WARNING

Interface <iface>, Table <table>, Net <net>: Route no longer mon-
itored, unable to register PING monitor

Internal Error: The route is no longer monitored. Failed to register
PING Route Monitor.

route_not_monitored
None.

1

iface

table

net
gateway

2.32.10. unable_to_register_arp_monitor (ID:
04100009)

WARNING

Interface <iface>, Table <table>, Net <net>. Route no longer mon-
itored via ARP, unable to register ARP monitor

Internal Error: The route is no longer monitored. Failed to register
ARP Route Monitor.

disabled_monitor
None.

1

iface

table

net
gateway

2.32.11. have_ping (ID: 04100001)
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Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Interface <iface>, Table <table>, Net <net>: Route enabled, got PING
reply from GW <gateway>

Route is available. Received PING reply from the gateway.
None

None.

1

iface

table

net
gateway

2.32.12. have_arp (ID: 04100006)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Interface <iface>, Table <table>, Net <net>: Route enabled, got ARP
reply from Gateway <gateway>

Route is available. Received ARP reply from the gateway.
route_enabled

None.

1

iface

table

net
gateway

2.32.13. have_link (ID: 04100011)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Interface <iface> have link. Some associated routes may require ARP
to be enabled

The interface have a link. Some associated routes may require ARP to
be enabled.

None
None.
1

iface
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2.33. RULE

These log messages refer to the RULE (Eventstrigger ed by rules) category.

2.33.1. blockOnet (ID: 06000010)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Destination address isthe 0.* net. Dropping

The destination address was the 0.* net, which is not allowed accord-
ing to the configuration. The packet is dropped.

drop
Investigate why this traffic had the 0.* net as the destination.
1

Rule Name
Packet Buffer

2.33.2. blockOnet (ID: 06000011)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Destination address isthe 0.* net. Accepting

The destination address was the 0.* net, which is allowed according to
the configuration. The packet is accepted.

accept

If this type of traffic should be dropped, modify the "Settings" section
in the configuration.

1

Rule Name
Packet Buffer

2.33.3. block127net (ID: 06000012)

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

WARNING
Destination address isthe 127.* net. Dropping

The destination address was the 127.* net, which is not allowed ac-
cording to the configuration. The packet is dropped.

drop

Investigate why this traffic had the 127.* net as the destination.
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Revision 1
Context Parameters Rule Name
Packet Buffer

2.33.4. block127net (ID: 06000013)

Default Severity WARNING
L og Message Destination address isthe 127.* net. Accepting
Explanation The destination address was the 127.* net, which is allowed according

to the configuration. The packet is accepted.
Gateway Action accept

Recommended Action If this type of traffic should be dropped, modify the "Settings" section
in the configuration.

Revision 1
Context Parameters Rule Name
Packet Buffer

2.33.5. unknown_vlandid (ID: 06000040)

Default Severity WARNING

L og Message Received VLAN packet with unknown tag <vlanid>. Dropping

Explanation The unit received a VLAN packet with an unknown tag, and the packet
is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters vlanid

Context Parameters Rule Name
Packet Buffer

2.33.6. ruleset_reject_packet (ID: 06000050)

Default Severity WARNING

L og Message Packet rejected by rule-set. Rejecting
Explanation Therule-set is configured to rejected this packet.
Gateway Action reject
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2.33.7. ruleset_drop_packet (ID:

06000051)
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Recommended Action
Revision

Context Parameters

If thisis not the indended behaviour, modify the rule-set.
1

Rule Information
Packet Buffer

2.33.7. ruleset_drop_packet (ID: 06000051)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Packet dropped by rule-set. Dropping

Therule-set is configured to drop this packet.

drop

If thisis not the indended behaviour, modify the rule-set.
1

Rule Information
Packet Buffer

2.33.8. ruleset_fwdfast (ID: 06000003)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
Packet statelessly forwarded (fwdfast)

The packet matches a rule with a "fwdfast” action, and is statelessly
forwarded.

fwdfast
None.
1

Rule Information
Packet Buffer

2.33.9. ip_verified _access (ID: 06000005)

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

NOTICE

IP address verfied according to ACCESS section

The IP address was verified according to the ACCESS section.
access alow

None.
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06000030)

Revision 1
Context Parameters Rule Name
Packet Buffer

2.33.10. directed _broadcasts (ID: 06000030)

Default Severity NOTICE

L og Message Packet directed to the broadcast address of the destination network.
Forwarding

Explanation The packet was directed to the broadcast address of the destination net-
work, and the unit is configured to allow this.

Gateway Action forward

Recommended Action None.

Revision 1

Context Parameters Rule Name

2.33.11. directed broadcasts (ID: 06000031)

Default Severity NOTICE

L og Message Packet. directed to the broadcast address of the destination network.
Dropping

Explanation The packet was directed to the broadcast address of the destination net-
work, and the unit is configured to disallow this.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name

2.33.12. unhandled _local (ID: 06000060)

Default Severity NOTICE
L og Message Allowed but unhandled packet to the firewall. Dropping
Explanation A packet directed to the unit itself was received. The packet is a-

lowed, but there is no matching state information for this packet. It is
not part of any open connections, and will be dropped.

Gateway Action drop

Recommended Action None.
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06000060)

Revision 1
Context Parameters Rule Name
Packet Buffer
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2.34. SESMGR

These log messages refer to the SESMGR (Session Manager events) category.

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.34.3. sesmgr_file_

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action

Revision

2.34.1. sesmgr_allocate_error (ID: 04900009)

EMERGENCY

Could not allocate memory for new session
Could not allocate memory for new session.
none

Check memory.

1

2.34.2. sesmgr_console _denied _init (ID: 04900012)

ALERT

Could not create new console at initialization of Security Gateway for
User: <user>. Database: <database>. |P: <ip>. Type: <type>.

Could not create new console at initialization of Security Gateway.
remove_session

Check maximum number of sessions and consoles.

1

user
database

ip
type

error (ID: 04900017)

ALERT

Error accessing files.

Error occured when accessing files for reading/writing.
file_error

Check available memory.

1
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04900007)

2.34.4. sesmgr_session_denied (ID: 04900002)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

New session denied for User: <user>. Database: <database>. IP: <ip>.
Type: <type>.

New session denied in Session Manager.
remove_session

Check settings for users.

1

user
database
ip

type

2.34.5. sesmgr_console_denied (ID: 04900007)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Could not create new console for User: <user>. Database: <database>.
IP: <ip>. Type: <type>.

Could not create new console, new session will be removed.
remove_session

Check maximum number of sessions and consoles.

1

user
database
ip

type

2.34.6. sesmgr_session_maximum_reached (ID:

04900008)

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

Revision

WARNING

Maximum number of sessions reached
Maximum number of sessions reached.
deny new_session

Remove inactive sessions or increase maximum number of allowed
SEssions.

1
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ng (ID: 04900015)

2.34.7. sesmgr_session_access_missing (ID:

04900015)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

No access level set for User: <user>. Database: <database>. IP: <ip>.
Type: <type>.

No access level set for user, new session denied.
deny session

Check user settings.

1

user
database
ip

type

2.34.8. sesmgr_session_created (ID: 04900001)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Session connected for User: <user>. Database: <database>. |P; <ip>.
Type: <type>.

New session created in Session Manager.
none

None.

1

user
database
ip

type

2.34.9. sesmgr_session_removed (ID: 04900003)

Default Severity

Log Message

Explanation
Gateway Action

Recommended Action

NOTICE

Session disconnected for User: <user>. Database: <database>. |P:
<ip>. Type: <type>.

Session disconnected in Session Manager.
none

None.

324



2.34.10. sesmgr_access_set (ID: Chapter 2. Log Message Reference
04900004)

Revision 1
Parameters user
database
ip
type

2.34.10. sesmgr_access_set (ID: 04900004)

Default Severity NOTICE
L og Message Access level changed to <access> for User: <user>. Database:
<database>. IP; <ip>. Type: <type>.
Explanation Access level has been changed for session.
Gateway Action none
Recommended Action None.
Revision 1
Parameters user
access
database
ip
type

2.34.11. sesmgr_session_timeout (ID: 04900005)

Default Severity NOTICE
L og Message Session has timed out for User: <user>. Database: <database>. IP:
<ip>. Type: <type>.
Explanation Session has timed out and will be removed.
Gateway Action remove _session
Recommended Action None.
Revision 1
Parameters user
database
ip
type

2.34.12. sesmgr_upload_denied (ID: 04900006)

Default Severity NOTICE

L og Message File upload connection denied for User: <user>. IP: <ip>. Type:
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2.34.13. sesmgr_session_activate (ID: Chapter 2. Log Message Reference
04900010)

<type>.
Explanation Administrator session aready active, file upload session denied.
Gateway Action deny _upload
Recommended Action Terminate administrator session and try again.
Revision 1
Parameters user
ip
type

2.34.13. sesmgr_session_activate (ID: 04900010)

Default Severity NOTICE
L og Message Session has been activated for User: <user>. Database: <database>. |P:
<ip>. Type: <type>.
Explanation Disabled session has been activated.
Gateway Action none
Recommended Action None.
Revision 1
Parameters user
database
ip
type

2.34.14. sesmgr_session_disabled (ID: 04900011)

Default Severity NOTICE
L og Message Session has been disabled for User: <user>. Database: <database>. IP:
<ip>. Type: <type>.
Explanation Session has been disabled.
Gateway Action none
Recommended Action None.
Revision 1
Parameters user
database
ip
type

2.34.15. sesmgr_session_previous_removed (ID:
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d (ID: 04900016)

04900014)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Previous session for User: <user> will be disconnected. Database:
<database>. IP; <ip>. Type: <type>.

Previous session will be disconnected, current session will be estab-
lished in its stead.

none
None.
1

user
database
ip

type

2.34.16. sesmgr_session_old _removed (ID: 04900016)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Old session disconnected to be replaced for User: <user>. Database:
<database>. IP: <ip>. Type: <type>.

Old session disconnected and is being replaced by a new session for
the user.

none
None.
1

user
database
ip

type

2.34.17. sesmgr_techsupport (ID: 04900018)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

NOTICE

Sending technical support file.

Technical support file created and is being sent to user.
techsupport_created

None.

1
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2.35. SLB

These log messages refer to the SL B (SL B events) category.

2.35.1. server_offline (ID: 02900002)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

SLB Server <server_ip> is offline according to monitor
The server is determined to be offline according to monitor.
Removing this server from the active serverslist.
Determine why the server is not responding.

1

server_ip

[monitor]

[monitor_port]

Rule Name

2.35.2. server_online (ID: 02900001)

NOTICE

SLB Server <server_ip> is online according to monitor
A disabled server has been determined to be aive again.
Adding this server to the active serverslist.

None.

1

server_ip

Rule Name
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2.36. SNMP

These log messages refer to the SNM P (Allowed and disallowed SNM P accesses) category.

2.36.1. disallowed_sender (ID: 03100001)

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action
Revision
Parameters

Context Parameters

NOTICE
Disallowed SNMP from <peer>, disallowed sender IP

The sender |P address is not allowed to send SNMP data to the unit.
Dropping packet.

drop

If this sender |P address should have SNMP access to the unit, this
should be configured in the ACCESS section.

1
peer

Connection

2.36.2. invalid_snmp_community (ID: 03100002)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

Disallowed SNMP from <peer>, invalid community string
The SNMP community string isinvalid.

drop

Make sure the entered SNMP community string is correct.
1

peer

Connection
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2.37. SYSTEM

These log messages refer to the SYSTEM (System-wide events: startup, shutdown, etc..) cat-

egory.

2.37.1. demo_expired (ID: 03200020)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

EMERGENCY

The DEMO period for this copy of Clavister Security Gateway has ex-
pired. Please install license and re-run Clavister Security Gateway, or
restart the firewall to initiate another evaluation session

The unit will no longer operate, as the demo period has expired. Install
alicensein order to avoid this.

shutdown
Install alicense.
1

shutdown

2.37.2. demo_mode (ID: 03200021)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

2.37.3. bidir_fail (ID:

Default Severity

L og Message

Explanation

ALERT

This copy of Clavister Security Gateway isin DEMO mode. Firewall
core will halt in <time> seconds

The unit is running in DEMO mode, and will eventually expire. Install
alicensein order to avoid this.

shutdown_soon
Install alicense.
1

shutdown
time

03200600)

CRITICAL

Failed to establish bi-directiona communication with peer in
<timeout> seconds

The unit failed to establish a connection back to peer, using the new
configuration. It will try to revert to the previous configuration file.
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2.37.4. disk_cannot_remove_file (ID:
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Gateway Action

Recommended Action

Revision

Parameters

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action

Revision

Default Severity
L og Message

Explanation

None

Verify that the new configuration file does not contain errors that
would cause bi-directional communication failure.

1

cfgver
timeout

2.37.4. disk_cannot_remove_file (ID: 03200601)

CRITICAL

Failed to remove <file>, bi-directional communication will now prob-
ably beimpossible

The unit failed to remove the new, faulty, configuration file. It will still
try to revert to the previous configuration file.

None
Verify that the disk mediaisintact.
1

file

2.37.5. cfg_switch_fail (ID: 03200605)

CRITICAL

Failed to switch to new configuration

For reasons specified in earlier log events, the unit failed to switch to
the new configuration and will continue to use the present configura-
tion.

None

Consult the recommended action in the previous log message, which
contained a more detailed error description.

1

2.37.6. core_switch_fail (ID: 03200606)

CRITICAL
Failed to switch to new core

For reasons specified in earlier log events, the unit failed to switch to
the new core executable and will continue to use the present core ex-
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Gateway Action

Recommended Action

Revision

ecutable.
None

Consult the recommended action in the previous log message, which
contained a more detailed error description.

1

2.37.7. file_open_failed (ID: 03200602)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

Failed to open newly uploaded configuration file <new_cfg>
The unit failed to open the uploaded configuration file.
None

Verify that the disk mediaisintact.

1

new_cfg

2.37.8. disk_cannot_remove (ID: 03200603)

Default Severity
L og Message
Explanation
Gateway Action

Recommended Action

Revision

Parameters

ERROR

Failed to remove <old_cfg>

The unit failed to remove the old configuration file.
None

Verfiy that the disk mediaisintact, and that the fileis not write protec-
ted.

1

old cfg

2.37.9. disk_cannot_rename (ID: 03200604)

Default Severity
L og Message

Explanation

Gateway Action

Recommended Action

ERROR
Failed to rename <cfg_new> to <cfg_real>

The unit failed to rename the new configuration file to the real config-
uration file name.

None

Verify that the disk mediaisintact.
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tion (ID: 03200110)

Revision

Parameters

1

cfg_new
cfg_real

2.37.10. invalid_ip_match_access_section (ID:

03200110)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Failed to verify IP address as per ACCESS section. Dropping

The IP address was not verified according to the ACCESS section.
drop

None.

1

Rule Name
Packet Buffer

2.37.11. port_bind_failed (ID: 03200300)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Out of memory while tying to alocate dynamic port of loca IP
<localip>

The unit failed to alocate a dynamic port, asit is out of memory.
None

None.

1

reason
localip

2.37.12. port_bind_failed (ID: 03200301)

Default Severity

L og Message

Explanation
Gateway Action

Recommended Action

WARNING

Out of dynamic assigned ports. All ports <port_base>-<port_end> of
Loca IP<locaip> arein use

Failed to allocate a dynamic port, as al portsarein use.
None

None.
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2.37.13. admin_login_failed (ID:
03203002)

Chapter 2. Log Message Reference

Revision

Parameters

1

reason
localip
port_base
port_end

2.37.13. admin_login_failed (ID: 03203002)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Administrative user <username> failed to log in via <authsystem>, be-
cause of bad credentials

An adminsitrative user failed to log in to configuration system. Thisis
most likely due to an invalid entered username or password.

disalow_admin_access
None.
1

authsystem
username
[server_ip]
[server_port]
[client_ip]
[client_port]

2.37.14. reset_clock (ID: 03200100)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

The clock at <oldtime> was manually reset by <user> to <newtime>
The clock has manually been reset.

None

None.

1

oldtime

newtime
user

2.37.15. reset_clock (ID: 03200101)

Default Severity

Log Message

NOTICE

The clock at <oldtime> was manually reset to <newtime>
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Explanation

Gateway Action
Recommended Action
Revision

Parameters

The clock has manually been reset.
None

None.

1

oldtime
newtime

2.37.16. bidir_ok (ID: 03200607)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
Configuration <cfgver> verified for bi-directional communication

The new configuration has been verified for communication back to
peer, and will now be used as the active configuration.

None
None.
1

cfgver

2.37.17. shutdown (ID: 03201000)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Shutdown <shutdown>. Activein <time> seconds. Reason: <reason>
The unit is shutting down.

shutdown

None.

1

shutdown

time
reason

2.37.18. shutdown (ID: 03201010)

Default Severity
L og Message

Explanation

NOTICE
Reconfiguration aborted. Configuration files are missing

The unit was issued a reconfigure command, but no configuration file
is seen. The reconfiguration processis aborted.
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2.37.19. shutdown (ID: 03201011)
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Gateway Action
Recommended Action
Revision

Parameters

reconfigure_gateway_aborted
Verify that the disk mediaisintact.
1

reason

2.37.19. shutdown (ID: 03201011)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE
Shutdown aborted. Core file <core> missing

The unit was issued a shutdown command, but no core executable file
is seen. The shutdown process is aborted.

shutdown_gateway aborted
Verify that the disk mediaisintact.
1

shutdown

reason
core

2.37.20. startup_normal (ID: 03202000)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Security gateway starting. Core: <corever>. Build: <build>. Current
uptime: <uptime>. Using configuration file <cfgfile>, version
<cfgver>. Previous shutdown: <previous_shutdown>

The Security Gateway is starting up.
None

None.

1

corever
build

uptime

cfofile

cfgver
previous_shutdown

2.37.21. startup_echo (ID: 03202001)

Default Severity

NOTICE
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2.37.22. shutdown (ID: 03202500)
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L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Security gateway starting echo (<delay> seconds). Core: <corever>.
Build: <build>. Current uptime: <uptime>. Using configuration file
<cfdfile>, version <cfgver>. Previous shutdown:
<previous_shutdown>

The Security Gateway is starting up, echo.
None

None.

1

delay

corever

build

uptime

cfofile

cfgver
previous_shutdown

2.37.22. shutdown (ID: 03202500)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Shutdown <shutdown>

The Security Gateway is shutting down.
shutdown

None.

1

shutdown

2.37.23. admin_login (ID: 03203000)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Administrative user <username> logged in via <authsystem>. Access
level: <access level>

An adminsitrative user has logged in to the configuration system.
None

None.

1

authsystem

username

access level

[userdb]
[server_ip]
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[server_port]
[client_ip]
[client_port]

2.37.24. admin_logout (ID: 03203001)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Administrative user <username> logged out, via <authsystem>. Ac-
cess level: <access level>

An admingitrative user has logged out from the configuration system.
None

None.

1

authsystem
username
access |level
[userdb]
[client_ip]
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2.38. TCP_FLAG

These log messages refer to the TCP_FLAG (Events concer ning the TCP header flags) category.

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

Context Parameters

Default Severity

2.38.1. tcp_flags_set (ID: 03300002)

WARNING

The TCP <good flag> and <bad flag> flags are set. Stripping
<bad flag> flag

The possible combinations for these flags are: SYN URG, SYN PSH,
SYN RST, SYN FIN and FIN URG. Removing the "bad" flag.

strip_bad flag

If any of these combinations should either be dropped or ignored, spe-
cify thisin configuration, in the " Settings" sub system.

1

good flag
bad flag

Rule Name
Packet Buffer

2.38.2. tcp_flags_set (ID: 03300008)

WARNING
The TCP <good_flag> and <bad_flag> flags are set. Dropping

The possible combinations for these flags are: SYN URG, SYN PSH,
SYN RST, SYN FIN and FIN URG.

drop

If any of these combinations should either be ignored or having the
bad flag stripped, specify this in configuration, in the "Settings' sub
system.

1

good flag
bad flag

Rule Name
Packet Buffer

2.38.3. tcp_flag _set (ID: 03300009)

WARNING
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2.38.4. unexpected_tcp_flags (ID:

03300010)
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L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

The TCP <bad flag> flag is set. Dropping
The TCPflag is set. Dropping packet.
drop

None.

1

bad flag

Rule Name
Packet Buffer

2.38.4. unexpected_tcp_flags (ID: 03300010)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

Unexpected tcp flags <flags> from <endpoint> during state <state>.
Dropping

Received unexpected tcp flags during a specific state. Dropping pack-
et.

drop
None.

1

flags
endpoint
State

Rule Name
Connection
Packet Buffer

2.38.5. mismatched _syn_resent (ID: 03300011)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

Mismatched syn "resent” with seq <seqno>, expected <origseqno>.
Dropping

Mismatching sequence numbers. Dropping packet.
drop
None.

1

segno
origseqno
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(ID: 03300012)

Context Parameters

Rule Name
Connection
Packet Buffer

2.38.6. mismatched first_ack _seqgno (ID: 03300012)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

ACK packet with seq <segno>. Expected <expectseqno>. Dropping
Mismatching sequence numbers. Dropping packet.

drop

None.

1

seqno
expectseqno

Rule Name
Connection
Packet Buffer

2.38.7. mismatched first_ack seqno (ID: 03300013)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

WARNING

SYNACK packet with seq <seqno>. Expected <expectseqno>. Drop-
ping

Mismatching sequence numbers. Dropping packet.
drop
None.

1

seqno
expectsegno

Rule Name
Connection
Packet Buffer

2.38.8. rst_out_of bounds (ID: 03300015)

Default Severity

Log Message

WARNING

Originator RST seq <segno> is not in window <winstart>...<winend>.
Dropping
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2.38.9. tcp_flags_set (ID: 03300001)
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Explanation The RST flag sequence number is not within the receiver window.
Dropping packet.
Gateway Action drop
Recommended Action None.
Revision 1
Parameters seqno
winstart
winend
Context Parameters Rule Name
Connection
Packet Buffer

2.38.9. tcp_flags_set (ID: 03300001)

Default Severity NOTICE

Log Message The TCP <good_flag> and <bad_flag> flags are set. Allowing

Explanation The possible combinations for these flags are: SYN URG, SYN PSH,
SYN RST, SYN FIN and FIN URG.

Gateway Action alow

Recommended Action If any of these combinations should either be dropped or having the
bad flag stripped, specify this in configuration, in the "Settings' sub
system.

Revision 1

Parameters good_flag
bad flag

Context Parameters Rule Name
Packet Buffer

2.38.10. tcp_flag_set (ID: 03300003)

Default Severity NOTICE

L og Message The TCP <bad_flag> flag is set. Ignoring
Explanation The TCPflag is set. Ignoring.

Gateway Action ignore

Recommended Action None.

Revision 1

Parameters bad flag

Context Parameters Rule Name
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Packet Buffer

2.38.11. tcp_flag_set (ID: 03300004)

Default Severity NOTICE
L og Message The TCP <bad_flag> flag is set. Stripping
Explanation A "bad" TCPflag is set. Removing it.
Gateway Action strip_flag
Recommended Action None.
Revision 1
Parameters bad flag
Context Parameters Rule Name
Packet Buffer

2.38.12. tcp_null_flags (ID: 03300005)

Default Severity NOTICE
L og Message Packet hasno SYN, ACK, FIN or RST flag set
Explanation The packet has no SYN, ACK, FIN or RST flag set. Ignoring.
Gateway Action ignore
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer
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2.39. TCP_OPT

These log messages refer to the TCP_OPT (Events concerning the TCP header options) cat-

egory.

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

2.39.1. bad_tcpopt_length (ID: 03400010)

WARNING
Type <tcpopt> is multibyte, available=<avail>. Dropping

The TCP Option type is multi byte which requires two bytes, and there
isless than two bytes available. Dropping packet.

drop
None.

1

tcpopt
minoptien
avail

Rule Name
Packet Buffer

2.39.2. bad_tcpopt_length (ID: 03400011)

WARNING

Type <tcpopt> claims length=<len> bytes, avail=<avail> bytes. Drop-
ping

The TCP Option type does not fit in the option space. Dropping pack-
et.

drop
None.
1
tcpopt
len
avail

Rule Name
Packet Buffer

2.39.3. bad_tcpopt_length (ID: 03400012)

WARNING
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2.39.4. tcp_mss_too_low (ID:
03400013)
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L og Message Type <tcpopt>: bad length <optlen>. Expected <expectlen> bytes.
Dropping
Explanation The TCP Option type has an invalid length. Dropping packet.

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

drop
None.

1

tcpopt
optlen
expectlen

Rule Name
Packet Buffer

2.39.4. tcp_mss_too_low (ID: 03400013)

WARNING

TCP MSS <mss> too low. TCPM SSMin=<minmss>. Dropping
The TCP MSSistoo low. Dropping packet.

drop

None.

1

tcpopt

mss

minmss

Rule Name
Packet Buffer

2.39.5. tcp_mss_too_high (ID: 03400014)

WARNING

TCP MSS <mss> too high. TCPM SSMax=<maxmss>. Dropping
The TCP MSSistoo high. Dropping packet.

drop

None.

1

tcpopt

mss
maxmss

346



2.39.6. tcp_option_disallowed (ID: Chapter 2. Log Message Reference
03400015)

Context Parameters Rule Name
Packet Buffer

2.39.6. tcp_option_disallowed (ID: 03400015)

Default Severity WARNING
L og Message Packet has a <tcpopt> TCP option, which is disallowed. Dropping
Explanation The packet has a TCP Option of the specified type. Dropping packet.
Gateway Action drop
Recommended Action None.
Revision 1
Parameters tcpopt
Context Parameters Rule Name
Packet Buffer

2.39.7. tcp_null_flags (ID: 03400016)

Default Severity WARNING
L og Message Packet hasno SYN, ACK, FIN or RST flag set. Dropping
Explanation The packet hasno SYN, ACK, FIN or RST flag set. Dropping packet.
Gateway Action drop
Recommended Action None.
Revision 1
Context Parameters Rule Name
Packet Buffer

2.39.8. tcp_mss_too_low (ID: 03400001)

Default Severity NOTICE

L og Message TCP MSS <mss> too low. TCPM SSMin=<minmss>
Explanation The TCP MSSistoo low. Ignoring.

Gateway Action ignore

Recommended Action None.

Revision 1

Parameters tcpopt
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2.39.9. tcp_mss_too_low (ID:
03400002)
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Context Parameters

mss
minmss

Rule Name
Packet Buffer

2.39.9. tcp_mss_too_low (ID: 03400002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE
TCP MSS <mss> too low. TCPM SSMin=<minmss>. Adjusting

The TCP MSS is too low. Adjusting to use the configured minimum
MSS.

adjust
None.
1
tcpopt
mss

minmss

Rule Name
Packet Buffer

2.39.10. tcp_mss_too_high (ID: 03400003)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

TCP MSS <mss> too high. TCPM SSM ax=<maxmss>
The TCP MSSistoo high. Ignoring.

None

None.

1

tcpopt

mss

maxmss

Rule Name
Packet Buffer

2.39.11. tcp_mss_too_high (ID: 03400004)

Default Severity

NOTICE
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2.39.12. tcp_mss_above_log_level (ID: Chapter 2. Log Message Reference

03400005)

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

TCP MSS <mss> too high. TCPM SSMax=<maxmss>. Adjusting

The TCP MSS is too high. Adjusting to use the configured maximum
MSS.

adjust
None.
1
tcpopt
mss

maxmss

Rule Name
Packet Buffer

2.39.12. tcp_mss_above log level (ID: 03400005)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

TCP MSS <mss> higher than log level. TCPMSSLog-
Level=<mssloglevel>

The TCP MSSis higher than the log level.

tcpopt
mss
mssloglevel

Rule Name
Packet Buffer

2.39.13. tcp_option (ID: 03400006)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

Packet has a type <tcpopt> TCP option

The packet has a TCP Option of the specified type. Ignoring.
ignore

None.

1

tcpopt

Rule Name
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2.39.14. tcp_option_strip (ID: Chapter 2. Log Message Reference
03400007)

Packet Buffer

2.39.14. tcp_option_strip (ID: 03400007)

Default Severity NOTICE
L og Message Packet has a type <tcpopt> TCP option. Stripping it
Explanation The packet has a TCP Option of the specified type. Removing it.
Gateway Action strip
Recommended Action None.
Revision 1
Parameters tcpopt
Context Parameters Rule Name
Packet Buffer
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2.40. TIMESYNC

These log messages refer to the TIMESYNC (Firewall time synchr onization events) category.

2.40.1. failure_communicate_with_timeservers (ID:

03500002)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action

Revision

WARNING
Communication with the timeserver(s) failed. Clock not updated.

The unit failed to establish a connection with the time sync server. The
clock has not been updated.

clock_not_synced
Verify that the time sync server is running.

1

2.40.2. clockdrift_too_high (ID: 03500003)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

WARNING

According to the timeserver the clock has drifted <clockdrift>
seconds(s) which is NOT in the allowed correction interval
(+/-<interval> seconds)

The clock has drifted so much that it is not within the allowed +/- cor-
rection interval. The clock will not be updated.

clock _not_synced

If the correction interval is too narrow, it can be changed in the Ad-
vanced Settings section.

1

clockdrift
timeserver
interval

2.40.3. synced_clock (ID: 03500001)

Default Severity

Log Message

Explanation

Gateway Action

NOTICE

The clock at <oldtime>, was off by <clockdrift> second(s) and syn-
chronized with <timeserver> to <newtime>

The clock has been synchronized with the time server.

None
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2.40.3. synced_clock (ID: 03500001)

Chapter 2. Log Message Reference

Recommended Action
Revision

Parameters

None.
2

oldtime
newtime
clockdrift
timeserver
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2.41. TRANSPARENCY

These log messages refer to the TRANSPARENCY (Events concerning the Transparent Mode

feature) category.

2.41.1. impossible_hw_sender_address (ID: 04400410)

Default Severity
Log Message

Explanation
Gateway Action

Recommended Action

Revision

Context Parameters

WARNING
Impossible hardware sender address 0000:0000:0000. Dropping.

Some equipment on the network is sending packets with a source
MAC address of 0000:0000:0000. These packets will be dropped.

drop

Investigate if there are equipment sending packets using
0000:0000:0000 as source MAC address. If there are, try to change the
behaviour of that equipment.

1

Rule Name
Packet Buffer

2.41.2. enet_hw_sender_broadcast (ID: 04400413)

Default Severity
L og Message

Explanation
Gateway Action

Recommended Action

Revision

Context Parameters

WARNING
Ethernet hardware sender is a broadcast address. Dropping.

The Ethernet hardware sender address is a broadcast address. The
packet will be dropped.

drop

Investigate if there are equipment sending packets using a broadcast
address as sender MAC address. If there are, try to change the beha-
viour of that equipment.

1

Rule Name
Packet Buffer

2.41.3. enet_hw_sender_multicast (ID: 04400416)

Default Severity
Log Message

Explanation

WARNING
Ethernet hardware sender is a multicast address. Dropping.

The Ethernet hardware sender address is a multicast address. The
packet will be dropped.
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2.41.4. invalid_stp_frame (ID:
04400419)
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Gateway Action

Recommended Action

Revision

Context Parameters

drop

Investigate if there are equipment sending packets using a multicast
address as sender MAC address. If there are, try to change the beha-
viour of that equipment.

1

Rule Name
Packet Buffer

2.41.4. invalid_stp_frame (ID: 04400419)

Default Severity
Log Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

WARNING

Incomming STP frame from <recvif> dropped. Reason: <reason>

An incomming Spanning-Tree frame has been dropped since it is
either malformed or its type is unknown. Supported Spanning-Tree
versions are STP, RSTP, MSTP and PV ST+.

drop

If the frame format isinvalid, locate the unit which is sending the mal-
formed frame.

1

recvif
reason

2.41.5. enet_hw_sender_broadcast (ID: 04400411)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
Ethernet hardware sender is a broadcast address. Accepting.

The Ethernet hardware sender address is a broadcast address. The
packet will be accepted.

accept
None.
1

Rule Name
Packet Buffer

2.41.6. enet_hw_sender_broadcast (ID: 04400412)

Default Severity

NOTICE
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2.41.7. enet_hw_sender_multicast (ID: Chapter 2. Log Message Reference

04400414)

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Ethernet hardware sender is a broadcast address. Rewriting to the ad-
dress of the forwarding interface.

The Ethernet hardware sender address is a broadcast address. The
packet will be rewritten with the hardware sender address of the for-
warding interface.

rewrite

None.

1

Rule Name
Packet Buffer

2.41.7. enet_hw_sender_multicast (ID: 04400414)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
Ethernet hardware sender is a multicast address. Accepting.

The Ethernet hardware sender address is a multicast address. The
packet will be accepted.

accept
None.
1

Rule Name
Packet Buffer

2.41.8. enet_hw_sender_multicast (ID: 04400415)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE

Ethernet hardware sender is a multicast address. Rewriting to the ad-
dress of the forwarding interface.

The Ethernet hardware sender address is a multicast address. The
packet will be rewritten with the hardware sender address of the for-
warding interface.

rewrite

None.

1

Rule Name
Packet Buffer

2.41.9. relay_stp_frame (ID: 04400417)
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2.41.10. dropped_stp_frame (ID: Chapter 2. Log Message Reference
04400418)

Default Severity INFORMATIONAL

L og Message Relaying STP frame from <recvif> to switched interfaces

Explanation An incomming STP frame has been relayed to al switched interfaces
in the same switch route as [recif].

Gateway Action alow

Recommended Action None.

Revision 1

Parameters recvif

2.41.10. dropped_stp_frame (ID: 04400418)

Default Severity INFORMATIONAL

L og Message Dropping STP frame from <recvif>
Explanation An incomming STP frame has been dropped.
Gateway Action drop

Recommended Action None.

Revision 1

Parameters recvif

356



2.42. USERAUTH
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2.42. USERAUTH

These log messages refer to the USERAUTH (User authentication (e.g. RADIUS) events) cat-

egory.

2.42.1. no_accounting_start_server_response (ID:

03700003)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ALERT

Did not receive a RADIUS Accounting START response. Accounting
has been disabled

The unit did not receive a response to an Accounting-Start event from
the Accounting Server. Accounting features will be disabled.

accounting_disabled

Verify that the RADIUS Accounting server daemon is running on the
Accounting Server.

1

User Authentication

2.42.2. invalid_accounting_start_server_response (ID:

03700004)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ALERT

Received an invalid RADIUS Accounting START response from RA-
DIUS Accounting server. Accounting has been disabled

The unit received an invalid response to an Accounting-Start event
from the Accounting Server Accounting features will be disabled.

accounting_disabled
Verify that the RADIUS Accounting server is properly configured.
1

User Authentication

2.42.3. failed _to_send_accounting_stop (ID: 03700007)

Default Severity

L og Message

Explanation

ALERT

Failed to send Accounting STOP to Authentication Server. Accounting
information will not be sent to Authentication Server.

The unit failed to send an Accounting-Stop event to the Accounting

357
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sponse (ID: 03700010)

Gateway Action
Recommended Action
Revision

Context Parameters

Server. Accounting information will not be sent to the Accounting
Server.

None
None.
1

User Authentication

2.42.4. no_accounting_stop_server_response (ID:

03700010)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action

Revision

Context Parameters

ALERT

Did not receive a RADIUS Accounting STOP response. User statistics
might not have been updated on the Accounting Server

The unit did not receive a response to an Accounting-Stop event from
the Accounting Server. Accounting information might not have been
propery received by the Accounting Server.

None

Verify that the RADIUS Accounting server daemon is running on the
Accounting Server.

1

User Authentication

2.42.5. invalid_accounting_stop_server_response (ID:

03700011)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

ALERT

Received an invalid RADIUS Accounting STOP response from RADI-
US Accounting server. User statistics might not have been updated on
the Accounting Server

The unit received an invalid response to an Accounting-Stop event
from the Accounting Server. Accounting information might not have
been propery received by the Accounting Server.

None

Verify that the RADIUS Accounting server is properly configured.

1

User Authentication

2.42.6. failure_init_radius_accounting (ID: 03700012)
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sponse (ID: 03700014)
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Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

Default Severity

Log Message

Explanation

Gateway Action

Recommended Action

Revision

Context Parameters

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

ALERT

Failed to send Accounting Start to RADIUS Accounting Server. Ac-
counting will be disabled

The unit failed to send an Accounting-Start event to the Accounting
Server. Accounting features will be disabled.

accounting_disabled
None.
1

User Authentication

2.42.7. no_accounting_start_server_response (ID:
03700014)

ALERT

Did not send a RADIUS Accounting START request. Accounting has
been disabled

The unit did not send an Accounting-Start event to the Accounting
Server. Accounting features will be disabled. This could be a result of
missing a route from the unit to the Accounting Server.
accounting_disabled

Verify that a route exists from the unit to the RADIUS Accounting
server, and that it is properly configured.

1

User Authentication

2.42.8. accounting_interim_failure (ID: 03700051)

ALERT

Failed to send Accounting Interim to Authentication Server. Account-
ing information might not be properly updated on the Accounting
Server.

The unit failed to send an Accounting-Interim event to the Accounting
Server. The statistics on the Accounting Server might not have been
properly synchronized.

None

Verify that the RADIUS Accounting server daemon is running on the
Accounting Server.
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_response (ID: 03700052)

Revision 1

Context Parameters User Authentication

2.42.9. no_accounting_interim_server_response (ID:
03700052)

Default Severity ALERT

Log Message Did not receive a RADIUS Accounting Interim response. User statist-
ics might not have been updated on the Accounting Server

Explanation The unit did not receive a response to an Accounting-Interim event
from the Accounting Server. Accounting information might not have
been propery received by the Accounting Server.

Gateway Action None

Recommended Action Verify that the RADIUS Accounting server daemon is running on the
Accounting Server.

Revision 1

Context Parameters User Authentication

2.42.10. invalid_accounting_interim_server_response
(ID: 03700053)

Default Severity ALERT

L og Message Received an invalid RADIUS Accounting Interim response from RA-
DIUS Accounting server. User statistics might not have been updated
on the Accounting Server

Explanation The unit received an invalid response to an Accounting-Interm event
from the Accounting Server. Accounting information might not have
been propery received by the Accounting Server.

Gateway Action None

Recommended Action Verify that the RADIUS Accounting server is properly configured.

Revision 1

Context Parameters User Authentication

2.42.11. radius_auth_timeout (ID: 03700105)

Default Severity ALERT

L og Message Timeout during RADIUS user authentication, contact with RADIUS
server not established

360



2.42.12. no_shared_ciphers (ID:
03700500)
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Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

2.42.12. no_shared _

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

The unit did not receive a response from the RADIUS Authentication
server, and the authentication process failed.

None

Verify that the RADIUS Authentication server daemon is running on
the Authenication Server.

1

User Authentication

ciphers (ID: 03700500)

ERROR

SSL Handshake: No shared ciphers exists. Closing down SSL connec-
tion

No shared ciphers were found between the client and the unit, and the
SSL connection can not be established.

sd_close
Make sure that the client and unit share atleast one cipher.
1

client_ip

2.42.13. disallow_clientkeyexchange (ID: 03700501)

Default Severity

L og Message

Explanation

Gateway Action

Recommended Action

Revision

Parameters

ERROR

SSL Handshake: Disallow ClientKeyExchange. Closing down SSL
connection

The Client Key Exchange message received from the client was disal-
lowed, and the SSL connection is closed. This could be aresult of SSL
handshake message flooding.

sd_close

Investigate the source of this, and try to find out if it is a part of a pos-
sible attack, or normal traffic.

1

client_ip

2.42.14. bad_packet_order (ID: 03700502)

Default Severity

ERROR
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2.42.15. bad_clienthello_msg (ID:

03700503)

Chapter 2. Log Message Reference

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Bad SSL Handshake packet order. Closing down SSL connection

Two or more SSL Handshake message were received in the wrong or-
der, and the SSL connection is closed.

sd_close
None.
1

client_ip

2.42.15. bad_clienthello_msg (ID: 03700503)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

SSL Handshake: Bad ClientHello message. Closing down SSL con-
nection

The ClientHello message (which is the first part of a SSL handshake)
isinvalid, and the SSL connection is closed.

sd_close
None.
1

client_ip

2.42.16. bad_changecipher_msg (ID: 03700504)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

SSL Handshake: Bad ChangeCipher message. Closing down SSL con-
nection

The ChangeCipher message (which is apart of a SSL handshake) isin-
valid, and the SSL connection is closed.

sd_close
None.
1

client_ip

2.42.17. bad_clientkeyexchange_msg (ID: 03700505)

Default Severity

Log Message

ERROR

SSL Handshake: Bad ClientKeyExchange message. Closing down

362



2.42.18. bad_clientfinished_msg (ID: Chapter 2. Log Message Reference

03700506)

Explanation

Gateway Action
Recommended Action
Revision

Parameters

SSL connection

The ClientK eyExchange message (which is a part of a SSL handshake)
isinvalid, and the SSL connection is closed.

sd_close
None.
1

client_ip

2.42.18. bad_clientfinished_msg (ID: 03700506)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

SSL Handshake: Bad ClientFinished message. Closing down SSL con-
nection

The ClientFinished message (which is a part of a SSL handshake) is
invalid, and the SSL connection is closed.

sd_close
None.
1

client_ip

2.42.19. bad_alert_msg (ID: 03700507)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Bad Alert message. Closing down SSL connection

The Alert message (which can be a part of a SSL handshake) is inval-
id, and the SSL connection is closed.

sd_close
None.
1

client_ip

2.42.20. unknown_ssl_error (ID: 03700508)

Default Severity

L og Message

ERROR

Unknown SSL error. Closing down SSL connection
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permit_the_chosen_certificate_size

Explanation

Gateway Action
Recommended Action
Revision

Parameters

An unknown error occured in the SSL connection, and the SSL con-
nection is closed.

ssl_close
None.
1

client_ip

2.42.21. negotiated _cipher_does_not_permit_the _chos
en_certificate_size (ID: 03700509)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR

The negotiated cipher does not permit the chosen certificate size. Clos-
ing down SSL connection

The negotiated cipher was an export cipher, which does not alow the
chosen certification size. The certificate can not be sent, and the SSL
connection is closed.

sd_close

Change ciphers and/or certificate.

1

client_ip

2.42.22. received_sslalert (ID: 03700510)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

ERROR
Received SSL Alert. Closing down SSL connection

A SSL Alert message was received during an established SSL connec-
tion, and the SSL connection will be closed.

close
None.

1
client_ip

level
description

2.42.23. sent_sslalert (ID: 03700511)

Default Severity

ERROR
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(ID: 03700509)

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Sent SSL Alert. Closing down SSL connection

The unit has sent a SSL Alert message to the client, due to some ab-
normal event. The connection will be closed down.

close

Consult the "description parameter, which contains the reason for
this.

1
client_ip

level
description

2.42.24. invalid_accounting_start_server_response

(ID: 03700002)

Default Severity

Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Received a RADIUS Accounting START response with an Identifier
mismatch. Ignoring this packet

The unit received a response with an invalid Identifier mismatch. This
can be the result of abusy network, causing accounting event re-sends.
Thiswill beignored.

ignore_packet

None.

1

User Authentication

2.42.25. no_accounting_start_server_response (ID:

03700005)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Logging out the authenticated user, as no RADIUS Accounting
START response was received from RADIUS Accounting server

The authenticated user is logged out as no response to the Accounting-
Start event was received from the Accounting Server.

logout_user

Verify that the RADIUS Accounting server daemon is running on the
Accounting Server.

1

User Authentication
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ver_response (ID: 03700006)

2.42.26. invalid_accounting_start_server_response

(ID: 03700006)

Default Severity

Log Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Logging out the authenticated user, as an invalid RADIUS Accounting
START response was received from RADIUS Accounting server

The authenticated user is logged out as an invalid response to the Ac-
counting-Start event was received from the Accounting Server.

logout_user
Verify that the RADIUS Accounting server is properly configured.
1

User Authentication

2.42.27. invalid_accounting_stop_server_response

(ID: 03700009)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING

Received a RADIUS Accounting STOP response with an Identifier
mismatch. Ignoring this packet

The unit received a response with an invalid Identifier mismatch. This
can be the result of abusy network, causing accounting event re-sends.
Thiswill beignored.

ignore_packet

None.

1

User Authentication

2.42.28. invalid_accounting_start_request (ID:

03700013)

Default Severity

Log Message

Explanation

Gateway Action

WARNING

Logging out the authenticated user, as a RADIUS Accounting START
reguest could not be sent to the RADIUS Accounting server

The authenticated user is logged out as an Accounting-Start request
did not get sent to the Accounting Server. This could be a result of
missing a route from the unit to the Accounting Server.

logout_user
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2.42.29. group_list_too_long (ID: Chapter 2. Log Message Reference
03700030)

Recommended Action Verify that a route exists from the unit to the RADIUS Accounting
server, and that it is properly configured.

Revision 1

Context Parameters User Authentication

2.42.29. group_list_too_long (ID: 03700030)

Default Severity WARNING

L og Message User <username> belongs in too many groups, keeping the 32 first
groups

Explanation A username can only be a member of a maximum of 32 groups. This

username is a member of too many groups, and only the 32 first
groups will be used.

Gateway Action truncating_group_list

Recommended Action Lower the number of groups that this user belongs to.
Revision 1

Parameters username

2.42.30. invalid_accounting_interim_server_response
(ID: 03700054)

Default Severity WARNING

L og Message Received a RADIUS Accounting Interim response with an Identifier
mismatch. Ignoring this packet

Explanation The unit received a response with an invalid Identifier mismatch. This
can be the result of abusy network, causing accounting event re-sends.
Thiswill be ignored.

Gateway Action ignore_packet
Recommended Action None.

Revision 1

Context Parameters User Authentication

2.42.31. relogin_from_new_srcip (ID: 03700100)

Default Severity WARNING

L og Message User with the same username is logging in from another |P address,
logging out current instance
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03700101)

Chapter 2. Log Message Reference

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

A user with the same username as an already authenticated user islog-
ging in. The current instance is logged out.

logout_current_user
None.
1

User Authentication

2.42.32. already_logged _in (ID: 03700101)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Thisuser isalready logged in

A user with the same username as an already authenticated user tried
tologged in, and was rejected .

disallowed login
None.
1

User Authentication

2.42.33. userauthrules_disallowed (ID: 03700107)

Default Severity
Log Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

WARNING
Denied access according to UserAuthRules rule-set

The user is not alowed to authenticate according to the UserAu-
thRules rule-set.

None
None.
1

User Authentication

2.42.34. accounting_stop (ID: 03700008)

Default Severity

Log Message

NOTICE

Successfully received RADIUS Accounting STOP response from RA-
DIUS Accounting server. Bytes sent=<bytessent>, Bytes
recv=<bytesrecv>, Packets sent=<packetssent>, Packets
recv=<packetsrecv>, Session time=<sestime>

368
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Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

The unit received a valid response to an Accounting-Stop event from
the Accounting Server.

None
None.
1

bytessent
bytesrecv
packetssent
packetsrecv
gigawrapsent
gigawraprecv
sestime

User Authentication

2.42.35. user_timeout (ID: 03700020)

Default Severity
L og Message

Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE
User timeout expired, user is automatically logged out

The user is automatically logged out, as the configurated timeout ex-
pired.

user_removed
None.
1

User Authentication

2.42.36. accounting_alive (ID: 03700050)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

NOTICE

Successfully received RADIUS Accounting Interim response from
RADIUS Accounting server. Bytes sent=<bytessent>, Bytes
recv=<bytesrecv>, Packets sent=<packetssent>, Packets
recv=<packetsrecv>, Session time=<sestime>

The unit successfully received a RADIUS Accounting Interim re-
sponse to an Accounting-Interim request event from the Accounting
Server. Accounting information has been updated on the Accounting
Server.

None

None.

1

bytessent
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2.42.37. user_login (ID: 03700102)
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Context Parameters

bytesrecv
packetssent
packetsrecv
gigawrapsent
gigawraprecv
sestime

User Authentication

2.42.37. user_login (ID: 03700102)

Default Severity

L og Message

Explanation

Gateway Action
Recommended Action
Revision

Parameters

Context Parameters

NOTICE

User logged in. Idle timeout: <idle timeout>, Session timeout:
<session_timeout>

A user logged in and has been granted access, according to the group
membership or user name information.

None

None.

1

idle_timeout
session_timeout
[groups]

User Authentication

2.42.38. bad_user_credentials (ID: 03700104)

Default Severity

L og Message
Explanation

Gateway Action
Recommended Action
Revision

Context Parameters

NOTICE

Unknown user or invalid password

A user failed to log in. The entered username or password was invalid.
None

None.

1

User Authentication

2.42.39. manual_logout (ID: 03700106)

Default Severity

Log Message

NOTICE

User manually logged out
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(ID: 03700108)

Explanation A user manually logged out, and is no longer authenticated.
Gateway Action None

Recommended Action None.

Revision 1

Context Parameters User Authentication

2.42.40. challenges_not_supported (ID: 03700108)

Default Severity NOTICE

L og Message Challenges are not supported for this authentication system

Explanation The XAuth authentication system does not support the challenge-
and-response method.

Gateway Action None

Recommended Action Disable the challange-and-response feature, and use password verifica-
tion instead.

Revision 1

Context Parameters User Authentication

2.42.41. accounting_start (ID: 03700001)

Default Severity INFORMATIONAL

L og Message Successfully received RADIUS Accounting START response from
RADIUS Accounting server

Explanation The unit received a valid response to an Accounting-Start event from
the Accounting Server.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters User Authentication
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2.42.41. accounting_start (ID: Chapter 2. Log Message Reference
03700001)
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